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¥ The Infrastructure of this laboratory

NOTE: Before beginning, please make sure that your course virtual machine has a series of packages already

installed, so the labs can work correctly. This requires you to run the following command: I JET AL LI 8]
gnome-keyring gnupg2 pass

First, ensure that you have the folder structure we provided to you inside your VM. This lab
(PP consists of an infrastructure composed by several containers. Not all activities require using all of
them. Please see the following diagram to fully understand the infrastructure layout:

e Aninternal LAN: (lab02_net, Ry R IERIEY)

o 4 different web servers

e A DNS: providing names for each web server in the domain .

e A Kali machine () with a couple of tools installed for enumeration purposes only. These
are described through this document. This also means you do not have to install them if you do not
want. This Kali machine is the starting point of the lab.

IMPORTANT: Make sure you have read and understood the instructions of the “SSI Automated
Infrastructures” document to understand how to work with this type of automated lab infrastructures.

Lab02_dns_server (Ubuntu, 192.168.2.2)

‘
Lab02_web_asturias

(asturias.lab2.ssi.es,
Ubuntu, 192.168.2.6)

Lab02_web_uniovi
(uniovi.lab2.ssi.es,
Ubuntu, 192.168.2.5)

Lab02_net

Lab02_kali
(kali.lab2.ssi.es, Kali
Linux, 192.168.2.7)

Lab02_web_epi
(epi.lab2.ssi.es,
Ubuntu, 192.168.2.4)
Escuela de
Y o/ la
o)
Lab02_web_eii
(ingenieriainformatica.lab2.ssi.es,
Ubuntu, 192.168.2.3)
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= Block 1: Exploring web contents

49 Exercise L2B1_ROBOTS: robots.txt file

£ Activity description / Practical application

You need to know if a website is revealing “secret” routes through this public file

8 Expected results

To complete this activity, you need to pick any web you like and analyze its file, determining if
you can find something interesting or compromising security and why.

] Additional information required to do it

Part of the Robot Exclusion Standard, this file is used to tell search engines that follow this standard to not
to index the URLSs corresponding to certain entries found under the keyword in a file that is always

named [IYT ol g. These files are always accessible using this URL pattern: i NARE TR -

Some developers use it so that Google or other search engines do not index "sensitive" content. The problem
is that this file is public and accessible so engines can read its contents, and if engines can read it, you can
too! @ . You can find more information here: https://www.synopsys.com/blogs/software-security/robots-
txt/

X Exercise L2B1_METADATOS: Document metadata

& Activity description / Practical application

You need to know if documents, images, etc. of a website are revealing too much information about their
owners or authors

&8 Expected results

This activity will be completed when you pick any local or downloaded file of the accepted types and analyze
it with the web or the program to see if you find something interesting. You can answer these
questions:

e What would you do if you found IPs?
e What would you do if you found people's names?
e What would you do if you found app names? What do you think that data could reveal?

] Additional information required to do it

Metadata is data stored attached to a file, but not as part of its contents, but normally in their file headers.
Metadata can be attached to a file in clear text or ciphered. Lots of people ignore that files may have
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metadata. Even worse, lots of people also do not know that lots of programs automatically put metadata
in the files they generate without their consent or being aware of it.

@, The importance of this (meta)data may vary from trivial to truly compromising information. Nowadays,

lots of services automatically remove metadata from files you upload (social networks do), but you should
not trust them to do it 100% of the time (bugs!). They may keep the original metadata from their own use
(marketing), even if they remove it from the files displayed to the public. Therefore, you should remove
metadata from the files you upload using appropriate programs just in case < .

FOCA is a Windows program that extracts and analyzes metadata from different file types, that also
implements searching in domains, DNS servers, URLs, and published documents. FOCA can be downloaded
from here: https://qgithub.com/ElevenPaths/FOCA. There is a free open-source version and a commercial
version. Unfortunately, it requires to set up a SQL Database (SQL Express or SQL Server) that takes time and
effort to install.

This is not part of this course objectives so, instead of this tool, we are going to use a simpler online one
from the same vendor that analyzes the metadata of individual documents and other file types: Metadata2Go
(https://www.metadata2go.com/view-metadata)..

This web page accepts any file of a list of accepted file types and extracts its metadata to see if there is
something useful or suspicious in them. If the webpage does not allow the type of file, we can use a local
tool called that we will see in laboratory 4 with other applications. In this laboratory we will use it
simply to read the complete metadata of a file that we have downloaded from the web (it supports zips,
images of many classes, Office documents, PDF ..) using its options:
https://manpages.ubuntu.com/manpages/trusty/en/man1/exiftool. 1p.html. Please install it if not already
available in the VM.
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= Block 2: Searching among exposed and
past content

4 Exercise L2B2_GHACK: Google Hacking

£ Activity description / Practical application

You can use the Google Search engine to find compromising information about any target on Internet

&8 Expected results

This activity will be completed when you choose a website you like and perform a couple of search
operations with the Google Hacking Database to familiarize with the process, analyzing if you find something
suspicious.

NOTE: Google will most probably ask you to verify your identity with a captcha after using 2 or 3 of these
queries, to test that you are not a bot.

[ Additional information required to do it

Google Hacking is the ability to do certain manual search operations in the Google Search Engine, normally
combined with the operator. This also applies to other search engines, although each engine uses
their own operators. These search operations aim to detect vulnerabilities, configuration problems, or
information that may lead to an attack.

There are lots of predefined search queries that cover different types of attacks / information gathering
procedures in the Google Hacking Database (GHDB): https://www.exploit-db.com/google-hacking-database.
The procedure to use this database is:

e Choose a search category and a query

e Perform the query over a concrete target (using the search operator,
https://support.google.com/websearch/answer/2466433?hl=es) and see if the result matches the
expected one, according to the search you chose.

You can find an image with the steps that this procedure requires in the first seminar of the course. We
have the following categories of predefined searches

Footholds Files Containing Juicy Info
Files Containing Usernames Files Containing Passwords
Sensitive Directories Sensitive Online Shopping Info
Web Server Detection Network or Vulnerability Data
Vulnerable Files Pages Containing Login Portals
Vulnerable Servers Various Online Devices

Error Messages Advisories and Vulnerabilities
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You can also find URLs containing more examples in the first seminar and you can use this cheatsheet to
help you implementing this exercise.
Google Hacking Dorks
Filetype ( Basic Google Hacking Dorks )
Filetype:config site:example.com Filetypexls site:example.com “allinurl/cgibin/ + *?" + “password" “Index of/" + "config.php” wordpress demo
Filetype:pem private key site:example.com Filetype:doc site:example.com “intitleIndex of" + "htpasswd" “intitleIndex of /* + “passwords.txt"
“allinurl:passwords.txt" + "email” “intitleIndex of /* + “admin” + "password.txt"
Intext:"sql syntax near" OR intext:"syntax error has occurred” OR
intext-"incorrect syntax near" ( = =
Intext:" Powered by phpBB” inurl/viewtopic.php & Sensitive Information Search Dorks )
Intext” MyBB SQL Error” site:example.com “sitetargetwebsite.com filetype:ppt username password" “sitetargetwebsite.com extxls password"
Intext:"WordPress" inurl:"wpconfig php" filetypelog “sitetargetwebsite.com filetype:pdf username password" “site:targetwebsite.com extxlsx password"
"site:targetwebsite.com ext:docx password” “siteitargetwebsite.com ext:doc password"
Inurl:/wpcontent/uploads/ Inurl:cv OR filetype:pdf  “cv” —( Vulnerable Website Dorks )
Inurl/phpinfo.php Inurl/view/view.shtml "Powered by WordPress" “intextDrupal" + "Powered By Drupal forums"
Inurl/admin “Powered by vBulletin® “powered by PHPmotion v3*
“"Powered by Vanilla forums* “Powered by osCommerce”
Intitle “"Powered by TinyMCE"
Intitle:* webcamXP 5” inur:8080 Intitle:” indexof*  “apache at”
Intitle” Welcome to nginx!” intext." Welcome to our server!” Intitle:” Index of /admin” ( Other Google Hacking Dorks )
h “inurl/elfinder/connector.php* “cachewww.targetwebsite.com”
-BACK. Cache "inurl/main.php?x=" “inurl/proc/self/cwd”
Cache:example.com intext:some_one_secret_file Cache:example.com "intextphpMyAdmin SQL Dump filetype:sql* “intitle\"WAMPSERVER homepage\""
1 Cache:" examplecom”  *MySQL dump” Cache:example.com filetype:doc pdf xls “inurl:admin.php sitettargetwebsite.com" “inurl/muieblackcat"
- Info —( Advanced Google Hacking Dorks )
Info:example.com filetype:conf conf Info:example.com i "intitle:phpmyadmin inurl:server_privileges OR intitle:"login for server * at”
Info:example.com allinurl:config Info:example.com allinurl:admin — "site:targetwebsite.com inurl/phpmyadmin/* extsql ext:sql.gz extsql.bz2 extsql*
2 "site:urlscanio+\"activity\™
- “intitle: \"Index of\" .ssh/id_rsa"
Phonebook:+"phone number” OR “cell number" Phonebook:example.com “intext\"Fill out the form below completely to change your password
Phonebook:+"firstname lastname” OR "lastname firstname" Phonebookjohn smith site:example.com Z:Su:; C-az:\;-!f new Sermame st lank your ok e il e
3 “filetype: log intext:password"
"inurl:twiki bin view/TWiki/WebHome"
v - “intitle:\"Please login with admin pass\""
4 - - “inurl:vpn/tmindexhtml*
— > Map:example.com
tp Map:example.com site:mapquest.com
N AT BN Z m Map:example.com inurl:map
ﬁ Map:example.com intitle:map
Link:example.com
Link:example.com "link directory”

Link:example.com inurl:directory

Link:example.com site:blogspot.com

4 Exercise L2B2_SHODAN: Shodan

& Activity description / Practical application

You can use the Shodan machine search engine to know information about any public endpoint on Internet
© Expected results
This activity will be completed when you can perform a query in Shodan over a single URL or IP, analyzing

the output you obtain and why you think this information may be a danger for the targe
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@, You have more freedom if you create a free account, but it is not necessary to do this exercise if you
limit yourself to single IPs.

[ Additional information required to do it

Shodan (http://www.shodanhg.com/) is a search engine able to find devices instead of web pages: routers,
servers, CCTV recording cameras, traffic lights, .... More details about its functionality and usage can be
found in the first seminar (also including URLs with usage examples). You can also use this cheatsheet to
implement this exercise:

SHODAN Cheat Sheet @Cyber Writes

Shodan is a publicly available search Country - Search by country code Page's Title - Search for text in page's
engine which scans the entire Internet Example: title
for a limited number of services and country :"Us" Example: title: "Index of /ftp"
enumerates any discovered services by City - Search by city name Page's HTML Body - Search body of
their banner responses, indexes that Example: webpage for text string
data and makes it searchable. city :"New York" Example: html:"XML-RPC server

accepts”

State - Search by state code
y Web Technologies - Search for specific

Shodan stores the information and
abbreviation

indexes across five main fields: 5 web technologies
data, ip_str, port, org and SXample. e s Example: http.component:"php"
location.country_code. state NV or reglon ::NY SSL/TLS -Search for SSL/TLS versions
Zip Code - Search by postal ZIP code supported
Be sure to use the 'View Raw Data' Example: Example: ssl.version:"sslv3" or
option on any discovered host to see all postal:"92127" ssl.version:"tlsv1.1"
of the data Shodan has stored and Geo - Search by GPS coordinates Expired Certificates - Search for
learn possible new techniques of use. Example: expired HTTPS certs
ge0:"40.759487,-73.978356" Example: ssl.cert.expired:"true"
While not always required, surround ~ <

each search team in quotes to reduce gio soearchby GBS (Within a fange of e
confusion and broken queries. m) Other
\. J Example:
| 8eo0:"40.759487,-73.978356,2" Date: After - Search for findings that
IP Addresses & Subnets

/| appear after a date

Single IP Address - Search findings on Operating Systems, Products SXomple;Zattars 91/ 1%

single IP Operating System - Search by Date: Before - Search for findings that
Example: 52.179.197.205 operating system type appear before a date
Examples: os:"Windows Server 2008" Example: before:"12/31/17"
Hostname - Search for string in any os:"Linux 2.6.x"
hostnames Screenshot - Display results which only
Example: Organization/Company - Search by have screenshots
hostname:"microsoft.com" organization name Example: port:"80"
Example: org:"Microsoft" has_screenshot:"true"
Subnet - Search across a specific * Watch the webcams roll in!
subnet range Product - Search by known product
Example: net: "52.179.197.0/24" name port:"3389"
Example: product:"Cisco C3550 has screenshot:"true”
Port- Find any instances of active Router" *Watch for exposed Window
services on a port domain & users!
Example: port:"21" Version - Search for specific version \. /
number ——
Service - Search for instances of Example: product:"nginx" Limited Access
specific services version:"1.8.1" There are number of useful operators

Example: "ftp" that require premium paid accounts

Category - Search by Shodan category (Enterprise, Academic, etc)

Service on Specific Port Example: category:"ics" or
Example: "ftp" port:"21" category:"malware Vulnerability - Search by CVE ID

number

Microsoft SMB - Search for specific
Example: vuln:"CVE-2017-0143"

Internet Service Provider - Search by

ISP name SMB versions
Example: isp:"Spectrum" R i Tags - Search based on Shodan tagged
Microsoft Shared Folders - Find data

Autonomous System Number (ASN) -
Search by ASN
\Example: ASN:"AS8075"

exposed shared folders Example:

Example: port:"445" "shares" tag:"ics" or tag:"database"
= v S J
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49 Exercise L2B2_CENSYS: Censys

£ Activity description / Practical application

You can use the Censys machine search engine and other auxiliary tools to know information about any
public endpoint on Internet

8 Expected results

This activity will be completed when you can use Censys to scan an IP or network range (for example one
range that belongs to Uniovi). After doing that, you must implement the following operations:

e Analyze the output it provides and the information that is displayed about each host.

e Analyze this information to determine why it could be dangerous from an attack point of view.

e Since Censys lacks the geolocation map that Shodan provides, the same functionality must be
achieved by combining the https://www.iplocation.net/ web and Google Maps (which supports
latitude and longitude coordinates)

[ Additional information required to do it

Censys is like Shodan, but it presents information in a more structured way. It allows you to do search
operations based on the data it obtains from the servers it analyzes all over the Internet. The first seminar
offers more details about it. Censys usage examples can be found here:

e https://search.censys.io/search/examples?resource=hosts
e https://support.censys.io/hc/en-us/articles/360059720271-Search-2-0-Example-Host-Queries

You can also use this cheatsheet to help you implementing this exercise:

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project
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Censys Search Cheat Sheet
by himajedi via cheatography.com/196419/cs/41272/

Cheatography

IP Addresses and Subneis Handy Censys Search CLI JQ filters
Single IP (supports iPv4 and  8.8.8.8 or List of IP "[ip'
IPvE) ip:8.8.88 addresses
Subnet by CIDR ip: "23.0.0.0/8" Banners "1 ip as Sip | .services]] | [ Sip, -transport_protocol,
Subnet by IP Range ip: [1.12.0.0 to 1.15.255.259] -port, .service_name, .banner |
Hostname dns.names:™.zip" Usage: censys =search <gqu ery> | jg <fi lte >
Autonomous System # (ASN)  autonomous_system.asn:16509
Web Entities (HTTF/S})
Autonomous System Name autonomous_system.name:"AMAZ-
OM-02" HTML Title services.hitp.response.htmi_title:"dashboard™
IPVG hosts ip: "2001:3" or Response Body services.hitp.response. body:"login®
labels:ipve HTTP Status code  services.http.response.status_code=200
Server header services.hitp.response.headers.Server:"ngin-
Ports, Protocols, and Software ¥
Port services.port:22 Certificate Issuer services.tis.certificates.leaf_data.issuer.or-
services.port:[20 to 23] ganization:"Let's Encrypt"

e O 222 Certificate Subject services.tls.certificates.leaf_data_subject.c-

Number of open ports  service_count: [1 to 20] Common Mame OMmMOoN_Name:* . hero kuz pp.com
on host
TLS version services.tls.version_selected"TLSv1_1"
Service [ Protocol services.service_name:S5H (Highest negotiated
Transport protocol services.transport_protocol TCP version)
Software by product  services: (software.vendor"Apache™ AND Favicon MD3 Hash  services.hitp.response.favicons.mds_hash:*
andfor vendor software.product."HTTPD")
CPE routeros: Hacked web servers services: (service_name:"HTTP" and
Banner grab services.banner"HTTP/™ http.response.html_title:"hacked by™)
U.5. Government or dns.names: .gov or dns.names: .mil or
Geography Military hosts name: .gov or name: .mil
Country location.country:"United States” Hosts serving login pages  services.port:22 and labels:login-pa
City location.city:"Ann Arbor with port 22 open g=
State location. province:"Michigan” Servers in Russia running  location.country"Russia" and labels:ze
GPS {location.coordinates. latitude=41.85003 AND location.c- remote access prolocols  mote -access
Coordi- oordinates.longitude=-87.63003) Filter out hosts with 100+ services.truncated: false
nates ports open
Pro tip: Use Map To Censys to draw a box over the geographic area Compromised MikroTik services.service_name: MIKROT-
of interest and click “Open in Search” to see hosts in the area routers IK_BW and "HACKED"

Pro tip: Get more results by including virtual hosts -- click the gear
Labels icon and toggle Virtual Hosts: INCLUDE

search by label labels:<la bel -na me>=

Some useful host labels: scada, ¢2, login-page, open-dir, network.d-
evice, cryptocurrency, managed-file-transfer, ipv6. See a breakdown
of common labels here

By himajedi Published 14th November, 2023. Sponsored by CrosswordCheats.com
cheatography.com/himajedi/ Last updated 2nd December, 2023. Learn to solve cryptic crosswords!
Page 1 of 2. hitp:fcrosswordcheats.com
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49 Exercise L2B2_WAYBACK: The Wayback Machine

£ Activity description / Practical application

You can use the Internet Archive (aka “Wayback Machine”) search engine to know information about past
published websites on many Internet domains

8 Expected results

This activity will be completed when you are able to use the Wayback Machine to

e Locate the historic URLs list of any website you like, any interesting file you choose, and the
different historic versions of any document or webpage that was in the site. Once you can do that,
you also must think about what this could mean from the security point of view (the questions at
the end of the lab may help you to analyze it).

e Locate old posts from a public account of the social network of your choice from a public figure.
You choose the date. Do you think the Wayback Machine can locate posts that have been deleted long
after they were published?

] Additional information required to do it

(NOTE: The Wayback Machine is massive, and therefore is sometimes quite slow. It is not your connection, or
your ISP, it is just like that, and there is nothing you can do about it &

@, Most people (including a sizable amount of web administrators!) are used to search for compromising

content in web pages to remove it, but they do not consider what happens with the content that WAS there,
but no longer do, or just delete the content without considering that the Wayback Machine could have
archived it. This content may prove especially useful to attackers, and this lab section will teach you how to
deal with it.

There is a reference web page to know about the “history” of any website on Internet and its name is “The
Wayback Machine” (aka The Internet Archive): https://archive.org/web/. This website is a date-sorted
massive archive of previous contents displayed by any public website that was active on Internet in the past,
but it also has “hacking” usages.

For example, you can inspect ALL the URLs that have been extracted from a particular domain using a query
like this: http://web.archive.org/web/*/<URL>/* (e. g.
http://web.archive.org/web/*/http://www.uniovi.es/* ). Please note that the URL load is asynchronous, so
it may take a while. Do not worry if you initially find an empty table (for Uniovi, it usually takes 30s to load).

Once we have the historic URL list of a site, we can use this information to obtain a series of remarkably
interesting information about it. You can find more details here:
https://www.elladodelmal.com/2013/04/hacking-con-archivecom-wayback-machine.html

e The URL table may be processed with code to extract all the URLs, or the URLs of a certain type that
may be interesting for a certain purpose. For example, you can extract images or documents so you
can inspect its contents (or metadata! @& @ ). This can also be done in the Wayback Machine web
page, as it has a filter textbox.

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project
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100,000 URLs have been captured for this domain.

Filter results (i.e. ".txt): |pdf

URL A MIME TYPE FROM TO CAPTURES DUPLICATES UNIQUES
http://www.uniovi.es/-/defecto.pdf texthtml WJun 16,2013 Jul1s, 2013 2 o 2
ht[p;ﬂmm,\(_uniow.esf.fﬂlelpdf texthitml Jun 16, 2013 Jul1s, 2013 2 7] 2
http:/iwww.uniovi.es/-preistabelle.pdf text/himl Jun 16,2013 Jul1s, 2013 2 o 2
http:/iwww.uniovi.es/-presitabelle. pdf text/html Jun 16, 2013 Jul15, 2013 H a 2
http:/iwww.uniovi.es/aaliarchivos_pdfineutro_materia.pdf text/himl Jun 6, 2011 Dec 15, 2018 7 & 1
htlp:ﬂmmm.l_lniow . e.sr’_accesoyayudasfestudiosf 373/Oficio+de+Ad textilain Sep s, 2014 Sepd, 2014 ) . .
junto+Plantilla+Solicitud.pdf/5412a9a3-9730-40a4-8
http:/iwww.uniovi.es/accesoyayudas/iramites/tramite/-/asset_pu
blisheriv9UAVMOgJpFc/contentiwwaww.uniovi.es/documents/315 exthim] Sep B, 2014 Sepd, 2014 . o .
82/243104/INSTANCIA+VICERRECTOR+ESTUDIANTES_131 ' '
028.pdfld7cdc975-d56c-404f-h5a0-ef50be637791
http:/fwww.uniovi.es/Alfonso_Garcia_Leal/1993478.pdf text/html Jan 19, 2012 Apr12, 2012 H 1 1
http:/iveww. uniovi.es/Areas/iMecanica.Fluidos/becasempleofinve nk Nov 11, 201 Now 11. 2014 . 0 .
stigacionaerodinamica_paniaguaSMALL. pdf ' '
http:/iwww.uniovi.es/Areas/iMecanica.Fluidos/docencia/_asignat nk Apr 12,2017 for 12,2017 . a .
uras/maquinas_de_fluidos/Lecc6_r1.pdf ' '
http:/iveww.uniovi.es/Areas/iMecanica.Fluidos/docencial_asignat nk Apr 12,2017 Ao 12,2017 . 0 .
uras/maquinas_de_fluidos/Presenta_Leccion3.pdf ' '
http:/iwww.uniovi.es/Areas/Mecanica.Fluidos/docencial_asignat
uras/mecanica_de_fluidos/05_06/8.%20FLUJO_CONDUCTOS. unk Jul 29,2015 Jul 29, 2015 1 0 1

pdf

e You can also obtain the contents of interesting files of a web. E. g.: the file

e History of any file on the website: The URL table column shows the number of different copies that
any file has had over time. This means that we can locate any version of any file that has been
indexed. You can iterate through them in the calendar view once you click in the file

Saved 4 times between June 28, 2012 and July 11, 2013.

1897 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 QAlokEy 2014 2015 2016 2017 2018

JAN FEB MAR APR
1 2 3 4 5 1 2 1 2 1 2 3 4 5 6
& 7 8 9 0 11 12 3 4 5 6 7 8 9 3 4 5 6 7 8 9 7 8 9 0 11 12 13
13 14 15 16 17 18 18 0 1 12 13 14 15 16 0 1 12 13 14 15 16 4 15 16 17 18 1% 20
20 21 22 23 M4 25 28 17 18 18 20 21 22 23 17 18 18 20 21 22 23 21 2 23 24 B W

27 2 29 3 A 24 25 26 27 248 24 25 26 27 2B 2 W 28 28 0
31

MAY JUN JuL AUG
1 2 3 4 1 1 2 3 4 5 6 1 2 3
5 6 7 8 9 o 11 2 3 4 5 6 7 8 7 8 9 o0 1 1z 13 4 5 6 7 8 g 10
2 13 14 15 16 17 18 g 0 11 12 13 14 15 4 15 18 17 18 1% 20 1 12 13 14 15 16 17
19 20 21 2 23 24 X% % 1y 18 18 20 21 2 21 2 23 24 % 2% 2 8 19 20 21 22 23 24
26 27 28 2 30 3 23 24 2% 2% 27 28 29 28 20 3 A 25 26 27 28 2 W A
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= Block 3: Inspecting IPs and domains

49 Exercise L2B3_DOMINIOS: Sub-domains discovery

£ Activity description / Practical application

You need to know if a particular domain name also has registered subdomains

8 Expected results

This activity will be completed when you are able to enumerate all the subdomains of with any
of the web-based provided tools. Command-line tools must be used against the domain included in the

infrastructure of this lab, IELEYRIINY.

@, We recommend using at least one of the command-line tools and one of the websites provided to gain
better understanding of how to perform this activity. Evaluating all the mentioned tools is NOT REQUIRED.

[ Additional information required to do it

Domain names are very curious because normally most people know the main one but, most of the times,
there are secondary subdomains that are not so popular, only known by some people, or just forgotten. In
any case, they suppose more vectors of enumeration, and hence the potential of discovering more things
about a target. There are lots of ways of discovering this information automatically. These are some of
them:

. (https://github.com/quelfoweb/knock). Python tool designed to enumerate subdomains on
a target domain through a wordlist. On Ubuntu, you can install it with
and run a basic scan with [Tt IR 3. You can find full usage instructions it their
repository README.

o MM (https://qithub.com/fwaeytens/dnsenum): E. g. IO ERY. If no B tag is
supplied, it will default to R o a file in the same directory as

Q, NOTE: A few students have reported that may freeze their labs when is launched. If it is your

case, quickly cancel the operation (CRTL+C) and use another tool. This is due to a VirtualBox installation
problem, but we could not trace its exact origin, as it does not happen to every student.
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dnsenum 1.2.6 Cheatsheet (ingenieriainformatica.uniovi.es)
multithreaded perl script to enumerate DNS information of a domain

https://github.com/fwaeytens/dnsenum

GENERAL USAGE
dnsenum [Options] <domainy

NOTES

If no -f tag supplied will default to /usr/share/dnsenum/dns.txt or the dns.txt
file in the same directory as dnsenum.pl

OPTIONS
GENERAL OPTIONS
--dnsserver <servers>: Use this DNS server for A, NS and MX queries.

--enum: Shortcut option equivalent to --threads 5 -s 15 -w.

-h, --help: Print this help message.

--nocolor: Disable ANSIColor output.

--noreverse: Skip the reverse lookup operations.

--private: Show and save private ips at the end of.-;c'f.l-é'.¥ile domain_ips.txt.

--subfile <filey: Write all valid subdomains to th'i file.

-t, --timeout <value>: The tcp and udp timeout values-in seconds (default: 10s).

--threads <value>: The number of threads that will perform different queries.

rari 1:~$ dnsenum uniovi.es
dnsenum VERSION:1.2.6

uniovi.es.

172800
3 6186
Zeus.etsimo.uniovi.es. 1800
sun.rediris 3781
solid.net.uniovi.es. 1800

-v, --verbose: Be verbose: show all the progress and all the error messages.
GOOGLE SCRAPING OPTIONS
-p, --pages <value>: The number of google search pages to process when scraping

Trying Zone Transfer for uniovi.es on enol.si.uniovi.es ...
AXFR record query failed: REFUSED

Trying Zone Transfer for uniovi.es on chico.rediris.es ...
AXFR record query failed: REFUSED

names, the default is 5 pages, the -s switch must be specified.

-s, --scrap <value>: The maximum number of subdomains that will be scraped from
Google (default 15).

BRUTE FORCE OPTIONS

-f, --file <file>: Read subdomains from this file to perform brute force.
(Takes priority over default dns.txt)

WHOIS NETRANGE OPTIONS:

-d, --delay <valuey: The maximum value of seconds to wait between whois
queries, the value is defined randomly, default: 3s.

-W, --whois: Perform the whois queries on c class network ranges.

-r, --recursion: Recursion on subdomains, brute force all discovered subdomains
that have an NS record.

**Warning**: this can generate very large netranges and it will take lot
of time to perform reverse lookups.

-u, --update <a|g|r|z>: Update the file specified with the -f switch with
valid subdomains.

a (all) Update using all results.

g Update using only google scraping results.
B Update using only reverse lookup results.
z Update using only zonetransfer results.

REVERSE LOOKUP OPTIONS:

-e, --exclude <regexp>: Exclude PTR records that match the regexp
expression from reverse lookup results, useful on invalid hostnames.

OUTPUT OPTIONS:

-0 --output <file>: Output in XML format. Can be imported in MagicTree
(www. gremwell.com)

e https://dnsdumpster.com/: Website that allow us to locate subdomains of a given domain.
e https://searchdns.netcraft.com/: Another website that allow us to locate subdomains of a given

domain.

e https://www.virustotal.com : If we go to “Search”, provide a DNS name (e. g. uniovi.es), and perform
a URL detection scan like the one we previously saw, the “Details” tab also gives its associated

subdomains.

e https://crt.sh/: Providing a domain name (e. g. uniovi.es) also gives us associated subdomains.

Finally, it is possible that some of these domains may be, as we said, abandoned. In this case we have two

options:

e A truly abandoned domain (no content)

e An unmaintained domain (potentially vulnerable contents, old versions of services, unpatched,

unfixed...).
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These are not the only tools that can do this work, but they cover most use cases. and I
require installation to use them, but they are available in the standard Kali Linux packages. You can find
these installed in the Kali container of the Lab 2 infrastructure.

40 Exercise L2B3_RANGO_IP: Target an IP range

£ Activity description / Practical application

You need to know the assigned IP ranges of any internet domain

8 Expected results

This activity will be completed when you can check the IP range assigned to or any [
organization you want.

[ Additional information required to do it

Once we know the DNS domains and subdomains of any organization, we can search its assigned public IP
ranges to know which IPs could be used by this organization machines. This enables us to inspect for
machines or services exposed belonging to this organization. For .com sites, we can check
https://whois.arin.net. To do this, we can input the organization name (e. g. “Microsoft”, “Yahoo") in the
SEARCH WHOIS-RWS textbox and scroll down to see the IP ranges this organization have assigned.

For [ domains, we can use www.nic.es for the same purpose. Clicking in the details of a domain (“View
data”) shows us the DNS servers that serve the different networks assigned to the organization, from which
we can easily extract IPs and IP ranges.

49 Exercise L2B3_NMAPSCAN: LAN scans with nmap

£ Activity description / Practical application

You need to inspect a Local Area Network for “alive” machines

&8 Expected results

This activity will be completed when you are able to locate active hosts in the mentioned LAN and its DNS
names. You can answer this question: Do you understand the relationship between the three activities in this
block (Domain->Subdomains->IP Ranges of each subdomain->nmap) and what it would allow you to do?

[ Additional information required to do it

The purpose of this activity is to locate all active machines in a LAN network (not from Internet!). To do that,
we provide it the LAN network of the Lab 2 infrastructure. This extends the Lab 1 activity, that only
determines if a server is “alive”. Use a list scan from this cheatsheet to see if the DNS names of the alive
hosts are also provided.
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Nmap 7.80 Cheatsheet series (ingenieriainformatica.uniovi.es)

Part 1: Reconnaissance (Basic)
https://nmap.org/

GENERAL USAGE
nmap [Scan Type(s)] [Options] {target specification}

Target specifications can be host names, IP addresses, ranges, networks,
etc. (scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254)

Use these options to Locate "alive machines" (sometimes only returns that,
sometimes they also return some port / service information)

-iL <inputfilename>: Input from from file a list of hosts/networks

rar 11:~% nmap -sn 192.168.20.10
Starting Nmap 7.80 ( https://nmap.org ) at 2020-09-21 18:38 CEST
Nmap scan report for 192
Host is up (0.00085s latency).
Nmap done: 1 IP address (1 host up) scanned in 13.01 seconds
Far :~$ sudo nmap .
Starting Nmap 7.80 ( https:
Nmap scan report for 192.168.2
Host is up (0.00012s latency).
Not shown: 999 closed ports
PORT  STATE SERVICE
80/tcp open http
MAC Address; @8:00:27:67:7A:EF (Oracle VirtualBox virtual NIC)

--dns-servers <servi[,serv2],...>: Specify custom DNS servers

Nmap done: 1 IP address (1 host up) scanned in 13.30 seconds

TARGET SPECIFICATION HOST DISCOVERY OPTIONS (WAYS TO CHECK "ALIVE" MACHINES)

--excludefile <exclude_file>: Exclude list from file

RECONOISSANCE EXAMPLES

nmap -sn scanme.nmap.orq

--traceroute: Trace hop path to each host
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= Block 4. Privacy and browsing security

49 Exercise L2B4_PRIVACIDAD: Blacklight: Website privacy inspector

£ Activity description / Practical application

You need to know how any internet website uses data about how you browse for its own benefit

8 Expected results

This activity will be completed when you are able to use Blacklight to inspect how any site you choose is
collecting your data and analyze the results. You can answer these questions:

e Have you detected trackers on the websites of public organizations (governments, universities, etc.)?
e How do typical internet stores behave?
e What about newspapers?

] Additional information required to do it

Blacklight (https://themarkup.org/blacklight) scans and reveals the specific user-tracking technologies of
any site. This means that it reveals who is getting your data when browsing in a site and, therefore, who is
going to use them to serve ads to you that are based (supposedly) in your preferences.

4 Exercise L2B4_NAVEGAR: Create a secure and truly private

browsing environment on your VM

& Activity description / Practical application

You can create a safer internet browsing environment for your daily life

& Expected results

This activity will be completed when your secure browser is operational and able to browse to webpages
with all the mentioned plugins active. You can also answer these questions:

e Do you think it's appropriate to mount all these security measures on a virtual machine that you use
only for browsing?

e Do you think it's a good idea to combine all of this (virtual machine included) with the NextDNS from
the previous lab for security?

[ Additional information required to do it

(NOTE: Secure does not mean private. Your connection attempts will be still logged by the destination servers,
and your IP will be still revealed to them. To achieve a certain degree of browsing privacy you need other tools

(like ToR), but this will be reviewed in a future session &
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The purpose of this section is to fight against the techniques you have discovered with Blacklight, as the
amount of data collected by a website may be troublesome in certain usage scenarios. Apart from that, it
is very handy to have a more secure browsing environment just in case you accidentally browse a malicious
or trojanized web page, pages with malicious ads, and other web threats. This way, you can browse on a
safer way if you use the following browser plugins.

@, Combining it with a “VM to browse through Internet”, you obtain a more secure browsing environment,
especially if it is a Linux system.

We will use Firefox as a browser example, but the same plugins are available in other browsers too (also on
mobile versions). This also connects with the introduction topic of the theory.

To deal with browser extensions, you need to consider the following things:

e There are malicious extensions: to prevent problems, install only the Recommended ones (inspected
by the browser vendor), with high score, and lots of user recommendations.

@:’ 4,168,871 12,403
Users Reviews 4.7 Stars
. . 3 10,527
uBlock Origin . s
by Raymond Hill 2 s
2 161

=
)
=
o}

Finally, an efficient wide-spectrum content blocker. Easy on CPU and memory. 4+ Add to Firefox

e Be wary of extensions asking for too many or unreasonable permissions.
e Extensions are normally installed using a specific browser option (Add-ons) or a market (Google
Chrome Store) not from an external web.

Once this is said, it is recommended to install extensions that deal with:

e Ads: as they can be obtrusive and/or malicious, even being a legal income source for page owners.
uBlock Origin is the recommended add-on.

@ uBlock Origin «© -

Finally, an efficient blocker. Easy on CPU and memory.
Details Permissions
uBlock Qrigin is not an "ad blocker", it's a wide-spectrum content blocker with CPU
and memory efficiency as a primary feature.

kK

Out of the box, these lists of filters are loaded and enforced:

- EasyList (ads)

- Peter Lowe's Ad server list (ads and tracking)
- EasyPrivacy (tracking)

- Malware domains

More lists are available for you to select if you wish:

- Fanboy’s Enhanced Tracking List

- Dan Pollock’s hosts file

- MVPS HOSTS

- Spam404

- And many others

Additionally, you can point-and-click to block JavaScript locally or globally, create
your own global or local rules to override entries from filter lists, and many mare
advanced features

bk

Free,
QOpen source with public license (GPLv3)
For users by users.

e Script blockers: Using JavaScript in webpages is quite common and legitimate, but sometimes
scripting is also used for nefarious purposes. To prevent this, the NoScript extension is
recommended. It not only blocks scripts, but also identifies malicious scripting usages in web pages.
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However, using this requires “training”, as it initially blocks most scripts on a web page rendering it
unusable (or making their contents invisible) most of the time.

@, You can unlock script sources until the page is usable enough for your purposes. Do not unlock obvious
ads or malicious domains! Normally you should start with script sources that are on the same DNS name than
the page you are viewing. This kind of training is stored between sessions, so you only need to do this once
per webpage.

) M €7
@ MoScript @ ()IEI xc@ S!JQ(B
Maxima proteccidn para tu navegador: MoScript permite contenido active solamente para S CONFIABLE S 0 youtube.com
dominios en los que confias por eleccién, para prevenir la explotacidn., §) & S CONFIABLE & < O _ gstatic.com
Detalles Permisos Notas de fa versisn SHCONLBE © O . ytimg.com
Winner of the "PC World - Waorld Class Award" and bundled with the Tor Browser, NoScript X C @ @ m {:’;! {a
gives you the best available protection on the web. It allows JavaScript, Flash, and other ® oesuir S
executable content to run only from trusted domains of your choice (e.g. your banking site), e c & @® e '"adslz"_"e'"e'
thus mitigating remotely exploitable vulnerabilities, such as Spectre and Meltdown. 9 - = - addeliveryinet
® DerALLT > 8@ & ..addthis.com
It protects your "trust boundaries” against cross-site scripting attacks (X55), cross-zone DNS ® oerauT £ 5 @ s .-.addthisedge.com
rebinding / CSRF attacks (router hacking), and Clickjacking attempts, thanks to its unique ® oerauLT L S @ s _btserve.com
ClearClick technology. ® oerur £ 5 O & ...cdnjquery.com
® oerauLT S & & ...consensu.org
Such a preemptive approach prevents exploitation of security vulnerabilities (known and ® pErALLT § S 8 s ...disqus.com
unknown!) with no loss of functionality where you need it. Experts do agree: Firefox is really ® DERALLT s & = _.disquscdn.com
safer with NoScript ;-) ® oeraut S S @ & ...disqusservice.com
] ® perAULT >, S @ & ..doubleclick.net
FAQ: https:ffnoscrlpt..net.-’faq ® oeruLT $ S @ & ...facebook.com
Forum: https://noscript.net/farum ® perauLT >, S ® S _facebook.net
. . . DEFAULT $ S 9 & le-analytics.
A Basic NoScript 10 Guide ® S TRUSTED ® 0 g”gle analytics-com
- = ...google.com
) ) DEFAULT & S ® s
still confused by MNoScript 10's new UI? S S T == P o ~-gengle.es
Check this user-contributed MNaoScript 10 primer. S - ~googletagmanager.com
and this MoScript 10 "Quantum” vs MoScript 5 “Classic” (or “Legacy™) comparison. © oerurr $ S 9 S5 =900getagservicesicom)
S S TRUSTED ® s O ._gstatic.com
B ] ] ® perauLT S 5 ® & ...marfeel.com
El desarrollador de _s'st_ complemento solicita gue ayudes a continuar su desarrollo haciendo @ DEFAULT S @ € ...marfeelcache.com
una pequefia contribucidn. ® pErAULT € S ® s I oatadoTcom)
® oerauLT S ® & ...moonmail.io
W Colaborar ® perauLT $ S ® s ...onesignal.com
LS DEFAIT S < razunc com
Permitir actualizaciones automaticas O predeterminado @ activado () Desactivar
Ejecutar en ventana privada @ permitir ) Mo permitir

Cuando estd activada, la extension tendrd acceso a todo lo que haces mientras navegas de
forma privada. Descubre mas

Autor Giargio hMaone

e Privacy: Privacy Badger is the recommended extension that prevents webpages to track your
browsing history and create a profile of your browsing behaviors. It also blocks popular social
networks, website tracking attempts (Facebook, Google, Twitter...), and implement other measures
protecting user privacy.
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Privacy Badger [ o] E
“ Pprivacy Badger aprende automéaticamente a bloquear rastreadores invisibles.

Details Permissions

Privacy Badger automatically learns to block invisible trackers. Instead of keeping
lists of what to block, Privacy Badger learns by watching which domains appear to
be tracking you as you browse the Web.

Privacy Badger sends the Do Mot Track signal with your browsing. If trackers ignore
your wishes, your Badger will learn to block them. Privacy Badger starts blocking
once it sees the same tracker on three different websites.

Besides automatic tracker blocking, Privacy Badger removes outgoing link click
tracking on Facebook, Google and Twitter, with more privacy protections on the
wary.

To learn more, see the FAQ on Privacy Badger's homepage.

Privacy Badger is a project of the Electronic Frontier Foundation.
Allow automatic updates ® Default O On O Off

Run in Private Windows O Allow © Don't Allow

When allowed, the extension will have access to your online activities while private
browsing. Learn more

Author EFF Technologists

Version 2020.2.19

4 Exercise L2B4_PWDFILTRADAS: Have | been pwnd?

£ Activity description / Practical application

You need to know if the password of any of your accounts in an internet service has been potentially leaked
through one of the many data leaks that are produced nowadays

8 Expected results

This activity will be completed when you inspect any email account you want to know if it is part of a known
data leak. You can also think about possible uses of this tool that violate privacy. For example, what do you
think it could happen if you put in the email of someone you know, and it turns out that they've leaked on sites
like Tinder?

[ Additional information required to do it

Have I been pwnd? (https://haveibeenpwned.com/) is a website that stores and allows to query user data
leaks. It accepts email account names, and it tells if this account name has been leaked in any of the known
user databases that have been stolen. Therefore, if the requested email account is inside one of the multiple
stolen user databases it manages, it tells you the site whose users have been stolen, when, and other details
about the data leak.

@, Due to the probability of using the same password and email in multiple sites, it is especially important
to verify this to prevent that a leak in one site facilitate intrusions in other sites.
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Badges and Self-Assessment

NOTE: You have a version of this badge table in an editable format available in the Virtual Campus. You can
use this file to easily create a document in the format you want and take extended notes of your activities
to create a log of what you did. Remember that this material can be brought to lab exams.

Badge

Unlocked when Unlocked?

Level

) . .
| You can find and analyze any file

@) Answer this question: What do you think it will be the security problems that a
badly written could provoke?

W)  Youcan analyze the metadata of any individual file of an appropriate type you
find. You can answer this question: Why metadata can be a security threat?

. You can analyze a single URL or IP using Shodan and interpret the results. You
© can also answer this question: what part of the results links with something that
we saw in the previous lab, and may indicate a severe problem with the webpage?

© You can search all the historic URLs of a domain.

@) You can answer this question: what security problems may happen if we have an
historic archive of the different contents of a file?

. You can answer this question: why subdomains are interesting from a security
© point of view? What could happen if a subdomain (and its contents) has been
forgotten for a long time?

@) | Youcan analyze how a website collect user data and deals with privacy using
Blacklight.

You can check if a password has been potentially compromised in a data leak
and answer this question: what should you do if you find your email in one of

these documented intrusions?

You can use Censys to analyze the hosts of a network and interpret the results,

) both from the network and from any individual hosts. You can also answer this

question: are you able to find services running in the hosts? How can you find if

some are vulnerable?

) You know how to operate the Google Hacking Database against a concrete
target.

) Answer this question: What kind of security problem do you think finding past
content could suppose to a website?

W) Youcan locate subdomains of any domain using one of the provided tools and
analyze the domain information they provide.

@] .
© You can locate the IP networks of any .com or .es domain.
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w

You can geolocate any IP and answer the following question: Do you think this
geolocation is accurate?

&

You can locate active hosts in LAN networks.

w

You can setup a private and secure browsing environment

You can answer this question: What happens if instead of an email of yours, you
decide to investigate emails from other people? What happens if the email is
reported as compromised?

You can answer this question: If | am able to find any image or document that is
(or was) in any website, what can we do with these files that may reveal me more
information? What happens if | can find the history of versions of any of these
files? What kind of information it may provide?

You can answer this question: If | am able to find any version of any web page of
that once was part of a website, what can we do with these files that may reveal
me more information? Do you think this could allow locating potential
vulnerabilities?

You can answer this question: Imagine that | leave by mistake a compromising
comment in a webpage (indicating a product name and/or version, part of the

server code in a comment...). What should we do to really eliminate the security
problem this could suppose?

You can answer this question: It is a fact that UDP scans are slow, especially in
WANS / Internet. It is also known that [l usually scans by default the
topmost used ports worldwide (a finite list of known ports). Knowing this, if
you want to create an UDP “hidden” service, which is difficult to locate, what
would you do?

I have seen things you people would not believe: Use multiple enumeration
and OSINT techniques to extract lots of information about machines,
companies, and persons that you can use to analyze them.
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