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Computer Security
WHAT IS THE PURPOSE OF THIS PRESENTATION?

In this course there are several aspects to consider from the point of view of the 
inner workings of an OS

To be able to handle them properly, you need to use concepts that you saw in the 
subject of Operating Systems
• But the experience of these years has shown that not everyone remembers them  

Therefore, we have decided to make this small presentation to remind them to 
those who need it

This content is NOT EVALUABLE in our course, it is only for help purposes

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security
MACHINE ENTITIES FROM A SECURITY POINT OF VIEW

Once inside a machine, there are three main entities we must consider from a 
security point of view
• Users
• Files and partitions
• Programs (software)

We will deal with them more thoroughly in the OS security topic

But the entities itself were reviewed in the SO course

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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What you can find on your hard drive

FILES & PARTITIONS
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Computer 
Security

Every OS has a predefined 
structure of directories, files, and 
partitions 
• Partitions group files under a directory 

in an isolated storage space
• Typically, transparent to the user

The image shows a typical Linux 
installation
• We need to know where are the critical 

parts of the filesystem
• Private files, device files, important 

services, logs…

• Without this knowledge, we cannot 
perform security operations effectively

FILES AND PARTITIONS
Source: https://www.wifislax.com/sistema-de-archivos-linux-en-una-sola-imagen/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.wifislax.com/sistema-de-archivos-linux-en-una-sola-imagen/


Computer Security
FILES & PARTITIONS

If the previous diagram is too detailed, and you just want to know the purpose of 
each directory, you can use either of these two

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer 
Security

If you don't remember how they are 
managed, these two diagrams can surely 
help you

FILE PERMISSIONS

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Software you may need to use during the course

COMMANDS & PROCESSES
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Computer 
Security

Commands: invoked by users to 
achieve different effects
• The image shows the typical commands 

of a Linux system 
• More complete listing: 

https://ss64.com/bash/

Background running applications
• They are called services (Windows) or 

Daemons (Linux)
• Implement different features of the OS

• Most are required to its proper operation

• They are running continuously or 
periodically (programmed) 
• Or once a certain application runs

SOFTWARE: INSIDE ANY OS 
THERE ARE…

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://ss64.com/bash/


Computer 
Security

If the commands in the previous image 
are too many, here you can find the most 
common ones

In the course you will have to use a small 
set of them
• ¡But it doesn't hurt to have a quick reference just 

in case! ☺

TYPICAL LINUX COMMANDS

Source: https://twitter.com/Sheraj99/status/1622735819298545664 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://twitter.com/Sheraj99/status/1622735819298545664


Computer 
Security

It is a tool that allows you to establish secure  
remote connections with servers

Used to authenticate and encrypt connections 

Enables remote control of servers and secure 
data transfer

SSH

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security
WGET

Command that allows you to download files from the Internet 
• Supports downloads via FTP, SFTP, HTTP and HTTPS

It's useful for downloading content, from individual files to entire webs

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security
CURL

Tool to transfer data to or from a server using different protocols such as HTTP, 
FTP, POP3, among others

It's useful for verifying connectivity to URLs and transferring data

Fuente: 
https://daniel.haxx.se/blog/20
20/01/20/curl-cheat-sheet-
refresh/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://daniel.haxx.se/blog/2020/01/20/curl-cheat-sheet-refresh/
https://daniel.haxx.se/blog/2020/01/20/curl-cheat-sheet-refresh/
https://daniel.haxx.se/blog/2020/01/20/curl-cheat-sheet-refresh/
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The ones who can actually do something in the OS

USERS
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Computer Security

USERS ACCORDING TO THEIR CAPABILITIES: PRIVILEGED USER ACCOUNTS

These have more privileges than “ordinary” users
• Able to install/remove software, upgrade the OS,  modify system or application configurations…

They might also have access to files that are not normally accessible to standard 
users

Normally we have these privileged accounts
• Root / Administrator account: the system administrator

• Able to perform any change in the OS https://www.ssh.com/iam/user/root/

• System accounts: usually with known user IDs
• Created during the OS installation for management

• Service accounts: run applications/other processes
• Also created to own data and configuration files
• They are not intended to be allowed interactive login (bash terminals) 
• Or be used by humans in any way
• Only for administrative operations

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.ssh.com/iam/user/root/


Computer Security

USERS ACCORDING TO THEIR CAPABILITIES: “ORDINARY” USER ACCOUNTS

OS users that only perform “normal” operations 
• Like creating documents, editing photos, browsing, playing games… any operation that do not require 

any special privilege
• Some of them may be sudoers

• Tools like sudo can be used to grant certain users the temporal ability to run selected commands as root
• This way, it is not necessary to enable a root account with interactive login capabilities
• Only selected users (the ones in the sudoers group) can temporarily “promote” themselves to root to 

execute administrative operations
• Once the operation ends, the user returns to their normal privilege status

• Not every user is a sudoer
• Any beyond the first created user (that is usually a sudoer automatically) must be manually added to this group

In case of attack, the criminal will try to log in as root or as a sudoer
• If it is not possible, it will try to perform a privilege scalation
• We will deal with this later in the year!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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