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¢ En esta asignatura hay una serie de aspectos a considerar desde el punto de vista
del funcionamiento de un SO

o Para poder manejarlos adecuadamente, necesitais usar conceptos que visteis en
la asignatura de Sistemas Operativos
* Pero la experiencia de estos anos ha demostrado que no todo el mundo se acuerda de ellos ©

o Por tanto, hemos decidido hacer esta pequena presentacion para recordarselos a
quien lo necesite

o Este contenido NO ES EVALUABLE en nuestra asignatura, solo sirve de ayuda
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I MAQUINAS DESDE UNA PERSPECTIVA DE SEGURIDAD

o Una vez dentro de una maquina, hay tres entidades principales a considerar desde

el punto de vista de la seguridad
 Usuarios
« Archivos y particiones
 Programas (software)

o Las trataremos mas a fondo en el tema de sequridad del SSOO0
¢ Pero las entidades en si ya las conocéis de SO
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o Cada SO tiene una estructura
predefinida de directorios,

archivos y particiones

* Las particiones agrupan los archivos
en un directorio en un espacio de
almacenamiento aislado

 Normalmente, de manera transparente

para el usuario

La imagen muestra una

instalacion tipica de Linux

* Necesitamos saber donde estan las
partes criticas del sistema de archivos
« Archivos privados, de dispositivos,
servicios importantes, logs...
» Sino no podremos hacer operaciones
de sequridad de forma efectiva

Fuente: https:

www.wifislax.com
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» Si el esquema anterior es demasiado detallado y solo quieres saber el propésito
de cada directorio, puedes usar cualquiera de estos dos

Linux File Systems
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Essential command binaries

@ ByteByteGo.com

System boot loader files

Device files

Host-specific system-wide configuration files
User home directory

Shared library modules

Media file such as CD-ROM

Temporary mounted filesystems

Add-on application software packages
Automatically generated file system

Home directory for root user

Run-time program data

System binaries

Site-specific data served by this system
Virtual directory providing information about the system
Temporary files

Read-only user files

File that is expected to continuously change

Essential command
binaries

System boot loader
Files

Device files

Host-specific system
-wide configuration
files

User home
directory

Shared library
modules

Media file such as
CD=-ROM

Temporary mounted
filesystems

Add-on application
software packages

Linux File Sy

A R L N R

cyberwrites.com
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Run-time program
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Site-specific data
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Temporary files

Read-only user files

File that is expected
to continuously change
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sysxplore sysxplore 1819:14 backup.sh

traw traw 2312:59 demo
traw traw 15 10:42 Desktop

no .
Group that own the file
Owner of the file

Number of linked hard-links

° ° = Other (everyone) permissions File name
. = Group permissions
@ Si ya no recuerdas como iban, estos dos
) File type File size in bytes

esquemas seguro que te pueden ayudar

Permissions Permissions
- rW = I- ey Other
Permissions

Linux File Permissions £ blog.bytebytego.com

Binary Octal String Representation Permissions
000 0 (0+0+0) S No Permission 1L st
|No permission |0 No permission |0
001 1 (0+0+1) --x Execute ‘
010 2 (0+2+0) -w- Werite
SL?ID'
o011 3 (0+2+1) -wx Write + Execute gelission __SGID Stick Bit
Group Owner Group Owner _~— Ppermission i Permission
100 4 (4+0+0) r-- Read Permissions DS / d A 1“
\N/ = == ' F'WXIrwi
101 5 (4+0+1) r-x Read + Execute r'w-I
: User Owner Other User Owner Other
110 6 (4+2+0) rw- Read + Write gj?ﬂ;g:gﬁ; Per%ti:;rons it N Permissions Permissions
111 7 (4+2+1) rwx Read + Write + Execute /
$ chmod g+s directory_name
Owner Group Other

A A A Binary Octal Permissions Representation
000 | 0(0+0+0)

No Permission

rw X rw-rpr - X 001 | 1(0+0+1) Execute

010 | 2(0+2+0) Write
on 3 (0+2+1) Write + Execute
100 | 4(4+ ) Read
r | Read 4 r | Read 4 r | Read 101 5 (4+0+1) Read + Execute
6 (4+2+0) Read + Write
WritcorEdit | 2 |/ w |WritorEdit |2 | § - | NoPermission | 0 | B a2 e d Wi T Eroctte
X | Execute 1 - | No Permission 0 X | Execute 1 Capital T is an error it occurs if you

Capital Sis an error it occurs if you set SUID bit or set Stick bit to a file without

SGID bit to a file without execute (x) bi execute (x) bit set
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« Comandos: invocados por usuarios

para lograr diferentes efectos
 Laimagen muestra los comandos tipicos
de un sistema Linux
* Listado mas completo: https://ss64.com/bash/

« Aplicaciones en segundo plano

« Se llaman servicios (Windows) o
Daemons (Linux)
 Implementan funcionalidades del SO
 La mayoria son necesarios para su
funcionamiento adecuado
 Funcionan de forma continua o periddica
(programada)

* 0 unavez que se ejecuta una
determinada aplicacion

Unix/Linux Command Reference

File Commands
1s - directory listing
1s -al - formatted listing with hidden files
cd dir - change directory to dir
cd - change to home
pwd - show current directory
mkdir dir - create a directory dir
rm file - delete file
rm -r dir - delete directory dir
rm -f file - force remove file
rm -rf dir - force remove directory dir *
cp filel file2 - copy filel to file2
cp -r dirl dir2 - copy dirl to dir2; create dir2 if it
doesn't exist
mv filel file2 - rename or move filel to file2
if file2 is an existing directory, moves filel into
directory file2
1n -s file link - create symbolic link link to file
touch file - create or update file
cat > file - places standard input into file
more file - output the contents of file
head file - output the first 10 lines of file
tail file - output the last 10 lines of file
tail -f file - output the contents of file as it
grows, starting with the last 10 lines

Process Management

ps - display your currently active processes
top - display all running processes

kill pid - kill process id pid

killall proc - kill all processes named proc *
bg - lists stopped or background jobs; resume a
stopped job in the background

fg - brings the most recent job to foreground
fg n - brings job n to the foreground

File Permissions

chmod octal file - change the permissions of file
to octal, which can be found separately for user,
group, and world by adding:

® 4 -read (1)

® 2 - write (w)

e 1 - execute (x)
Examples:
chmod 777 - read, write, execute for all
chmod 755 - rwx for owner, rx for group and world
For more options, see man chmod.

ssh user@host - connect to host as user

ssh -p port user@host - connect to host on port
port as user

ssh-copy-id user@host - add your key to host for
user to enable a keyed or passwordless login
l_____________ __searching |
grep pattern files - search for pattern in files
grep -r pattern dir - search recursively for
pattern in dir

command | grep pattern - search for pattern in the
output of command

locate file - find all instances of file

FOSSwire ...

date - show the current date and time

cal - show this month's calendar

uptime - show current uptime

w — display who is online

whoami - who you are logged in as

finger user - display information about user
uname -a - show kernel information

cat /proc/cpuinfo - cpu information

cat /proc/meminfo - memory information
man command - show the manual for command
df - show disk usage

du - show directory space usage

free - show memory and swap usage
whereis app - show possible locations of app
which app - show which app will be run by default

tar cf file.tar files - create a tar named
file.tar containing files

tar xf file. tar - extract the files from file.tar
tar czf file.tar.gz files - create a tar with
Gzip compression

tar xzf file.tar.gz - extract a tar using Gzip
tar cjf file.tar.bz2 - create a tar with Bzip2
compression

tar xjf file.tar.bz2 - extract a tar using Bzip2
gzip file - compresses file and renames it to
file.gz

gzip -d file.gz - decompresses file.gz back to

file
________ _ _Network |

ping host - ping host and output results

whois domain - get whois information for domain
dig domain - get DNS information for domain
dig -x host - reverse lookup host

wget file - download file

wget -c file - continue a stopped download

Installation

Install from source:

./configure

make

make install

dpkg -i pkg.deb - install a package (Debian)
rpm -Uvh pkg.rpm - install a package (RPM)

Shortcuts

Ctr1+C - halts the current command

Ctrl+Z - stops the current command, resume with
fg in the foreground or bg in the background
Ctrl+D - log out of current session, similar to exit
Ctrl+W - erases one word in the current line
Ctrl+U - erases the whole line

Ctrl+R - type to bring up a recent command

!'! - repeats the last command

exit - log out of current session

@ 0 °

* use with extreme caution.
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¢ Si los comandos de la imagen anterior
son demasiados, en esta puedes
encontrar los mas comunes

¢ En la asignatura realmente tendras que
usar un conjunto bastante reducido de

ellos

* iPero no esta de mas tener una referencia rapida
por si acaso!

Fuente: https://twitter.com/Sheraj99/status/1622735819298545664

{ Linux Commands Cheat Sheet }

Ols

® The most frequently used command
in Linux to list directories

O mkdir

® Command used to create
directories in Linux

Orm

® Delete files or directarios

@ ca

® Display file contents on the terminal

00O less

® Linux command to display paged
outpuls in the terminal

O 0 whoami

® Get the active username

00 grep

® Search for a string within an output

0 O diff

® Find the difference between two
files
00 sort
® to sort the cantent of a file while
oulputting
00 unzip
® Unzip flles in Linux
Ops
® Display active processos
© © mount
® Mount flle systems In Linux
© 0O ifconfig
® Display network interfaces and IP
addrosses

00 ufw

® DFirowall command
00 sudo

® Command to escalate privileges in
Linux

® Majorly used for creating bootable
USB sticks

O 0 whereis
® Locate the b
manual pages

source. and
sommand

© pwd
® Print working directory command in
Linux

O mv

® Movo or rename files In Linux

O touch

® Create blank/empty files

Q0O clear

® Clear the terminal display

OO man

® Access manual pages for all Linux
commands

00 tar

® Command to extract and comproess
flles in Linux

00O head

® Return the specified numbar of
lines from the top

00 cmp

® Allows you to check if two llles are
identical

© 0 export

® Export environment variables in
Linux

00 ssh

® Secure Shell command in Linux

© O kill and kill all

® Kl active processes by process D
or namoe

© 0 chmod

® Command to chango flle
permissions

© O traceroute

® Trace all the network hops to reach
the destination

OO0 iptables
® Baso firewall far all other firewall
utilities to interface with

00O cal

®View a command-line calendar

O © whatis

® LFind what a command Is usad for

©0.passwd

O 0 useradd and usermod T Pdate passwords

® Add new user or ¢
;ors data

© cd

® Linux command to navigate through
directories

Ocp
® Simitar usage as mv but for copying
files in Linux

©In

® Create symbaolic links (shortcuts)
1o other files

00 echo

® Print any text that follows the
command

00O uname
® Linux command to get basic
Infarmation

@0 tail

® Return the spocified number of
lines from the bottom
06 comm
® Combines the tunctionality of diff
.mdémp.

zip
® Zip flles in Linux
00 service
® Linux command to start and stop
sorvices

©0 df

® Display disk filesystem informatlon
© 0O chown

® Command for granting ownership
of files or loldars

©0 wget

® Direct download files fram the
internat

00 apt

® Pack age managears depending on
the distro

00 alias

® Croate custom shorteuts for your
regularly used commands

00 top

® View active proc
thoir system usage
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HiowStack

SSH - common commands and secure config

connects to a server (de ilt port 22)

$ ssh user@server s ssh-keygen -t rsa -b 4096

« Es una herramienta que permite establecer s
conexiones remotas seguras con servidores e L S pottygen curent.y -0 keyname ok

erates a new ssh key

o o o T e S SSH config
o Se usa para autenticar y cifrar las conexiones

$ ssh -i —/.sshfspecific_ssh_fkey $ sudo nano /etc/sshfsshd_config

changes default SSH port (22)

o Permite el control remoto de servidores y la sl

transferencia segura de datos

$ (sudo) service ssh status AllowUsers usérl. user2

o B

stops ssh service enables login through ssh key

Linux OpenSSH command & S (udo) service ssh stop

restarts ssh service disables login through password
$ (sudo) service ssh restart PasswordAuthentication no

disables usage of files .rhosts and .shosts
SCP (Secure Copy) IgnoreRhosts yes

COF a file from a remote server to a local machine
$ scp user@server:/directory/file.ext local_destination/

disables a less secure type of login

HostbasedAuthentication no

copies a file between two servers

Sagess - number of unauthenticated connections
$ scp user@server:/dir/file.ext user@server:/dir

before dropping

: MaxStartups 10:30:100
copies a file from a local machine to a remote server
$ scp local_destination/file.ext user@server:/directory ailed tries before the servers
accepting new Ltrie

MaxAuthTries 3

uses a specific port declared for SHH in sshd_config
$ scp -P port

max current ssh sessions
MaxSessions 1

coppies recursive a whole folder
$ scp -r user@server:/directory local_destination/
disables interactive password authentication

copies all files from a folder ChallengeResponseAuthentication no

$ scp user@server:/directory/* local_destination/
no empty password aliowed

copies all files from a server folder to the current folder PermitEmptyPasswords no

$ scp user@server:/directory/* .
disables Rhost authtentication
RhostsAuthentication no

compresses data on network using gzip
$ scp -C
disables port forwarding (blocks i.e MySQL Workbench)
AllowTcpForwarding no

scp -rP 3000 /path/to/local-dir alice@hostIP:/path/to/remote-dir LR X11Forwarding no

Transfer local directory to remote path hosted at <hostIP> on custom SSH port 3000 prints much more info about SSH connections
! LoglLevel VERBOSE

prints verbose info abo the current transfer

e )\ This post is originally created by @dan_nanni on Instagram under CC BY-SA
' 3.0 license. You are free to redistribute it as long as you keep this notice.
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IWGET

Comando que permite descargar archivos de Internet

 Soporta descargas a través de FTP, SFTP, HTTP y HTTPS
o Es util para descargar contenido, desde archivos individuales a web completas

wget Cheat Sheet

The wget command downloads files from the Internet.

wget http://example.com

Download the index page of example.com

wget http://example.com b

—-—output—document foo.html

Save index_html as foo.html

wget http://example.com %

—-—output—documsnt —

Display output in terminal

et ——continue
https://example.com/file.iso

Resume a partial download

wget example.com/A{l..12}.jpg

Download Al.jpg. AZ2.jpg, up to A12.jpg

wget —-—mirrcr example.com

Headers

—-—debug View HTML headers

Drownload the entire example.com site

--headers="User:Agent:
mozilla,/s5.0 (Windows NHT
10.0; Wins<; x64)
AppleWebXit/537.36
{EHTML, like Gecko)
Chrome/91.0.447Z.124"

—-max-redirect 0

Alter vour User Agent to appear as the Chrome
browser running on Windows 10

Do not follow 301 redirects, but resolve URL

Seth Kenlon CC BY-SA 4.0 Opensource.com Supported by
RedHat

—--base http://foo

wget Cheat Sheet

Substitute relative paths {such as . and ..) in
downloaded HTML with the URL http:/ifco

-—tries inf

Try all but 404 downloads infinite times until
successfully downloaded. Default: 20

—-no-clobber

Do not save over an existing downloaded file

——-backups 12

If a file exists locally, append a number (up to 12)
to its file name to create a backup.

—-—-progress=dot

Show download progress with dots on screen

——timestamping

Set downloaded file timestamps to match thase of
the remote server

—-no-use-server—-timestamps

Do not use server imestamps

—-—-spider

Do not download files. just crawl the site

——timecout 30

Stop an unsuccessful download attermnpt after 30
seconds. Default: 800 seconds

—--rate-limit &0k

Limit download rate to 60 KB per second

—--wait &

Wait 6 seconds between downloads

——random-wait

Multiply —wait value by a number from05t0 1.5

——user tux --password foo

Send user name tux and password foo

—-—ask-password

Prompt for interactive password

Seth Kenlon CCEY-SA 4.0

Opensource.com Supported by

Seguridad de Sistemas
Informaticos
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o Herramienta para para transferir datos hacia o desde un servidor utilizando
diferentes protocolos como HTTP, FTP, POP3, entre otros

o Es util para verificar la conectividad a las URL y transferir datos

cu r*l%//’

-w "format" -m <seconds>

--trace-ascu <file> o <file>
POST POST encoded multipart formpost HEAD (ers too) Fuente:
-d "string" --data-urlencode -F name=value -T <file> . :
d @file "[namel=val" “F namen @ﬁle https://daniel.haxx.se/blog/2020/01/20

/curl-cheat-sheet-refresh/

-X "METHOD" -b <file> -c <file> -b "c=1; d=2" -A "string"
-Xx <host:port> -H "name: value --resolve --compressed -k

-H "name:’ <host:port:addr>

-u user:passwd -L --libcurl <file> --help
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Los que realmente pueden hacer algo en el SO
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LOS USUARIOS SEGUN SUS CAPACIDADES: CUENTAS DE USUARIO PRIVILEGIADAS @

o Tienen mas privilegios que los usuarios “normales”

Seguridad de Sistemas
Informaticos

 Pueden instalar / eliminar software, actualizar el SO, modificar configuraciones del sistema o de

aplicaciones ...

o También pueden tener acceso a archivos que normalmente no son accesibles para

los usuarios estandar

« Normalmente hay estas cuentas privilegiadas

* Root / Administrador: el administrador del sistema
 Capaz de hacer cualquier cambio en el SO: https://www.ssh.com/iam/user/root/
 Cuentas del sistema: generalmente con ID de usuario conocido
 Creados durante la instalacion del SO para administracion
 Cuentas de servicio: ejecutan aplicaciones/otros procesos
« También creado para poseer datos y archivos de configuracion
 No pensados para permitir el inicio de sesion interactivo (terminales bash)
0O ser usadas por humanos para hacer cualquier cosa
 Solo para operaciones administrativas

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:X:5:60:games: /usr/games: /usr/sbhin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbhin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbhin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var
n
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/no
libuuid:x:100:101::/var/lib/libuuid:
syslog:x:101:104: :/home/syslog:/bin/false
messagebus:x:102:106::/var/run/dbus:/bin/false



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.ssh.com/iam/user/root/
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I LOS USUARIOS SEGUN SUS CAPACIDADES: CUENTAS DE USUARIO “NORMALES” G

o Usuarios del SO que solo realizan operaciones "normales”

« Como crear documentos, editar fotos, navegar, jugar juegos... Cualquier operacion que no requiera
ningun privilegio especial
« Algunos de ellos pueden ser sudoers
« Herramientas como sudo se usan para dar a ciertos usuarios la capacidad temporal de ejecutar comandos
concretos como si fueran root
 Asiya no es necesario tener la cuenta root habilitada para inicio de sesion interactivo
« Solo los usuarios concretos (los del grupo sudoers) pueden “transformarse" temporalmente a root para

ejecutar operaciones administrativas
 Una vez finalizada la operacion, el usuario vuelve a su estado normal de privilegios

* No todos los usuarios son sudoer
« Todos los usuarios creados después del 1° (que suele ser un sudoer automaticamente) debe agregarse
manualmente a este grupo

¢ En caso de ataque, el criminal intentara iniciar sesion como root 0 como sudoer

» Sino es posible, intentara realizar una escala de privilegios
* jLo veremos mas adelante en la asignatural!



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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https://github.com/jose-r-lopez
https://www.di.uniovi.es/
https://www.uniovi.es/
https://github.com/jose-r-lopez
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