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= Block 1: Before you begin

&5 Why all this?

The COVID-19 health crisis put us in a situation where most of our teaching activities had to be done online
or at home. This caused a lot of problems, and one of the most important was that you have to use your
home hardware to run the software required for this course. Now that classes are not online, we know that
a problem, which was of great importance during the pandemic, still remains: your hardware capabilities
can be very different.

Therefore, we have maintained the "pandemic"” redesign of all the labs in the course to drastically decrease
the hardware requirements: you will only need to use a single virtual machine to run them all. We now use
modern infrastructure construction and provisioning technologies, although studying them is beyond the
scope of this course. To counter this, we provide you with scripts that allow you to work with them without
needing to understand the underlying technology (unless you are curious, as it is all commented on in case
you want to learn &)

This document has only one goal: to give you options to deploy the virtual machine you need to follow the
course at home, regardless of your virtualization system, operating system, or hardware capabilities. Of
course, you need a minimum to do so:

e Any 64-bit CPU with hardware virtualization extensions (VT-X, AMD-V)

QL CPUs released from 2012 onwards should meet this requirement

o Ability to assign 2 cores to the VM (1 should also be feasible, but at a substantial performance cost).
We recommend not using a GUI with only 1 core.

e Ability to allocate 2Gb of RAM to the VM (1Gb might be feasible for most labs, but it has not been
thoroughly tested). We strongly recommend not using a GUI with 1Gb only.

Q If your machine has 8Gb or more, it should not be a problem.

e A maximum of 80 Gb for the virtual machine's hard disk

@, The VM disk is dynamic, it will only take up space if needed. Reaching 80 Gb is highly unlikely

We will provide you with three options for creating the machine, each with advantages and disadvantages:
please choose the one that benefits you the most.

“Z Virtualization support in the host BIOS

To be able to virtualize machines, you need to enable hardware virtualization support in your computer's
BIOS. This option is found in different places depending on the BIOS manufacturer, but it's usually in the
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"advanced options" group and is described with texts like "Intel Virtualization Technology," "Virtualization

Technology," "Enable Virtualization Technology,” "Enable VT-X ," or "Enable AMD-V."

We need you to make sure this option is active, especially since many manufacturers disable it by default
in the BIOS, and if you haven't used it before, it could be disabled.

Q, Without this option, you can't run most modern virtualization software. Fortunately, all Intel and AMD
CPUs from 2012 onwards implement this technology.

CMOS Setup Utility - Copyright (C) 1984-2007 Award Software
Advanced BIOS Features

» Hard Disk Boot Priority [Press Enter] Item Help
First Boot Device [Hard Disk]
Second Boot Device [Hard Disk]l Menu Level »
Third Boot Device [Hard Disk]
Password Check [Setupl When enabled, a UMM
HDD S.M.A.R.T. Capability [Enabled] can utilize the
Limit CPUID Max. to 3 [Disabled] additional hardware
No-Execute Memory Protect [Enabled] capabilities provided
CPU Enhanced Halt (C1E) [Enabled] by Virtualization
CPU Thermal Monitor 2(TM2)[(Enabled] Technology
CPU EIST Function [Enabled]
Virtualization Technology [Enabled]
Full Screen LOGO Show [Disabled]
Init Display First [PCI]

Sysprobs.com

tls¢:Move Enter:Select +/-/PU/PD:Value F10:Save ESC:Exit Fi:General Help
F5:Previous Values F6:Fail-Safe Defaults F7:Optimized Defaults

Example of BIOS support for hardware virtualization technology (Source:
https://support.bluestacks.com/hc/es/articles/115003910391--C%C3%B3mo-puedo-habilitar-la-virtualizaci%C3%B3n-VT-en-mi-PC-)

™ To use GUI or not

The virtual machine we supply or the one you will build has a lightweight GUI to facilitate your work on the
course. This GUI is accessible by typing on the command line (it does not boot directly to the GUI
by default).

@, The decision to use a GUI or not is yours: you will save time, but at a cost of resources. Although
nowadays it is rare not to have hardware that can handle the cost of the GUI we recommend installing

If you would rather not use a GUI (or your hardware does not allow you to have one) we will give you a
different option: use advanced terminal features. We are going to go into more detail here, because they
can be used no matter which option you choose, and most of these options are also present in the Docker
containers we supply for each lab (Lab 0B document).

Using multiple terminals

Even with GUI-free servers to minimize resource usage, we can multitask. A user, once logged into the
system, can open multiple console terminals simply with Alt-F1, Alt-F2, etc.

The first time you open a terminal associated with a specific function key, you will be asked again for your
username and password. Whan you change between terminals they will continue with the activity that was
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being carried out on it, without the need to authenticate again. This is very useful, as it allows you to perform
tasks in parallel.

Q4 For example, editing and saving a configuration in a terminal, leaving it open, and having another
terminal to restart the service associated with it.

Ubuntu 18.04.5 LTS izerver ttyl

ver login: LLSEr_

New terminal, resulting from the Alt-F2 key sequence

TMux: Terminals & panels

is a package that allows you to have multiple terminal windows on the same screen and split a window
into different panels that can work simultaneously. is pre-installed, with mouse integration (%%,
module) and terminal color support, on the Vagrant machine (Option 2), on the 5% (Option 1) and in every
interactive container in the labs.

@, It might be a good idea to use it if you want more agility and productivity without installing or using a

GUI, as it gives you some of the features of a GUI with much less resource consumption. It can also be useful
in other courses that require you to use the terminal a lot.

vnidtat 1.11 config file [pungkiR@dev-machine ™1
ntop
ntop”™
#t default interface display.date ntopng
Interface "eth@" ntopng”™

location of the database directory dump.rdhb
DatabaseDir “"svar-slib-uvnstat" Mono and Gnome Do

locale (LC_ALLY ("-" = use system loca|lpungkiB@dev-machine ~15 _

#t on which day should months change [pungkiR@dev-machine ~15
MonthRotate 1

date output formats for -d, -m, -t and
-u
see 'man date’ for control codes
DayFormat Y
MonthFormat “xb ‘xy"

" [readonlyl 129L, 2889C

This cheatsheet shows you the most typical options. If you decide to create the VM yourself, the
Vagrant VM files have a file with a nice initial configuration that you can copy to

(it also provides a recommended [l configuration that you can copy to directory)
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Mux 3.1 Cheatsheet (ingenieriainformatica.uniovi.es)
Console enhancer and multi-pane support tool

https://github.com/tmux/tmux/wiki

y:"Pol tica de
[

NOTES
Press Ctrl + B, release them, and then press the corresponding key >
exit on the last pane exits tmux

icmp
icmp

Y 0 A .4): icmp
OPTIONS 64 by :217.17.4 (172.217.17.4): icmp

icmp

Window handling : icmp
New window: CTRL+b, release and then c 64 .217.17.4 (172.217. : icmp
Next window: CTRL+b, release and then n 64 by AR Ll icmp

: N 4): icmp seg=59 ttl=113
List all windows: CTRL+b, release and then w

Change window name: CTRL+b, release and then ,
Panel management MORE INFORMATION

Vertical: CTRL+b, release and then % http://www.sromero.org/wiki/linux/aplicaciones/tmux
https://www.hostinger.es/tutoriales/usar-tmux-cheat-sheet/

Horizontal: CTRL+b, release and then " (press Uppercase key)
Hide panel: CTRL+b, release and then x
Show panel number: CTRL+b, release and then q

Nice default configuration kindly provided by Alejandro Saez Morollén (put this
in /etc/tmux.conf to apply it globally):

Change panel: CTRL+b, release and then the corresponding arrow key

Close current panel : exit #Start windows and panes at 1, not 0

Copy and paste text set-gbase-index 1

- CTRL+b, release and then [: Enter "copy" mode. sefwhglpaiiebaseindexd

d of highligh # Tmux fix for terminal colours
- Moyl to “eaRCIERLEE. teygfto highlight. set -g default-terminal "screen-256color"

- CTRL + space and start highlighting text. Selected text change #Open new pane or window in the current directory

color. Move to opposite end of text to copy. bind " split-window -c "#{pane_current_path}"
- ALT + w: Copies selected text into tmux clipboard. (On Mac use bind % split-window -h -c "#{pane_current_path}"
Esc+w.) bind ¢ new-window -c "#{pane_current_path}"

# Avoid rename
set -g allow-rename off

#if run as "tmux attach", create a session if one does not already exist
- CTRL+b, release and then ]: Paste copied text from tmux clipboard|new-session -A-s main

- Go to the destination pane and windows and put the cursor where
you want to paste the text.

Another [ cheatsheet is this one:

[tmux sessions] linuxacademy. local |[tmux windows] linuxacademy. local

_ New sessions _ remove sessions _ windows

_ key bindings
_ attach sessions = 38
o@
m 0
m 0

_ panes B . _ key bindings

a8

(s i o]

B n _ copy mode commands
2

n enter

B0

a a

_ key bindings
(el -]
og
|
(el |

Midnight Commander: File explorer

One of the most missed options when you do not have a GUI is being able to easily browse and view the
files on your hard drive. We have included this popular console-based file browser to give you this capability
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and boost your productivity. As this image shows, it can be integrated with and has mouse support.
This is also installed in all the interactive Docker containers that we are going to use in the course.

First panel

| size |Modify tin Name

UP--DIR |Dec 25 09:11

El
1] 1:hazhx

SSH to the VM

If you use a GUI with our Vagrant or the machine, it is usually not necessary to have an SSH connection,
as the virtual machine fully supports copying and pasting text to/from your PC. However, a straightforward
way to connect to your machine with an advanced SSH client like MobaXTerm is to create a host-only
network to the VM and assign the correct IPs. The other option is using port forwarding. To know how to
use both of them, see option 3 on creating VMs and the corresponding section of block 3.

® The VMs obtained from options 1 and 2 map your PC's port M to the VM's ssh port, so if your
MobaXTerm / Putty / any SSH client connects to it will actually connect to the VM without
requiring any further steps.

Editing text files

You will need to edit files in console many times unless you choose to use the GUI. To make the job easier,
we have created a special [ setting that makes this easier, converting tabs to white space, using better
colors, displaying cursor position, line numbers, and automatically backing up the files you edit. You can
find these settings in the file of the default user profile of the pre-built virtual machine or as part of
the Vagrant files if you want to use it in other courses or for your personal use. Option 1 and 2 machines
include the and Visual Studio Code (recommended) editors for editing files in the GUI.
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€ Knowledge of Linux

Yes, you need knowledge of the Linux command line to take this course. However, no more than you have
already acquired in the Operating Systems course. However, we know you may have forgotten some. Do
not worry, we already imagined it and have implemented a slow (but progressive) start on this topic. To help
you, we recommend the following:

o Use this cheatsheet as a guide to remember the typical commands you will need. Do not forget that
the command gives you the names and IPs of your current network cards:

Some Basic Linux Commands

_______ e e by @SecurityGuill  Ef
~ ’ ~ ol -A Crl-E
’ FILE COMMANDS S RETADRK \ —
I' _ . - 1 !+ ping host = ping host 'host' : } Moving  __MEL
* Is = directory listing ) 1 1 » whois domain = get whois for domain
I+ |s -al = formatted listing with hidden files 1 !+ dig domain = get DNS for domain U
: e eeichangeldrectoryitodin 1 I = dig -x host = reverse lookup host :
x pwd = show current directory 1 1 wget file = download file : Erasing
; * mkdir d_" = create directory dir | _| 1 1+ wget -c file = confinue stopped download, Cut-u curl-K e e e e =
+ rm file = delete file : — 1 1 = wget -r url = recursively download files ’ SEARCHING A
I« rm -r dir = delete directory dir f— y > from url ,’ i
1. ile = force remove file =~ T < L L o e - - - = e e e e e e e e e R e W e e e 1
v m -If_ffg? :fofCE remove fg? o no PROCESS MANAGEMENT =, 1+ grep pattem files = '
! rm 11 dir = forca remove directory § o emmmmmmmm—mmol o ! MANAGEMEN \ 1 search for patlern in fies |
i + op filed file2 :copy file1 to file2 ' ! SYSTEM INFO \ |. S S S 1 OTo DY pattern dir = .
: * m filed file2 = rename file1 to ﬁ\eZl , ! QUOLEE SR EL Y p | I'search recursively for '
* In -s file link = create symbolic link 'ink'to file 1+ date = show current dateftime 11° PS aux = ps with a lot of detail | 1 pattern in dir
: * touch file = create or update file , 1+ cal = show this month's calendar ﬂ ﬂ ﬂ n' }“E: P”‘d S km*DI:"ﬁce\fS with pid ‘pid 4 proct 1+ commad | grep pattern =:
' * cat > file = place standard input into file 4 1+ uptime = show uptime n* é‘ a IEJI"OCI* I ;bpriceﬁez “T"e pro | 1search for pattern
- =] . = O e i
: more _fllei— output the contents of the file ew d\s;:_\lay who is online ) ni 57 1SS stopped/background jobs | 1in the output of command
+ less file = output the contents of the file , 1+ whoami = who are you logged in as 11 fg = bring most recent job to foreground  *, [0 %, T e o)
I+ head file =output first 10 lines of file ; 1+uname -a= show kernel config ¢ ig n = brings job n to foreground I' \instances of file ’l
‘\: tail file = output last 10 lines of file , 1+ cat Iprocicpuinfo = cpu info 1 o T e T a4 — N e e -
tail -f file = output contents of file as it grows, " 1+ cat /proc/imeminfo = memory info 17 FILE PERMISSIONS W, 0ol n e 00 ~
D - 1» man cemmand = show manual for command 1! 1 |' COMERESSION 0
0 o _7‘ A 1+ df = show disk usage 1! « chmod octal file = change 1 N U
’ SSH I 1+ du = show directory space usage 1! permission of file 5 y ! ¢ tar cf file.tar files = tar files info 1
: _ =5l 1 1+ du sh = human readable size in GB 1! (dread / 2:wiite / 1:execute) X 1! filedar ) !
h host ct to host ¢ )
+ ssh user@host = connect to hos =t . = 1 I « tar xf file.tar = untar into current
 ssh -p port user@host = connect using port p' ! WCDS QI ST DI 1 Order: owner/group/world 'y direct
I v+ whereis app = show possible locations of app 1! Eg- chmod 755 file = read write for 1, “hocorY U

I+ ssh -D port user@host = connect & use

"hind port s Whichlappathowpwhichappiwillelunibyidela iy '\owner‘ read execule for group/world 1" * tar t file.tar = show contents of 1
~

7 » Varchive 7
~

Follow @SecurityGuill on Twitter for more about Infosec / Cybersecurity

e If you have absolutely no idea what command to use, run g EREr PRS-V SR T PET-F I ] t0 |et the

system suggest commands that can do what you are looking for. For example:

:~$ apropos -a create directory
docker-plugin-create (1) - Create a plugin from a rootfs and configuration. P...
hpmkdir (1) create a directory on an HFS+ volume
mkdir (2) create a directory
mkdirat (2) create a directory

mkdtemp (3) create a unique temporary directory

mkfontdir (1) create an index of X font files in a directory
mklost+found (8) create a lost+found directory on a mounted Linux secon...
mktemp (1) create a temporary file or directory

pam_mkhomedir (8) PAM module to create users home directory
update-info-dir (8) update or create index file from all installed info fi...

Another way to find the command you need is to use cheatsheets. This is one of the most complete ones |
have found on the Internet (Source: https://twitter.com/linuxopsys/status/1722438906157646127):
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LINUX COMMANDS CHEAT SHEET

groupadd admin
adduser Sam
userdel Sam

Creates a new user group named admin.
Creates a new user account named Sam.
Deletes the user account named Sam.

renice 19 PID
pgrep firefox

Changes priority of process with given PID.

Displays Process ID(s) for firefox
processes.

System File Commands
uname —»  Displays system information: kernel Is -al —4  Lists all files, detailed information, in long
version, machine type, and more. format.
uname -r Displays the running Linux kernel's release pwd —»  Displays the present working directory's
version. path.
uptime —» Shows current time, system uptime, users, mkdir dir1 —» Creates a new directory named dirl.
andicad averages. m filel —» Deletes the file named filel.
hostname —»  Shows the system hostname m -f file2 —»  Forcefully deletes the file named file2.
hostname -i —»  Displays the IP address of the current host. ANEEdIA Recursively removes directory dif and its
last reboot —» Shows last reboot times and durations in contents.
rm -rf dirl —»  Forcefully deletes directory dirl and its
date — Displays the current date and time contents.
information. cp filel file2 —» Copies filel, creating or overwriting file2.
timedatect! —_— Displays detailed system clock and time cp -r dir dir2 Copies dirl to dir2, inciuding
zone information. T subdirectories. ’
el —»  Displays a simple calendar of the current mv file1 file2 » Renames or moves filel to file2.
month. / c
5 o In -s /pathyto, s reates symbolic link named link_name to
w __» Shows who is logged on and their activity. il iaic b L P he e e
whoami —» Displays the username of the current user. touch filel Creates an empty file named file1.
finger username - Displays information about a user named cat > file1 c > writes filel " standard
‘username’. = eput: :
more file1 —» Displays file1 content, paginating through
Hardware output.
head filel —» Displays the first ten lines of filel.
dmesg — Eis'r:'avs messages from the kernef's ring tail fite1 —»  Displays the last ten lines of filel.
uffer.
-c filel » Encrypts filel with symmetric cipher usin:
cat /proc/cpuinfo —» Displays detailed information about the P9 pass‘é‘,’,,asa ¥ P o
cPU.
- - gpg file2.gpg — Decrypts file2.gpg, prompting for the
cat Jproc/meminfo  _,  Displays detailed system memory usage passphrase.
information. . S
3 2 3 o wc —» Counts words, lines, and characters in files.
Ishw —» Lists 1 of the =55 %
system. xargs —_— Exec‘ules commands with piped or file-
bl < X provided arguments.
Isbik — Lists information about all available block
devices.
free -m —» Shows system memory usage in Process Related
megabytes.
Ispci -tv » Displays PCi devices in tree format, Ps —» Displays a snapshot of current processes.
verbosely. ps aux | grep telnet _,  Displays running telnet processes with
Isusb -tv —» Shows USB devices as a tree, verbosely. details.
dmidecode —» Displays hardware information from system pmap —»  Shows memory map of a process.
BIOS top » Displays dynamic real-time view of running
hdparm -i /dev/sda __,  Displays information of disk /dev/sda. tasks.
badblocks -s /dev/ __, Checks /dev/sda for bad blocks, showing kill 1234 —» Terminates the process with PID 1234.
sda progress. killall proc —»  Kills all processes named 'proc’.
pkill process-name __,  Terminates processes with the name.
User Management bg —» Resumes suspended jobs in the
background
id Displays the user's UID, GID, and groups. fg —» Brings a suspended job to foreground
last Shows list of last logged-in users. fgn > Brings job number 'n’ to foreground.
who Displays who is currently logged in. 1sof » Lists all open files and processes.
e
—
—

RRARER

usermod

File Permission

Modifies properties of an existing user
account.

pstree Displays a tree of running processes.

Install Source (Compilation)

chmod 644 /data/ —
test.c

chmod 755 /dir1 —_—

chown bob:devops

Sets the permissions of the file /data/test.c
to be read/write for the owner, and read-
only for the group and others.

Assigns read, write, and execute
permissions to the owner, and read and
execute permissions to the group and
others for the directory /dirl.

Changes file ‘filename’ ownership to ‘bob*

[—

filename and ‘devops’.

chown Change owner and group of the directory.

ownername:groupn

ame directory

Network

ip addr show —p Displays all network interfaces and their
information.

ip address add — Assigns IP address 192.168.0.1 to interface

192.168.0.1/24 dev ethO.

etho

ifconfig — Shows network interfaces and their
configuration.

ping host —r Sends ICMP packets, measures round-trip
time to "host™

whois domain —_— Retrieves and displays domain's
registration information.

dig domain ——3 Queries DNS, provides domain’s DNS
information.

dig -x host —_— P tor shows
DNS information.

host google.com —» Performs an IP lookup for the domain name

waget file_path —» Downloads file from specified path.

netstat —_— Displays various network-related

information and statistics.

Compression / Archives

fconfigure —» Checks system compatibility and
generates makefile for software
instaliation.

make —5 Compiles code by ing i ions in
the Makefite.

make install » Installs compiled code into specified
system locations.

Search

grep pattern fite —» Search for a given pattern within the file.

grep -rpatterndirl  _,.  Recursively searches for the specified
“pattern” within the “dir1” directory and its
subdirectories

tar -cf backup.tar/ 5
home/ubuntu

tar -xf backup.tar

tar -zcvf
backup.tar.gz /home/
ubuntu

9zip filel w3

Install Packages

Creates a tar archive of /home/ubuntu
directory.

Extracts files from "backup.tar” archive.

Creates compressed "backup.tar.gz™
archive of “/fhome/ubuntu”

Compresses “file1” into “file1.gz", original is
removed.

rpm -i pkg_name.rpm .

pm -e pkg_name  __
dnf install pkg_name __5
pacman -S —
pkg_name

Directory Traverse

Installs the package “pkg_name.rpm" using
RPM Package Manager.

Uninstalls the specified RPM package.
Installs the specified package using DNF.

Installs the specified package using
Pacman.

cd.. s
cd .
cd /mnt —_—

Navigate to the parent directory.
Changes the current directory to the user's
hom

Changes the current directory to “/mnt™.

locate file » Finds files named "file” using prebuiit
database.

find fnome -name  __,  Searches “/home" directory for files named

index “index" recursively.

find fhome -size » Finds files over 10000k size in fhome

+10000k directory.

Login

sshuser@hostname __, Initiates SSH connection to specified
hostname.

ssh -p port_number __, iti SSH ion using

user@hostname port.

Connecttothehost __,  Securely connect to the system via SSH

via telnet default port default port 22

23

telnet host » Connect to the host via telnet defauit port
23.

File Transfer

scp fite.txt — Copies file.txt to remote host's specified
directory.

host:/remote/

directory

rsync -a /home/ — Synchronizes content from source

ubuntu /backup/ directory to destination

directory,preserving attributes.
rsync -a /var/fwww/ __,  Synchronizes local directory to remote,
web/ preserving attributes.
user@remote_host:/
backup/web_backup/

Disk Usage

df -h » Displays human-readable disk space usage
for all mounted filesystems.

of -i —» Displays inode usage information for all
mounted filesystems.

fdisk -1 —p Lists all partitions and their information on
all drives.

du -sh /dirt » Displays summary of total disk usage size
of /dirl, human-readable.

findmnt » Displays a list of all mounted filesystems
and their properties.

mount device-path —_— Mounts the device at the specified

mount-point filesystem mount point.
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Q4 If you need a refresher on more than just Linux commands and or remember certain basics, you have a

presentation attached to Lab 1 that you can use to "resurrect" ®> concepts from the Operating Systems
course

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral” project
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= Block 2: Options for creating the course's
virtual machine

€ Option 1: Import the supplied .ova image (easy difficulty)

Why choose this method?

Recommended if: You have VirtualBox installed, a stable internet connection, and you do not want to try
Infrastructure as Code technologies yet to see what they can do for you in the future.

Advantages

e Pre-configured VM ready to use, with all the packages installed to make the course labs.

e The infrastructures of the laboratories are already prepared. They all have the
done, so you just have to run the and follow the steps to start working, as indicated
in document 00B.

e One-step VM configuration (username: , password: (three points at the end)).

Disadvantages

o Large download which may not be convenient in certain situations.

e You have to create a shared folder with the host manually (see the last section of this document)

e Ready to run only with VirtualBox. Other virtualization systems may not be able to use files.
Here are two examples of importing them to other systems, but they are not guaranteed to work:

o Importing an file with VMware: https://docs.vmware.com/es/VMware-
Fusion/11/com.vmware.fusion.using.doc/GUID-275EF202-CF74-43BF-A9E9-
351488E16030.html

o Importing a with Hyper-V: https://superuser.com/questions/1133256/convert-ova-to-
vhd-for-usage-in-hyper-v (go to Option 3 to learn about the VM features you need to create).

Using the .ova file

To make your work easier during the course, we provide you with a pre-built virtual machine. You can
download it from a URL provided by your teacher. The machine is a console-based Ubuntu Server 22.04 LTS
(with optional GUI). To import it, download the file and use this option from VirtualBox:

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral” project
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The i |

¥ Oracle VM VirtualBox Administrador

Archive  Maquina Ayuda

& Preferencias... Ctrl+G {:}
451 Importar servicio virtualizado... Ctrl+1 Mueva Cor
[ Exportar servicic virtualizade... Ctrl+E = Gener
Cl'. MNueva MV en la nube... Mormbre:
Sistema ope
Administrador de medios virtuales... Ctrl+D E Sister
Administrador de red de anfitrién... Ctrl+H )
Memoria ba:
&l Administrador de perfil cloud... Ctrl+P Procesadore
. . Orden de ar
.g_k. Administrador de operaciones de red... Aceleradén:
) Comprobar actualizaciones...

=

Reiniciar todas las advertencias

. @ Panta

Ir'T .
© sl Ctrl+Q Memoria de
2] Kali LInux " Controlador
ael . \ Areleracidn:

Importing an .ova file option

Choose the downloaded [3¥ file, click Next, and follow the instructions to import the virtual machine. It will
take a while. It is recommended to use an SSD to drastically reduce import times, boot times, and overall
responsiveness, but it is not necessary.

A
Irnportar servicio virtualizado 1 We
Servicio a importar X
Please choose the source to import appliance from, This can be a local file system to impert OWF archive or one of known doud service providers to import doud VM from,
Fuente: |Sistema de archivos local 4

Seleccone un archivo desde el que importar el servido virtualizado. VirtualBox actualmente soporta importar servidos guardados en Open Virtualization Format (OVF). Para
continuar, selecdone &l archivo a importar abajo

Archivo: |[a |-

| —,

Modo experto Next Cancelar

Selecting the R YERF RIS 0 A1y

Other options for managing the imported VM will be detailed in Option 3. This machine is almost identical
to the one provided through Vagrant.
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Problem Solving

The .ova gives me an error when loading it once imported

It has been detected that in some configurations of VirtualBox, for some reason, the installation of the serial
port does not work properly and gives an error when booting the VM. If this is the case for you, make sure
you don't check the "Enable serial port" option:

':,Uf Ubuntu Server 22 - Configuracion ? X

! General Puertos serie

Sistema Puerto 1 Puerto 2 Puerto 3 Puerto 4
' Pantalla I (] Habilitar puerto serie I
] Mimero puerto: COM1 IRQ: 4 Buerto EfS: 0x3F8

.2/ Almacenamiento
Modo de puerto: Desconectado

(D Audio Conectar a tuberia/socket existente
_.jl Red Ruta/Direccidn:

@ Puertos serie

J USB

D Carpetas compartidas

i Interfaz de usuario

Cancelar Ayuda

I can’t connect via SSH with the correct username and password

In the latest versions of Ubuntu, remote login via SSH with password is disabled by default, and only login
with a certificate is supported (Lab 4). If you want to activate the traditional username and password login,
make sure to uncomment this line and restart the SSH service (or the VM):

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral” project
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Ir a linea

Ayuda w* Guardar [@¥ Buscar Cortar il Ejecutar Ubicacidn

! Salir @il Leer fich.i@| Reemplazarigll Pegar Justificaryy

® NOTE: Some of you have an additional SSH configuration file in the folder .
This file contains a policy that again overrides authentication with passwords (it refers to machines that are
configured in cloud environments, which do not allow it). Delete this file, or it will overwrite this change and
the system will not accept users and passwords to make ssh logins.

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral” project
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Option 2: Use Vagrant to automatically build a VM (easy-medium

difficulty)

Recommended if: You have VirtualBox, Hyper-V, or VMware Desktop installed, you want to try Infrastructure
as Code technologies to see what they can do for you in the future.

Why choose this method?

Advantages

e Downloading, configuring, creating, and configuring the machine is fully automated, no interaction
needed.

e Runs on any Vagrant-compatible 0S (but requires VirtualBox). Vagrant (and VirtualBox) are currently
available on all modern versions of Windows, Linux, and MacOS.

e The configuration of the machine can be distributed (and implemented in different systems) in very
small text files, always being the same and can be easily updated.

e A shared folder is automatically created with the host in the same directory where the machine is
built.

e You can use it as a “template” to make your own versions of the MV

Disadvantages

e The use of VirtualBox is required, as it is the hypervisor supported by the Vagrant base box we use.

o Needs a large initialization time (but only on its first run)

e It requires you to install additional software on your PC (Vagrant). The PCs in our school's labs
should have Vagrant installed.

e Laboratories must be downloaded (.zip file in the virtual campus) and individually prepared inside
the machine afterwards. However, this way you will only use the space you actually require (option
1 has everything already prepared, but for that reason it is a large download).

e You will probably have to install a browser, unless Ubuntu solves the problem when installing Firefox
that was present at least in January 2024. It is recommended to use Chrome or Brave if installing
Firefox is problematic.

How to use Vagrant files

Prepare for the construction of the VM

e Download the BT file of the virtual campus with the Vagrant files
e Make sure the virtualization platform you are using is properly installed
e |Install the latest version of Vagrant for your 0S:
https://developer.hashicorp.com/vagrant/install?product_intent=vagrant
o ForUbuntu, use the package downloaded from the official website; Ubuntu repositories have
an old version of Vagrant that could give problems with the files provided.

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral” project
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() HashiCorp Browse Products
V Vagrant into Docs  Community () %231k

HashiCorp

v Vagrant

Development Environments Made Easy

Get Started Download 2219

Find Boxes

e Unzip the file and copy its contents to a folder you create (for example, ). These contents

are:

wagrant

custamization_files

customization_scripts

provisioners

08/12/2021 12:49
28/12/2021 7:33
10/12/2021 9:55
08/12/2021 12:41

Carpeta de archivos
Carpeta de archivos
Carpeta de archivos

Carpeta de archivos

shared 21/12/2021 1341 Carpeta de archivos
buildvm 13/11/2021 10:10 Archivo por lotes ... KB
/) buildvm 13/11/2021 10:10 Archivo SH KB
destroyvm 13/11/2021 10:10 Archivo por lates ... KB
| destroyvm 13/11/2021 1010 Archivo SH KB
runvm 25/10/2021 9:54 Archivo por lotes .. KB
7 runvm 25/10/2021 9:54 Archivo SH KB
updatevm 13/11/2021 10:11 Archivo por lotes ... KB
/) updatevm 13/11/2021 10:11 Archivo SH 1KB
0 Wagrantfile 28/12/2021 7:41 Archivo 8 KB

o The JETIRYRT2EE: With all the configuration of the VM you are about to create.
o Shell scripts for managing Vagrant in the form of standard Linux bash files. A Windows-
compatible [f¥YY version is also provided.

AESPIT: Compiles the VM from the TET RN aazets. Keep in mind that this only
needs to be done once.

[P Run the VM built by the above script from the command line, if for some
reason it cannot boot from the VirtualBox GUI.

MPITISL: If you make changes to the (e.g., install more packages
by default, increase the available RAM, the number of cores...) this script will update
the VM configuration without performing a complete rebuild (much faster). Keep in
mind that you do not need to do that in the course, it has been given just in case.
PITTTSY: Deletes a previously compiled virtual machine, freeing up all space
and losing all changes and results of its operations. If you want to use the VM again,
you need to compile it (L) again.

The rest of the files and folders are used by the previous ones, and you do not need
to understand them to follow this course (although if you are curious... they are

commented &)
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e Once you have unzipped all the files, go to the subfolder and locate the
file. An account will be created for this user (password [TITEEENM) in the
virtual machine. There will be an additional user (also with password [IYSSEENMN) in the
VM to be created.

e You can now proceed with the VM build. However, if your PC has enough power, you can increase the
resources of the virtual machine to make it run more efficiently. Open the J S AT Ll ocate this
section in the file. 2 cores and 2Gb of RAM are the minimum requirements, but if you can give it at least
4Gb of RAM you will notice the difference.

## Machine characteristics:
$HE oo

# In Mb, if you can afford it, more memory is always welcome :). Be careful not to push this too hard, and turn yourself into a
chrome browser :P
RAM = 2048

# If you can afford it, more cores are always welcome :). Be careful not to push this too hard, and let your host breathe :P
CORES = 2

# Size of the box disk
DISK_SIZE = "8eGB"

# Amount of available VRAM., Consider if your VM is going to have a GUI or not to checose this.
VRAM = 128

@, If you want to explore the there are a number of advanced features that are commented
out, because they are incompatible with the Hyper-V installation that you need for another course. You can
choose to turn them on, as they provide a significant performance gain and may work for you if you do not
have to take anything that uses Hyper-V.

However, if you do, you should know that one of the advanced features of this PageFusion,
may not be compatible with MAC hosts. Please, if you use a MAC to create the virtual machine with Vagrant
and decide to use these features, open the and comment or delete the line that has the
option with the parameter. No further changes should be necessary.

J Vagrantfile: Bloc de notas -

Archivo Edicion Formato Ver Ayuda
# Use VBoxManage to customize the vM for high-performance options and other things

vb.customize ["modifywvm", :id, "--acpi”, "on"]

vb.customize ["modifywm", :id, "--accelerate3d”, VIDEC 3D]
vb.customize ["modifyvm", :id, "--apic", "on"]

vb.customize [“"modifyvm™, :id, "--biosapic™, "x2apic"]
vb.customize ["modifyvm", :id, "--cpu-profile", "host"]
vb.customize ["modifyvm", :id, "--graphicscontroller™, "vmsvga"]
vb.customize ["modifyvm", :id, "--hpet”, "on"]

vb.customize ["modifywvm", :id, "--hwvirtex", "on"]

vb.customize [“"modifyvm”, :id, "--largepages”, "on"]
vb.customize ["modifyvm"™, :id, "--longmode", "on"]

vb.customize [“"modifyvm", :id, "--nestedpaging”, "on"]
vb.customize [“modifyvm”, :id, "--pae™, "on"]

# If you have a MAC host and get an error, comment this line, as this feature is not currently supported on MAC (yet)
vb.customize [“"modifyvm", :id, "--pagefusion”, "on"]
vb.customize [“"modifyvm", :id, "--rtcuseutc”, "on"]

vb.customize ["modifyvm", :id, "--spec-ctrl", "off"]
vb.customize ["modifywvm", :id, "--x2apic”, "on"]

vb.customize ["modifyvm", :id, "--vram”, VRAM]

vb.customize [“"modifyvm", :id, "--vtxux", "on"]

vb.customize [“modifyvm”, :id, "--vtxvpid™, "on"]

vb.customize ["modifywm", :id, "--vrde", VRDE]

vb.customize [“storagectl", :id, "--name", HD CONTROLLER, "--hostiocache™, "on"]

# Shared folder (host path, guest path)
config.vm.synced_folder "./shared", "/host_data", create: true, automount: true
end
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VM creation process

Once these preparations are complete, you just need to run (or if you are not on a
Windows operating system) and wait for the virtual machine to be created.

B Simbolo del sistema - buildvm.bat

:\Users\Redondo\Documents\SSI VM 2022:buildvm.bat

:\Users\Redondo\Documents\SSI VM 2022>vagrant up

=> vagrant: You have requested to enabled the experimental flag with the following features:
> vagrant:

=> vagrant: Features: disks

=> vagrant:
> vagrant: Please use with caution, as some of the features may not be fully

=> vagrant: functional yet.

ringing machine 'default' up with 'wvirtualbox' provider...

=> default: Importing base box 'hashicorp/bioniced’...

@, Make sure you have a network connection throughout the process. Do not open the VirtualBox GUI while
this is running!

The VM will boot up almost immediately but wait for the script to finish and do not log in yet (the VM will
automatically restart when it is completely finished). You could already use the virtual machine as soon as
it appears, but it lacks all the features you need. The VM updates in the background, installing all the
necessary software and updates while you are using it, but since it needs to reboot at the end, you may lose
what you have done. In addition, Docker, Docker-Compose, and other necessary software will not be available
unless you let the build process finish.

vm.ba Ubuntu $S1 Image 2022e [Corriendo] - Oracle VM VirtualBox - O X
Archivo Maquina Ver Entrada Dispositivos Ayuda

Ubuntu 18.04.3 LTS vagrant ttyl

e VH: Ubuntu SSI vagrant login:
any pre y set network int
twork interfaces based on conf:

(host) (adapter 1)
s

ry" ne to be resized. Resizing disk...
' VM customi. S. ..

hine to boot. This may take a few minutes...
12222

ivate key

nt insecure key detected. Vagrant will automatically replace
h a newly generated keypair for better security.

generated public key within gues
ecure key from the guest if it's present...
I Disconnecting and reconnecting using new SSH key. ..
ed and ready!
network interfaces. ..
: g shared folders. ..
default: d > C:/Users/Redondo/Documents/SSI_VM_2622/shared

Once the script finishes, the machine restarts and you will see the login screen. You can now use the VM
with either your username (EEETERY if you have not changed it) or the T auaduser (both have the same

password [SSTEPERR).
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B Simbolo del
default: Setting up 35: 6. 13) ...
default: Setting up sg+0-0ubuntu@.18.04.14) . _.
default: Setting up gnome-desktop3-data (3.28.2-@ubuntul.5) ...
default: Setting up libspectrel:amd64 (0.2.8 o0
default: Setting up libdjwulibre21
default: Setting up libevdocument3
default: Setting up libevview3-3
default: Setting up libgnome-desktop- zam
default: Setting up evince (3.28.4-@ubuntul.2)
default: Processing triggers mime-support
default: Processing triggers for desktop-file-
default: Processing triggers for libglib2
default: Processing triggers for libc-bin (2

3.28.2-Bubuntul.5) ...
ubuntut) ...

amdé4 (2.5

(0.23-1ubuntu3.18.04.2) .
Qubuntu®.18.04.9) ...

Ubuntu S51 Image 2022e [Corriendo] - Oracle VM VirtualBox - u] X
Archivo Maquina Ver Entrada Dispositivos Ayuda
Ubuntu 18.04.6 LTS vagrant ttyl

vagrant login:

default: Processing triggers for
default: Processing triggers for
default: Processing tr: s for

: Processing triggers for

Subuntul.4) ...
man-db (2.8.3-2ubuntu@.1) ...
hicolor-icon-theme (0.17-2) ...
fontconfig (2.12.6-Oubuntu?) ...
geonf2 (3.2.6-dubuntul) ...

Adding user
Cleaning up
Reading package 1i )
default: Building dependenc e ..
default: Reading state information...
default: @ upgraded, @ newly talled, @ to remove and @ not upgraded.
default: Reading package 1i
default: Building dependency tree...
default: Reading state information...
default: > Cleaning up custom Vagrant files <<<<<
=> default: Waiting for machine to reboot...

‘redondo’ to 'docker® group <<<<<
T <4<

: \Users\Redondo\Documents\SSI VM _2022>,
200S

W& @]« [#)crre perecHa

If you log in successfully, you will see this welcome screen with basic instructions (a reminder of what we
said in the first section of this document).

Computer System Security (S31)
Ubuntu 18.04 XFCE4 UM (Cores: 2, RAM: 1992.91Mb)
Tuesday, 28-12-2021, 08:38:19 AN

Current dir: rhome-vagrant
Internet?: Yes

Need a GUI? Type startx. Meed instructions about a command in the GUI? run gman and search it

No GUI? need more terminals? Do Alt+FZ, F3, etc. or run tmux. Heed a file browser? Run nc

fibzolutely no clue about the command you should use for something? Run apropos <what yow want to do’
and see your options

vagrant@uagrant: § _

If you want to use a GUI, run as instructed on the welcome screen and accept the default settings
(be sure to check "Use default config"). You can now maximize the screen to make it easier to use the VM:

ﬁ Ubuntu 5SI Image 2022¢e [Corriendo] - Oracle YM VirtualBox — O s

Archivo Maquina Ver Entrada Dispositivos Ayuda

Panel

Welcome to the first start of the panel §§

Choose below which setup you
want for the first startup. I

Use default config  One empty panel ’

(2] cTRL DERECHA

If you now open a file explorer, you will see that there is a special folder called ST MEL:
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09:19 wvagrant

N vagrant - File Manager
Eile Edit View Go Help
< > 1 @ m/homoivagrant/

-m

\ B <t host data o | Desktop  Documents Downloads Music

m N
A" i
4 vagrant L =

ﬁ Desktop Pictures Public Templates

<) Trash
NETWORK
{ [ Browse Netw...

8 Items, Free space: 58.2 GB

Everything you type here will be written to this subfolder of the path where you unzipped the VM files on
your PC (and vice versa!). This makes transferring files between the virtual machine and your PC a breeze!

:ste equipo * Documentos *> SSILVM_2022 } shared

)

MNombre Fecha de modificacion

ssi_labs 21/12/2021 13:38

As you will see, the lab materials are already there, and you need to follow the instructions in the upcoming
document "Lab 00B. SSI Automated Infrastructures" to learn how to use them. Also, keep in mind that to
boot the VM again you do not need to follow this process again. The virtual machine will appear in your
virtualization system's GUI as a "normal" one! You can also SSH access from the host to the running VM

(Willlssh vagrant@127.0.0.1 -p 22220
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NF Oracle VM VirtualBox Administrador — O *

Archivo Maquina Ayuda

e 5 %
m. &I!'f\aLlnuxacmD H: { o ¢
- (b)) Apagada = -
Mueva Configuracidn Descartar Mostrar
&l Que haces mirando aqui | ceneral 8| previsualizacion
k- '\SI& Apagada Mombre: Ubuntu SSIImage 2022e
Sistema operativo: Ubuntu (64-bit)
S CentOS Stream 8 CMD [#] sistema
)]
*‘ ) Apagada Memaoria base: 2048 MB

Procesadores: 2
Orden de arranque: Disco duro, Optica
e CentOs Stream 8 GUI Aceleracidn: VT-%/AMD-V, Paginacién
: .& Apagada anidar;la, PAE@'N%(,
Paravirtualizacidn KM

E Pantalla

% Magic The Hardening GUI
, '@ Apagada Memoria de video: 128 MB
Controlador grafico: VMSVGA
Aceleracidn: 3D
?3 Taurus Aldebaran Senvidor de escritorio remoto:  Inhabilitado
( '\EI& Apagada Grabacidn: Inhabilitado

E Almacenamiento

Controlador: IDE Controller
Controlador: SATA Controller
Puerto SATA 0: ubuntu-18.04-amde4-disk001.vmdk (Normal, 80,00 GB)

Ubuntu SSIImage 2022e ]
L$ Corriendo

Problem Solving

Vagrant boot failed

If you get this error on the initial boot of the machine:

The VirtualBox VM was created with a user that doesn't match the current user
running Vagrant. VirtualBox requires that the same user be used to manage the
VM that was created. Please re-run Vagrant with that user. This is not a

Vagrant issue.

The UID used to create the VM was: X Your UID is: Y

Delete the [R¥Ta] directory that appears in the unzipped zip and relaunch the process’. If you have already
tried to deploy the machine with that folder created, you also have to make sure that the

e ey folder does not exist either, where is the name of the

account you use on your computer.

You are running VirtualBox, but the provided Vagrantfile fails during machine compilation

If your system is unable to run the due to errors related to the VirtualBox configuration, you
can do these steps:

e Make sure you have the latest version of Vagrant installed.
e Upgrade your VirtualBox to the latest version. Last year this solved almost 100% of the problems

aAn
~ .

o If the error shows the VirtualBox option that gives the error, you can open the and
comment only this option, trying to compile the virtual machine again.

e If this does not work either, we recommend that you follow the other options for creating the virtual
machine.

! Thank you Raul Minguez Rodriguez for reporting this problem and providing the solution
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e There is a known incompatibility between Kaspersky antivirus and one of the latest versions of
Vagrant, as the antivirus's SSL connection monitoring feature interferes with the connection to the
Vagrant Cloud to extract the base VM images and gives a certificate validation error. The only known
solution is to create an exception in the antivirus for the Vagrant address that displays the error or
use option 1. This bug is expected to be fixed in future versions of Vagrant.

e Some installations of VirtualBox that are upgrades from previous versions may cause problems
configuring host-only network interfaces. In rare cases, you may see this error in Vagrant:

There was an error while executing 'VBoxManage', a CLI used by Vagrant
for controlling VirtualBox. The command and stderr is shown below.

Command: ["startvm", "de4f893a-4165-426f-b94c-3599a1471dc6", "--type", "gui"]

Stderr: VBoxManage.exe: error: Failed to open/create the internal network
'"HostInterfaceNetworking-VirtualBox Host-Only Ethernet Adapter'’
(VERR_INTNET_FLT_IF_NOT_FOUND).

VBoxManage.exe: error: Failed to attach the network LUN (VERR_INTNET_FLT_IF_NOT_FOUND)
VBoxManage.exe: error: Details: code E_FAIL (©x80004005), component ConsoleWrap,
interface IConsole

The only known solution is to open the {Er{Elia#88 and remove this line:

57
2R

config.vm.network "private_network"”, ip: "192.168.56.10", adapter: 2

Even if you lose the host-only network interface when you do this, remember that you can
connect to the VM using SSH anyway by doing B R TII L NTErrr

I cannot use VirtualBox

For other virtualization systems, such as VMWare, Parallels, libvirt, etc. or ARM-Powered MACs you have
these options:

o Search a suitable here: https://cloud-images.ubuntu.com/jammy/current/ and launch it to have a
compatible base install. You can install the necessary packages later, following these instructions.
Ubuntu  Cloud image  tutorials and  documentation can be  found  here:
https://ubuntu.com/server/docs/tutorials

o Search the Vagrant Cloud for a Vagrant base box of Ubuntu 22 (Ubuntu Jammy) that is compatible with
your hypervisor. Please, use only official ones, do not trust boxes created by unknown people, as it may
contain malware

o Create the VM yourself, using option 3

The default user doesn't work for me

Among the files distributed with Vagrant, there is a file where the name of the user that can be
used with the machine created with Vagrant appears. By mistake you have put a different name than the
one indicated, BRIIs. The password is the same one indicated in the document.
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s Option 3: Create your own virtual machine (medium difficulty, not

recommended)

Recommended if: You have installed any of the other hypervisors mentioned, you want to have full control
of the VM creation process, and you have experience handling VMs.

Why choose this method?

Advantages

e You are in control of everything you create

e You can use any virtualization system on any operating system. It is recommended (but not
required) to use the same credentials as the preconfigured VM (username: STINs password:
PEPE...) to avoid confusion.

Disadvantages

e It takes much longer to complete the setup.
e It requires technical knowledge, and you should follow the steps in this section. It is not
automatable.

Initial virtualization platform configuration to install a Linux server

Virtual hardware overview

The pre-built VM has the following features that you should be able to reproduce on your virtualization
system and operating system (make sure you have enough space available). Here we give the
characteristics of the virtual machine with VirtualBox as an example. You should look for the equivalent
features in your virtualization system

e 2 Gb of RAM (or more if you can afford it &)

e 2 CPU cores (1 could also be possible, but at a large performance cost)

e 64-128Mb of video memory (maximum) with 3D acceleration enabled if you are using GUI. If not,
16Mb is enough.

e 80Gb HD with dynamic storage. Using an SSD, if available, is recommended but not required. It is
recommended to check the "Use host I/0 cache" option.

e No audio is required (it is okay to leave it on, either).

e A NAT network card (the first one), configured to get your IP via DHCP

e A host-only network card (the second one), with the static IP (this is optional, and
only if you plan to use SSH clients like MobaXTerm to interact with the machine and don't want to
use port forwarding as explained in this section for some reason).

The rest of the settings can be left at their default values. These options will be explained in the following
sections using VirtualBox https://www.virtualbox.org/ as virtualization software. Keep in mind that
VirtualBox is available for all major operating systems for free, so you should not have any trouble working
with it.
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@, Also note that if you have Hyper-V enabled on a Windows machine, VirtualBox will not be able to work
properly, as both have compatibility issues if installed on the same PC. It is possible to fix such problems,
as we will see in the later troubleshooting section.

Creating virtual machines

The first step is to create a new machine profile suitable for the operating system we are going to install,
which in our case will be a 64-bit Ubuntu 22.04 LTS server that you can download from here:
https://ubuntu.com/download/server

W¢ Crear maquina virtual ? X

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used
to install the guest operating system.

Nombre: Ubuntu Server 22 \“/
Folder: C:\Users\redon\VirtualBox ViMs ~
IS0 Image: C:\Usersiredon\Downloads\ubuntu-22.04.1-live-server-amd64.iso %
Edition:
Tipo: Linux o1 ‘

Versign: Ubuntu (84-bit)

(] skip Unattended Installation

(@ Detected OS type: Ubuntu (64-bit). This OS type can be installed unattendedly. The install will
start after this wizard is closed.

Ayuda Modo experto Atrds Next Cancelar

Type of VM to be created and RAM

At this point we see how the "Skip unattended installation" option appears. Since version 7.0 VirtualBox
allows the fully automated installation of certain types of operating systems, Ubuntu Linux being one of
them.

@ Leaving this option as it is is highly recommended if you do not have technical knowledge, since the
machine will install everything with default options, and you will not have to configure anything. The main
problem you might have is that some default settings, such as keyboard language, may not be the best fit for
you. Obviously, this option does not interest us in this section.

We hit "Next" and now proceed to give it the RAM, CPU and HD space recommended above.

@ As we said, to be more efficient we will create it dynamic (we do not check "Preallocate full size")
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N¢ Crear maquina virtual Y X

Virtual Hard disk

If you wish you can add a wirtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

© Create a Virtual Hard Disk Now

Disk Size: ) ' 25,00 GB

4,00 MB 2,00 TB
C] Pre-allocate Full Size

(O Use an Existing Virtual Hard Disk File

Ubuntu Desktop.vdi (Normal, 120,00 GB)

(O) Do Not Add a Virtual Hard Disk

Ayuda Atrds Next Cancelar

Virtual Machine Hard Disk

Once this is done, and by clicking on "Finish" when the Summary screen is displayed, the new template will
be created for the machine, and we will be able to improve its configuration by editing it then selecting it
from the list of machines and clicking on "Configuration"”.

Customize the configuration of the created virtual machine

The first step is to go to the General category, where we can enable the Clipboard and the ability to drag and
drop between the host and the virtual machine and vice versa (Bidirectional). However, this will only be
effective if we have a GUI.

£23 Ubuntu Server 22 - Configuracion ? X
General
Bdsico Avanzado Descripcidn Cifrado de disco
- Pantalla Carpeta instantdneas: C:\Users\redon\VirtualBox VMs\Ubuntu Server 22\Snapshots v
(e ) Compartir portapapeles:  Bidireccional v

w7 Almacenamiento

\ Arrastrar y soltar: | Bidireccional v
({H Audio

_-j Red

“General” category of a VirtualBox

Later, in the System category, we enable the UTC and I0/APIC clock options.

@ While EFl is convenient to enable for modern Windows or Linux operating systems, we have found that if
the machine is exported to it may suffer boot issues during reimport, so we chose not to enable it to
avoid them. It should be noted that, once the system is installed, this option cannot be changed: a system
installed without UEFI mode will not boot if it is activated and vice versa.

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral” project
25



Department of Computer Science. University of Oviedo
Lab "0A" - Creating your course virtual machine

\!’ General

l&] Sistema
Pantalla

-’;_,- Almacenamiento
Audio

Red

Puertos serie
USB

Carpetas compartidas

H Interfaz de usuario

,,Uy Ubuntu Server 22 - Configuracion

Sistema

Flaca base Procesador Aceleracidn

Memaoria base: '
{ N T R R R O Y T R T A T A T H O S B B |

4 MB

Disquete
(&) Optica

2] Disco duro
(J @ Red

PIIX3 -

Orden de arranque:

Chipset:
TPM: Minguno

Dispositivo apuntador:  Tableta USB w

2048 MB |5

16384 MB

Extended Features: Habilitar I/O APIC
Enable Hardware Clock in UTC Time
[ Habilitar EFI (sdlo SO especiales)

Enable Secure Boot

Reset Keys to Default

Cancelar Ayuda

“System” category for a VirtualBox VM

Then we will allocate 2 CPUs, proceed to activate PAE/NX ("Processor" tab), VT-X or AMD-V CPU instruction
sets and nested paging functions (if available on our base hardware) for better virtualization performance

("Acceleration” tab).

@ Nested VT-x/AMD-V may not be available depending on the CPU, but it is not required for this course.
This would allow virtual machines running inside our virtual machine (with the non-trivial performance cost

that this entails)

The paravirtualization interface does not need to be changed, unless we have Hyper-V installed on a
Windows MV host. VirtualBox typically cannot work if Hyper-V is installed on the same machine, but

changing the paravirtualization interface to Hyper-V should fix it (at a substantial performance cost):

g/ General

é] Sistema

!| Pantalla

'w',' Almacenamiento
({/\rl Audio

!"FI Red

Q, Puertos serie

',_U; Ubuntu Server 22 - Configuracion

Sistema
Flaca base Procesador Aceleracidn
Processors: '
I 1 1 1 1 1 1 1
1 CPU

Limite de ejecucidn:
I

1%

Extended Features: Habilitar PAE/MX
(] Habilitar VT-x/AMD-V anidado

? X

=

16 CPUs

! 100% (5

100%

1

No. of CPU of the machine to be created
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'u Ubuntu Server 22 - Configuracion ? X

!. General Sistema

| Sistema
_-_| Pantalla

oy
| |

o Almacenamiento

({}! Audio

Placa base Procesador Aceleracidn

Interfaz de paravirtualizacidn: |Predeterminado

Hardware de wirtualizacidn: Habilitar paginacién anidada

Acceleration for the VM

As for the selection of video memory and 2D and 3D acceleration capabilities, it all depends on whether
the machine to be installed will have a GUI or not. In a real scenario, being a server oriented to use the least
number of resources possible, it should not have one, but in our course we will. It should be noted that
VirtualBox does not currently support 2D acceleration on Linux platforms (3D is supported). However, since
we plan to install a GUI later on, we chose the maximum available video memory (128Mb). As a graphics
controller we leave the default configuration:

1
2 Ubuntu Server 22 - Configuracion ? X
!. General Pantalla
' Sistema Pantalla Pantalla remota Grabando
|-| Pantalla Memoria de video: ' 128 MB (5
— 1 1 1 |
"o _ 0 MB 128 MB
.7/ Almacenamiento
\ Nidmero de monitores: ! ) ) ) ) ) ) | 13
({fl Audio q 3
E' Red Scale Factor: Todos los monitores ' 100% (5
= 1 1 1 Ll 1 —_—
= ) 1008 200%
1 Puertos serie
] Controlador grafico: WMSWGA
c,_>/ use Extended Featuref: Habilitar aceleracidn 30
| + cticl

Video memory allocated to the machine

The created machine profile will not use Audio, so we can choose to disable it, and therefore not install
additional drivers or services, or leave it as it is (not important).

'a,v;' Ubuntu Server 22 - Configuracion ? *
!. General Audio
W Sistema Habhilitar audio

I Controlador de audio anfitrion: Predeterminado ~

_-| Pantalla
i Controlador de audio: | ICH ACS7 v

[’ " \:u H
o Almacenamiento Extended Features: Habilitar salida de audio

C] Habilitar entrada de audio

Audio Settings
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VirtualBox networking

Virtual machine networks are more complex and require extra attention. The main types of networks that a
VirtualBox machine can have are:

@, VirtualBox 7 has incorporated a few more types, but they are not interesting for this course

e Host-only: Allows our host machine to communicate directly with the virtual machine using a local
network created for this purpose. In this case, your PC must have a static IP assigned to a network
virtual adapter that is created when you install VirtualBox. It is usually the one you see in this image:

Qenanizar Nechahilitar ecte dicnacitivn de eed Diaanacticar esta conexion Cambiar el nombre de esta conexién Ver el estadc
| % Propiedades de VirtualBox Host-Only Network >

l ‘- VirtualBox Host-Only Metwork |

Funciones de red | Uso compartido Manco_5G “==i _ Habilitado i

[100C 10G PCI-E Metwo.., W= VirtualBox Host-Only Ethernet Ad... 3

C

d Propiedades: Protocole de Internet versidn 4 (TCP/1Pvd) >

General

Puede hacer que la configuracidn IP se asigne automaticamente si la
red es compatible con esta funcionalidad. De lo contrario, debera
consultar con el administrador de red cudl es la configuracién IP
apropiada.

() Obtener una direcdén IP automaticamente

(®) Usar |a siguiente direccidn IF:

Direccian IP: | 192 . 168 . 56 . 1

Mascara de subred: | 255 ,255.255. 0

|J\. |—||—||—||—||—||—||—||g-I

Puerta de enlace predeterminada: |

Obtener la direccién del servidor DNS automaticamente

{®) Usar las siguientes direcciones de servidor DNS:

Servidor DS preferido: | . . . |

Servidor DMS alternativo: | . . . |

[Jvalidar configuradién al salir Dpciones avanzadas...

Cancelar

Therefore, it would be sufficient to configure the host-only adapter on the VM, so that it has a fixed
IP on that subnet (& or the one used in this installation) to allow connectivity. This is the method
that usually gives the least problems: you can only see your local machines and the IP never changes.

@ In school labs, this may not be feasible because VirtualBox could have been installed without a network
card that supports this feature and would need to be created by a local administrator on each machine.

e "Bridge": This is often used if your PC gets its IP via DHCP. The effect is that the created virtual
machine will also do so, i.e., it will be automatically assigned an IP on the same subnet as the host,
being accessible from the host, and from outside it, using it. The disadvantage is that it is not a fixed
IP, and the virtual machine is visible to external agents, as if it were a physical PC more connected
to the network. However, it is a very viable option in typical home networking installations, where a
router or cable modem serves machines that use DHCP and routes all traffic over a single external
IP.
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@ Using this mode in school labs can cause problems, as the pool of IPs available by DHCP for a lab can
be exhausted if they all use a bridge network. If DHCP is not used, you would have to manually assign this
interface an IP on the same network as the host.

o Private internal network: If you have two virtual machines, you can make one the client of the other
by assigning both of them a new internal network interface with the same name. Once that has
done, you just need to assign each interface a different fixed IP on the same subnet with the same
netmask so that they can communicate with each other. The downside is that you need both VMs
booted for testing, which means higher resource consumption.

e NAT: This interface is responsible for providing output to the Internet through the host connection
automatically. It should be active on the first card to avoid problems and not worry about it anymore.

The Linux machine to be created should have two network cards:

e Adapter 1: NAT. It allows connection to the Internet through the host and will be also sed for
software updates and downloads from Ubuntu repositories and third-party servers.

e Adapter 2: Host-only. The purpose of this network is that the host can be a client of the created
machine (optional).

In the following images we see the configuration of the two adapters:

% Ubuntu Server 22 - Configuracion ? X

M General Red

B Sistema Adaptador 1 Adaptador 2 Adaptador 3 Adaptador 4
- Pantalla Enable Network Adapter

Conectado a:  NAT ~

o Almacenamiento
"i', - Audio [» Advanced
B Red

Network Adapter 1

e 1
&2 Ubuntu Server 22 - Configuracion ? X
!. General Red

M| Sistema Adaptador 1 Adaptador 2 Adaptador 3 Adaptador 4

.-l bantalla Enable Network Adapter

_ Conectado a: | Adaptador sélo-anfitridn R4

&J Almacenamiento

Nombre: VirtualBox Host-Only Ethernet Adapter w
N .
({f‘ Audio [» Advanced
Network Adapter 2

UsB

Only USB 1.1 support should be enabled on VMs because any subsequent USB revision requires the
installation of the VirtualBox Extension Pack, which can cause problems when re-importing the machine into
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another PC. This limits the use of USB to the keyboard and mouse, since connecting pen drives or hard
drives to the virtual machine would be very slow.

- N
d"/g

=

@ If you are running this at home or not using VirtualBox, you can enable the best USB support that your
virtualization system allows.

&y Ubuntu Server 22 - Configuracion ? pd
n General usB
#  Sistema Enable USB Controller
() controlador USB 1.1 (OHCI)
- Pantalla
© controlador USB 2.0 (OHCI + EHCI)
o Almacenamiento () controlador USB 3.0 (xHCI)
; . USB Device Filters
U 1 Audio
B Red
* \ -
& Puertos serie
" 4 USB

USB VM support

Storing and selecting the operating system iso

Regarding storage, for optimal virtualization we can enable host I/0 cache for the SATA hard drive controller

— [
k22 Ubuntu Server 22 - Configuracion ? X
Almacenamiento
W | Sistema Dispositivos de almacenamiento Atributos
' f.’,% Controlador: IDE Nombre: SATA
.-| Pantalla .
— - (&) ubuntu-22.04.1-live-server-... Tipo: AHCI v
P
| ® | H = =
- | ARSI @ Controlador: SATA '\_IJ:;E'_:] Cantidad de Puertos: 1 =
({\f| Audio E Ubuntu Server 22.vdi Usar cache de IfO anfitrién

SATA Controller Configuration

Also, if the machine is saved on an SSD, we can tell VirtualBox to perform the necessary optimizations.
You should not turn on the drive to be hot-pluggable unless it actually is (i.e., it is a secondary hard drive
that is on a USB stick or something similar):
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5 Ubuntu Server 22 - Configuracién

Puerto SATA D ~ | dd

B General Almacenamiento
B Sistema Dispositivos de almacenamiento Afributos
\ Controlador: IDE Disco duro:
- Pantalla

) ubuntu-22.04.1-live-server-...

Unidad de estado sdlido

_y'z Almacenamiento \}‘5 Controlador: SATA

) Ubunty S 29 v Informacidn
( i 2 untu Server 22.vdi
{ Y Audio =l Tipo (Formato):

|| Conectable en caliente

Mormal (VDI)

Disk Configuration

Finally, we have already configured the machine to start the installation, and now we only need to select the
ISO of the operating system we have downloaded. We proceed to assign it to the corresponding CD/DVD

drive.

o Ubuntu Server 22 - Configuracion

Bl General Almacenamiento
B Sistema Dispositivos de almacenamiento Atributos
\ Controlador: IDE Disco duro:
- Pantalla

) ubuntu-22.04.1-live-server-...

"o .
B & Controlador: SATA
Informacidn

| Ubuntu Server 22.vdi

@0 Audio Tipo (Formato):

Puerto SATA O ~ |

Unidad de estado sdlido
[ ] conectable en caliente

Normal (VDI)

Assigning the Installation ISO

Now we can start the machine and installation

Install an Ubuntu Linux server

In the whole installation process, there are two very important points: partitioning the disk and creating an

initial user for the 0S. We have created a separate section for each one.

Begin the operating system installation

Once the virtual machine is configured, it is time to install the Ubuntu server. The installation screens may
have changed slightly in later versions, but they are the same as those seen here. In any case, we need to

start the installation using Ubuntu's simple installation option:
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Ib
Ib -

GNU GRUB wersion 2.06

Try or Install Ubuntu Server

Test memory

Use the T and | keys to select which entry is highlighted.

Press enter to boot the selected 05, "e’ to edit the commands
before booting or "¢’ for a command-line.
The highlighted entry will be executed automatically in 9s.

= : LI [#] cTRL DERECHA
BACK

Starting the ubuntu installation

l Once this is done, we get to the screen to select the language of the operating system, choosing the one we
want the most. Note that the keyboard language is selected later.

Willkommen! Bienwenue! Welcome! Aofpo noxanoeate! Welkom!

Use UP, DOWM and EMTER keys fto select your language.

3 Asturianu

Bahasa Indonesia
Catala
Deutsch
English
English (UK
Espanol
Francais
Galego
Hruatski
Latviski
Lietuviskal
Magyar
Nederlands
Norsk bokmal
Polski
Fortugues
Suomi
Svenska
Cestina
Exin LKd
BENapUCKad
PyccKUn
Cpnckw
YKpalHCkKa

*F¥YYT¥YY¥YT¥YYY¥FIrYYYYIY¥YYYYTY¥Iry¥FIYIYIrTrTYTTrT

Operating system language

It is likely that even if we have downloaded the most modern version of the operating system, the installer
itself is not, and it will now ask us to update it. We will do this to avoid problems in the installation.
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Actualizacion del instalador disponible [ Help ]

Wersion 22.10.1 of the installer is now avallable (22.07.2 is currentlu
running).

You can read the release notes for each version at:
https:sregithub.comscanonicals/sublguitusreleases

If you choose to update, the update will be downloaded and the installation
will continue from here.

[ Bctualizar al instalador nuewo ]
[ Continuar sin actualizar
[ Atras ]

Ubuntu Installer Update

Now is when the installation allows you to select the keyboard language, which by default is the same as
the one you have selected for the operating system.

Kevhoard configuration [ Help ]

Fleaze select your kewboard lauyout below, or select "Identify keuboard" to
detect your layout sutomatically.

Layout: [ spanish v]

91

varlant: [ Spanish

[ Identify keyboard ]

Keyboard language

From now on, to select the appropriate options we have to use the Tab key to switch between the elements
on the screen, because we do not have a mouse, and press ENTER to select the one we want. On this screen
it asks us if we want to install additional third-party drivers for our hardware, something that may be
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convenient on real machines but will have no effect on virtual machines, so it does not matter what we
select in this case.

type of install

that provide a

intime footprint in

cumentat ion.
ed an

Installing third-party drivers

In the next step, the network cards should be automatically configured in a normal installation, acquiring a
correct IP (in the image you can see the NAT to go out to the Internet and a host-only). If that is the case for

you, just keep going.

[ Help 1

to other machines,

abhit Ethernet Controller

abit Ethernet Controller

[ Create hond » ]

Automatically configured VM networking

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral” project
34




24

Department of Computer Science. University of Oviedo G -

Lab "0A" - Creating your course virtual machine Z %
_—

After configuring hard drive partitioning, we need to specify whether we want to use an HTTP proxy to
connect to the Internet. In our case, it will not be necessary, since the network we are going to use does not
use one:

[ Help

If reguires a proxy to connect to the internet, enter its details
here.

Proxy addr

Setting up a proxy

The next step allows you to change which machine the packages that are part of the operating system
installation will be downloaded from. We accept the default and continue.

Lbuntu P [ Help 1]

Mirror address: H chive.ubuntu.comsubuntu
Y de an archive mirror that will be used ins

Machine from which Ubuntu will be downloaded
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Disk partitioning

Disk partitioning is a sensitive topic, which may even require pre-planning, especially in multi-disk systems.
Partitioning should be tailored to the needs of the server. If you have several disks of different technologies
and speeds, you can decide to start the file system so that each disk is occupied by a specific part of the
storage system (user files, web files, uploads, etc.). It is also common to have a partition with user
files separate from the other files.

In any case, we will not insist on this aspect, and we will use the simple model proposed by the installer
"Use the full disk".

[} Other  partition options can  be found at the following  address:
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Installation_Guide/s2-
diskpartrecommend-x86.html

However, it is good to talk about the other option: "Use the full disk and configure LVM." LVM stands for
Logical Volume Manager and is a utility that allows you to create logical volumes from physical hard drives.

@ For example, if we have two physical hard drives and we want the operating system to see them as a
single partition, LVM can be used to logically "join" both and to make it appear that we have a single hard
drive installed whose size is the sum of both.

Therefore, it is a very convenient way to manage the disks of a PC by grouping physical volumes (PVs) into
virtual groups of disks (volume groups, VGs) so that you can then create partitions or logical volumes (LVs).
For practical purposes, if you have multiple physical hard drives that you want to join together in a single
space, it is a good idea to use LVM. For a single physical disk, it is not necessary, but it is convenient if the
space we have is very small and we want to expand it with new "hot" physical hard drives. More information
on the latter aspect and the use of encrypted LVM can be found at the following link:
http://diegosamuel.blogspot.com.es/2014/01/particiones-con-lvm-y-cifrado.html.

@, As far as our installation is concerned, we simply accept the default options and move on.
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Guided storage configuration

[ Help 1

Configure a gulded storage layout, or create a custom ane:
{¥) Use an entire disk
[ WBOX_HARDDISK _¥Ba336ecel-fSecdc2f local disk 25.000G 7 ]
[#] =et up this disk as an LvM group
[ 1 Encrypt the LYM group with LUKS

Paszsphrase:
Confirm passphrase:

{ ) Custom storage lavout

Disk partitioning

2 change, we simply hit "Done" and allow the installation to continue.

At this point, the operating system is ready to install and before giving the order to do so, it will show us a
summary of the options that we have selected in the previous screens. Since we do not have anything to

Storage configuration

3 FILE SYSTEM SUMMARY

DEVICE TYFE
new L¥M logical wolume

HMOUNT FOINT SIZE TYFE
[ 7 11.496G  new ext4
[ /hoot 2.000G  hew extd

AYAILABLE DEVICES

DEVICE TYFE
[ ubuntu-wg (new) LYM wolume group
free space

[ Create software RAID (md) *= ]
[ Create volume group (LYH) = ]

USED DEWVICES

DEVICE TYFE
[ ubuntu-wg (new) LYM wolume group
ubuntu-1w new, to be formatted as extd, mounted at
[ YBOX_HARDDISK _YBa93tecen-fSZcdc2f local disk
partition 1 new, BIOS grub spacer
partition 2 new, to be formatted as ext4, mounted at /boot
partition 3 new, PY of LYM wvolume group ubuntu-we

Overview of Installation Options
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Since this operation destroys all data on the hard drive selected to install the SO, the installer asks for
confirmation before proceeding. In our case, it is not a problem: the VM has an empty disk, and it does not
matter. However, in a real installation we have to be very sure that we are going to use the correct disk to
avoid destroying valuable data.

[ Help 1

HOUWT POINT 5 TYFE
s i e
shoot ne

AYAILABLE DEVICES

will not be able to return to this or
llation has rted.

Are Jou sure Jyou want to continue?

[ Mo
[ Continue

tion 2 new, to be fo
tion 3 new, PY of LW

Installation confirmation

Creating an Initial user

Creating an initial user is a crucial point in the installation of an operating system. There are several
reasons:

e The "normal" use of the machine should not be made from the root account. This is because this
account has a lot of privileges and can do anything. Any action we do as can be very harmful
if we do not do it correctly, so Ubuntu does not let us access directly with this user through the
standard login.

& Limit account usage to admin operations only

e Since we obviously need a user to work with, the installation asks to create one, which in this
example will be called ' TSNy ".

e This user is "special” because he belongs to the group of sudoers. What does this mean? Even if we
do not access as directly , we still need elevated privileges to perform installations, updates,
etc. as needed. This cannot be done with a "normal"” user (like the one we created), but if that user
is sudoer, they can use the to execute, after typing
the sudoer user's own password, that command with privileges and thus can do the
administration/installation/etc.

@, The user created in the installation belongs to that group by default and is the one we will use to manage
the 0S instead of [y

e Future users that can be created in the system are not sudoers by default.
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@ This way, only one user has elevated privileges and uses them when they explicitly invoke a command
interactively. This prevents potentially harmful software from doing too much damage to the system, as a
normal user's privileges are far from the ones. This would not be valid, though, if we run harmful
software with ...

[11] configurar usuarios y contrasefias |

SE Creara una cuenta de usuario para gue la use en vez de la cuenta de superusuario en
sus tareas gue no sean administrativas.

Por favor, introduzca el nombre real de este usuario. Esta informacion se usara, por
ejemplo, como el origen predeterminado para los correos enviados por el usuario o como
fuente de informacion para los programas gue muestren el nombre real del usuario. Su
nombre completo es una eleccidn razonable.

Nombre completo para el nuevo usuario:

<Retroceder: <Cont inuar:

Creating a default user

Using personal file encryption is optional, but convenient for physical security reasons. However, we will
not use it in this course, but it is good to know that it can be activated here for when we talk about this
option in the theory (Topic 2).

[11 Configurar usuarios y contrasefias |

Puede configurar su carpeta personal para ser cifrada, de manera gue los archivos gueden
almacenados de forma privada, incluso si el eqguipo es robado.

El sistema podra montar su carpeta personal cifrada cada vez gue inicie sesidn y
automaticamente desmontarla cuando salea de todas las sesiones actiwvas.

dCifrar su carpeta personal?

<Retroceder:

Encryption of users' personal folder

First update

Even if we have installed the most modern version of Ubuntu, it is always possible that there will be pending
updates when the machine is newly installed. To check this, we use the command to
search for the latest packages.

Updating package versions
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And finally, to proceed to update them.

minimal

Updating installed packages

At the end of the update, the operating system may ask us for confirmation to restart certain services that
have been updated, something we must do if we do not want to run into any malfunctions.

cifn de paguetes

Daemons using outdated libraries

Hhich serwices should be restarted?

<Cancel>

Restarting Services After Upgrade

Some of the packages in the most modern versions of Ubuntu do not come with the classic
MYIrT, but with a complementary one called [BY;. This manager requires its packages to be updated
independently, if we do not want to rely on the processes that make these updates automatic periodically.
To do this, you need to do I BNy, preferably with no GUI application open (if you have one).

d

ionical4 refreshed

rido

Snap Package Update
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@ It is a good idea to update both managers periodically just in case or automate security updates

(described in this section).

Install a GUI?

If we had chosen to install an Ubuntu Desktop, we would have a GUI at our disposal by default without the
need to install anything additional. On the other hand, an Ubuntu Server comes without it to save resources.
While it is possible to install the same one as its Desktop version, it makes more sense to install a
lightweight one that can be activated only if necessary. In this case, one of the most suitable is the XCFE4

GUI, which can be installed with SRR S AR U TN AR AP RY:. ASs we can see in the image below, it

takes up quite a bit of space.

WU 1k
waylan

= Camman

-input-libinput
id L

L e in
~ 161 MB
cio

[
Installing XFCE4

You need to restart the machine before you can use the GUI. However, it is a good idea to take the next step
before trying to launch it to get the best user experience.

Machine configuration for enhanced virtualization

VirtualBox comes with a series of extensions that allow you to improve the hardware of the virtual machine,
so that, among other things, we can enjoy higher screen resolution, resizing it at will, the ability to copy and
paste from/to the virtual machine and other advantages.

However, you can really only take advantage of these extensions if you have a GUI, so they are not installed
by default. Now that we have it, it is a good idea to access the terminal and type

IR TEIL eI ekl to do the installation.
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redondo@servidor2204: ™% sudo apt install virtualbox-guest-x11
[sudo] password for redondo:
Leyendo lista de paguetes... Hecho
Creando arbol de dependencias... Hecho
Leyendo la informacion de estado... Hecho
Los paguetes indicados a continuacidon se instalaron de forma autom3tica ¥ ya no son necesarios.
libflashroml libftdil-2
Utilice #sudo apt autoremoved para eliminarlos.
Se instalaran los siguientes paguetes adicionales:
virtualbox-guest-utils
Se instalaran los sizuientes paguetes NUEVOS:
virtualhoxz-guest-utils virtualbox-guest-=11
0 actualizados, 2 nuevos se instalaran, 0 para eliminar y 0 no actualizados.
58 necesita descargar 1.673 kB de archivos.
Se utilizaran 8.257 kB de espacio de disco adicional después de esta operacion.
dDbesea continuar? [5/n] s_

Installing virtualization extensions

To continue working with the machine, it is necessary to do a restart. Now you can type from the
console to have a functional multipurpose GUI with the basic tools to work, which will also adapt to the

resolution of your screens without any problem when you resize the window and it will be more agile.

Jbuntu 22.04.1 LTS servidor2204 ttyl

servidorz204 login: redondo
Password:
delcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-52-generic =86_g4)

# Documentation: https://help.ubuntu.com
# Management : https: /s landscape.canonical.com
# Support: https://ubuntu.com/advantage

System information as of dom 30 oct 2022 20:28:24 UTC

System load: 0.0 ProCesses: 119
Usage of /: 47.2% of 11.21GB  Users logged in: 0
Hemory usage: 10% IFvd address for enp0s3: 10.0.2.15

Swap usage: 0% IPvd address for enp0sE: 192.168.56.101
) updates can be applied immediately.

_ast login: Sun Oct 30 20:26:40 UTC 2022 on ttyl
~edondo@servidor2204:™$ startx

Booting the XFCE4 lightweight GUI from the console

X Aplicaciones

Papelera

personal

XFCE4 GUI
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@, At this point it is HIGHLY RECOMMENDED to save the machine as it is, and work with clones of it from
now on. In this way, if we make a mistake in the configuration of the machine in some activity and its solution
is not trivial, we can return to the boot machine without wasting too much time. Options 1 and 2 allow you to
rebuild the machine very easily, but it is not a bad idea to do so either.

Software to install on the custom VM

After configuring the corresponding hardware specifications and installed operating system, you need to
make sure that you install the following software on the virtual machine so that you can properly follow the
labs.

e Installation of the necessary programs

sudo apt-get install -y --no-install-recommends apt-utils apt-transport-https ca-

certificates gnupg-agent software-properties-common unzip curl wget tmux preload gpm mc
virt-what nano grep firefox iputils-ping net-tools less openssl bash-completion

e Add the Docker repository and upgrade

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu
$(1lsb_release -cs) stable"

sudo apt-get -y update

o Install Docker and convert your current user to a Docker user without the need for M

sudo apt-get -y install docker-ce docker-ce-cli containerd.io
sudo groupadd docker

sudo usermod -aG docker ssiuser

Sudo Systemctl Enable Docker

o |Installing Docker Compose

sudo apt-get -y install docker-compose

e Change the keyboard layout to Spanish (not necessary if you choose Spanish during 0S
installation)

loadkeys

sudo dpkg-reconfigure console-setup
sudo sed -i 's/XKBLAYOUT=\"\w*"/XKBLAYOUT=\"es\"/g' /etc/default/keyboard

o Install %% to have multiple windows and terminal panes (optional). You can refer to the tmux
cheatsheet in a previous section to have a good initial setup. In addition, the files for working with

Vagrant contain a file with another good initial configuration that you can copy to
/etc/tmux.conf

sudo apt-get -y install tmux

e Clean up the package installation

sudo apt-get -y autoremove
sudo apt-get -y autoclean
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e Restart the machine

sudo reboot

@ We also recommend installing all the programs mentioned in the [y R E T IR ST LA T AR I

folder of the Vagrant virtual machine files that you can download from the virtual campus now. You just need
to copy and paste the provided scripts.

Special steps in Hyper-V virtualization platforms

If you are using Hyper-V instead of VirtualBox, the recommended software installation procedure changes
only when configuring the machine to enhance virtualization. We need to change what has been said in this
section for this reason to ensure the best possible VM performance on this virtualization platform:

e Enable Hyper-V Linux Integration Services (LIS)

hv_vmbus' /etc/initramfs-tools/modules
hv_storvsc' /etc/initramfs-tools/modules

hv_blkvsc' /etc/initramfs-tools/modules
hv_netvsc' /etc/initramfs-tools/modules

e Replace the default kernel with for a better LIS experience

sudo apt-get -y install linux-virtual linux-cloud-tools-virtual linux-tools-virtual

o Update [EETEINE
sudo update-initramfs -u

? General troubleshooting (any machine creation option)

When | boot the VM, | get the error VERR_INTNET_FLT_IF_NOT_FOUND

This error (see image) occurs when the current VirtualBox installation fails and does not configure a host-
only adapter, and therefore every VM that uses one will fail to boot. The quickest solution is simple, disable
the adapter in the "Network" settings tab of the machine that gives this error.
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NF VirtualBox - Error ? "

Fallo al abrir una sesion para la
magquina virtual Dangerzone (S5I VM
- 2022).

~  Detalles ' =

Failed to open/create the internal network
- 'HostInterfaceNetworking-VirtualBox Host-
- Only Ethernet Adapter' |
(VERR_INTNET_FLT_IF_NOT_FOUND).

= Failed to attach the network LUN
- (V ERR_INTNET_FLT_IF NOT_FOUND).

Codigo resultado: E _FAIL (0x80004005)
Componente: ConsoleWrap

Interfaz: IConsole ‘
{872da645-4a9b-1727
bee2-5585105b9ex

Aceptar :

e

If I try to boot Firefox from an SSH client | get an error

Concretely, we refer to this one:

MoTTY X11 proxy: Unsupported authorisation protocol

| 4

Error: cannot open display: localhost:11.0

The solution is to run QG EERREE 10 I F A ETd T A AU A s VA Insiod or follow one of these other

ways to fix the problem: https://askubuntu.com/questions/1181046/x-snaps-not-starting
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= Block 3: General VM Management
Operations

£ Machine cloning

If we must install N Linux machines, repeating an installation process for each of them is tedious, error-
prone (especially if we do not automate it), and therefore inadequate. Normally what is done in these cases
is to prepare a "model" machine, such as the one we have built, and once optimized, clone it as many times
as necessary to create a base for machines for different purposes, or to have more copies of it available.
Let's see how to perform the cloning process.

@ Another option is to work with snapshots of the base machine, which we will do later.

The first thing to do before cloning a VM is to study whether it is worth doing HD compaction. This is a
process that examines the virtual machine's hard drive and optimizes it, so that the file representing that

hard drive on the host takes up as little space as possible, but without breaking the machine & .

@ For a machine that has been running for a long time and/or has installed or uninstalled multiple
applications it is an interesting process, as it can decrease the size it requires.

However, in our case, as it is a newly installed machine, it is not worth it. Instructions on how to perform
this process can be found here: https://www.virtualbox.org/manual/ch08.html or at:
https://www.howtogeek.com/312883/how-to-shrink-a-virtualbox-virtual-machine-and-free-up-disk-space/.
This makes it easier to unload and distribute the machine.

Once everything is ready, we can choose any machine and proceed to clone it with the associated VirtualBox
option:

_\‘f Oracle VM VirtualBox Administrador — o X

Archivo Maquina Ayuda

§ o N h
3 4 P
100 Herramientas L g L_I—‘ s l_(/ =
g Nueva Afiadir  Configuracidn Descartar Iniciar
& Ubuntu Desktop M| General M| previsualizacién
) Apagada Nombre: Ubuntu Server 22

Sistema operativo:  Ubuntu (64-bit)

54 Windows 10 | B Sistema

() Apagada Memoria base: 2048 MB

Procesadores: 2 Ubuntu Server 22
Orden de arranque: Disquete, Optica, Disco duro
m Ubuntu Server 22 Qo Aceleracidn: VT-%/AMD-V, Paginacion anidada, PAE/NX, Paravirtualizacién KVM
1)) Apagada § i —
&) Apag Configuracion... Ctrl+S

¥ Clonar.. Ctrl+0O

. Mover...

A} Exportar a OCl... 128 MB

. VMSVGA
4¢ Eliminar... 2D
' Move to Group » fto: Inhabilitado

Inhabilitado

= Iniciar 4

Cloning a machine in VirtualBox
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The cloned machine will appear in the VirtualBox inventory, so we need to give it a new name that does not
existinit:

=
=
Lo
(k)
X

‘| Nuevo nombre de maquina y ruta

Seleccione un nombre y opcionalmente una carpeta para la nueva magquina virtual. La nueva
maquina sera un clon de la maquina Ubuntu Server 22.

Mombre: Ubuntu Server 22 clon Q,)
Path: CiUsers\redon\VirtualBox WMs v
MAC Address Policy: | Incluir solo direccidn MAC de adaptador de red NAT ~

Opciones adicionales: [_] Mantener nombres de disco

[] Keep Hardware UUIDS

Ayuda Modo experto Atrds Mext Cancelar

Naming a new clone of a machine

It is important to change the MACs of the network cards because it is likely that the cloned machines are
connected via network to their "original" and between other clones, and we want to avoid network errors
that will occur if two machines try to communicate with cards that have the same MAC.

Once this is done, we select the type of clone we want, which in this case will be complete so that we can
move it without restrictions to wherever we want:

- o 2 : o
N¢ Clonar maquina virtua ‘ X

Tipo de clonacion
Seleccione el tipo de clonacidn que desea crear.

Si selecciona Clonacion completa, una copia exacta (incluyendo todos los archives de disco duro -
virtual) de la maquina original serdn creados.

Si selecciona Clonacién enlazada, una nueva maquina serd creada, pero los archivos de las
unidades de disco duro virtuales seran vinculados a los archivos de disco duro virtual de la maguina
original y no podrd mover la nueva magquina virtual a una computadora diferente sin mover los
originales también.

Si crea una Clonacién enlazada entonces una nueva instantanea sera creada en la maquina virtual
original como parte del proceso de clonacidn.

© Clonacidn completa

() Clonacidén enlazada

Ayuda Atrds Terminar Cancelar

Selecting the type of cloning to be performed
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Now we have two different machines, but both have the same internal name or hostname (TSN, in
this case). We must change it to at least one of them to avoid network problems if both work at the same

time. To do this, edit the file:

ssiuser@ssiserver:™F sudo nano fetcshostname

[sudo] ¢ i_u_n:ur-uj for ssiuser:

Rename the clone machine (1)

And you also need to edit the /EITE TR file to change the name of the machine that appears there.

What is linked cloning?

Linked cloning in VirtualBox is a process that creates a snapshot of the original machine's virtual hard disk
(like the ones we will explain in the next section), which is then used as the source for the cloned machine's
disk. This way, both disks stay related, which means you cannot delete the original machine as long as you
need the cloned one.

This method is very useful to save space and create clones of the VM very quickly, as you do not create
complete files, but links to the original machine.

@ However, you should keep in mind that any changes you make to the cloned machine will also affect the
original machine, due to this relationship.

Creating Machine Snapshots

Snapshots are a "cheap" way to have a machine on which we can do operations and revert to its previous
state if something goes wrong. Clone a machine allows you to create a separate machine, but identical to
the one you already have. This is perfectly valid, but it consumes a lot of resources because it duplicates
all of your content.

@ In certain contexts, such as our course labs, it may be more convenient to use snapshots, because the
space they consume is much less, and therefore they are created much more quickly. You can think of them
as the saved games of a video game

With snapshots, you can save a particular state of a virtual machine for later use. You can revert to any of
those states at any time, even if the VM has changed significantly since then. Therefore, a snapshot of a
virtual machine is like a machine in the Saved state, but there can be many of them and these saved states
are preserved.

To view snapshots of a virtual machine, click the name of the machine in the VirtualBox GUI. Then, click the
list icon next to the machine name and select Snapshots. Until a snapshot of the machine is taken, the list
of snapshots is empty, except for the Current status item, which represents the VM as it is now.
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Take, restore, and delete snapshots

\:/

Take a snapshot

This makes a copy of the current state of the machine that can be returned to at any time later. If the VM is
running, select Take Snapshot from the Machine drop-down menu in the VM window.

E Ubuntu Server 22 [Corriendo] - Oracle VM VirtualBox = O X

Archivo Maquina Ver Entrada Dispositivos Ayuda

Ubunty 2 Configuracion... Host+S

# Tomar instantanea... Host+T

seryvidor
i) Informacion de sesion... Host+N
Administrador de archivos...

.}/ Mostrar trazas...

| Pausar Host+P
- Reiniciar Host+R
4/ Apagado ACPI Host+H

Take a snapshot of a machine in operation

This displays a window that asks for a snapshot name. This name is purely for reference and helps to
remember the state of the snapshot. In our course it makes sense to generate states for each laboratory,
so that you can go back to each of them independently and be able to start from the operations carried out
in each one if something goes wrong. You should also create a base state of the current machine to return
to the "zero state" if necessary. You can put longer text in the Description field.

Pa Tomar instantinea de la maquina virtual ? >

E_l..f Mombre de instanténea

|F‘revi0 a todas las précticas|

Descripcion de instantanea

Cancelar Ayuda

Snapshot Name

If the VM is in the Saved or Off state, under the VM name in the main VirtualBox window we can click on the
List icon next to the machine name and select Snapshots. This displays the snapshot window where you
can take a snapshot of the current state of the machine or return to one of the previously saved ones.
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&4 KalissI 1 HLEIET LI U
@ Apagada Servidor de escritorio remoto:  Inhabilitado
Grabando: Inhabilitado

to

Ubuntu Server Base 551

: tro;  [Unidad dptica] YBoxGuestAdditions.iso (7
Ubuntu Server Base S5I 1 Instantaneas Ubuntu Server Base SSLvdi (Mormal, 40,0
@ Apagada
I
L | Trazas
£4f Servidor Linux Pruebas u
(l_b) Apagada =Ty Red
]

Take a snapshot of a stopped or saved machine

In either case, a list of snapshots will appear. If an item called Current Status appears below a snapshot, it
means that the current state of the VM is a variation of that snapshot. If another snapshot is taken later,
they are displayed sequentially, and each subsequent snapshot is derived from a previous snapshot.

List of snapshots for a virtual machine

VirtualBox does not have a limit on the number of snapshots it can take, beyond the host's disk space. Each
snapshot stores the state of the virtual machine and therefore takes up disk space. However, it is much less
than an entire virtual machine (or one of its clones). For example, the Ubuntu base of the course could take
up about 4Gb

Logs 16/01,/2020 11:35 Carpeta de archivos

Snapshots 16/01/2020 12:03 Carpeta de archivos
!; Ubuntu Server Base 551 160172020 12:03 YirtualBox Machin... 22 KB
D Ubuntu Server Base 55lwvbox-prev 16/01,/202012:03 Archivo VBOX-PREY 22 KB
W# Ubuntu Server Base 55| 16/01/2020 11:59 Virtual Disk Image 3784704 KB

Space occupied by the Ubuntu VM or one of its clones

However, each snapshot of the machine we take (which is located in the Snapshots folder in the path where
the machine is saved) takes up much less space.

Mormbre Fecha de modificacidn Tipo Tamafic

W [2b77b0ae-93b3-4952-82ae-3cd7aTabefaf} 16/01,/2020 12:03 Virtual Disk Image 27.643 KB
W {3bedTead-94ba-4854-aedf-5f1bddacdcfa} 16/01,/2020 12:03 Virtual Disk Image 19.456 KB
D 2020-01-16T10-59-52-2262591 007, sav 16/01,/2020 11:59 Archivo 54V 588,905 KB
D 2020-01-16T11-03-25-76%4354007, sav 16/01/2020 12:03 Archivo SAV 588.969 KB

Space Occupied by Ubuntu VM Snapshots

The machine running from the base state will thus appear in the snapshot list
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— ‘& @ & & =

m;'f U@bu:tu S:rver 18.04 model clon Tomar Elminar Restaurar  Propiedades  Clonar Configuracién  Descartar  Mostrar
pagada

MNombre Tomada

8™ Ubuntu Server 1910 GUI v @ Previoa todas las practicas
, @ Apagada E:) Estado actual (modificado)

[E8™ Ubuntu Server 1910 GUI clonar
f @ Apagada

(8™ Ubuntu Server 1910 GUI clonar2
f @ Apagada

[s2] Kali 551
@ Apagada
[s2] Kali 5511 (]
]
‘ @Apagada [
%f %I__nll_ 'ver Base 551 (Previo a = 1

Snapshot List

If we now write a text file to the hard drive and take a snapshot, the new state of the machine will contain
this file, while the base state will not.

We see that, when taking the snapshot, the current state appears below it.

L S e ,\@ @ - &3 =N

Ubuntu Server 18.04 model clon Tomar Eliminar Restaurar  Propiedades Clonar | Configuradidn  Descartar  Mostrar

@ Apagada
MNombre Tomada

E!;, Ubuntu Server 1810 GUI hd @ Previo a todas las practicas
f @ Apagada hd @ Practica 1

t Estado actual (modificado)
[0 Ubuntu Server 1910 GUI clonar
, @ Apagada

=2, Ubuntu Server 1910 GUI clonar2
f @ Apagada
[s2] Kali 551
@ Apagada
[s2] KalissI1
@ Apagada
E-’? '51_ L - Base 551 (Practica 1) a: 1
(8™ Ubuntu Server Base 5511
f @ Apagada

E"’ Servidor Linux Pruebas

Apagada

New snapshot in the snapshot list
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Restore a snapshot

With the machine saved or turned off, we can go to the list of snapshots, right-click on any snapshot and
select Restore. When you restore a snapshot, it goes back or forward in time based on when it was taken
relative to the current state. The current state of the machine is lost, and the machine is restored to the
exact state it was in when the snapshot was taken.

ey & &

L T LT TR T ITY - B TW - VT TNT = RSN T TR

A Ml ' Aragaca

3 U@bu:tu S:ruer 18.04 model clon Tomar Elminar Restaurar Propiedades Clonar =~ Configuracion Descartar  Iniciar,
pagada
Mombre | Restaurar instantanea (Ctrl+Shift+R) L
f ™ ubuntu Server 1910 GUI v () Previo a todas las practicas
(@) Apagada R @ Practica 1

@ Estado actual (medificado)

2 Ubuntu Server 1910 GUI clonar
, @ Apagada

=1 Ubuntu Server 1910 GUI clonar2
, @ Apagada

5] Kali 551

‘ @ Apagada

5] KalissI1i
‘ @ Apagada

(52 Ubuntu Server Base SSI 1
, @ Apagada

9™ Servidor Linux Pruebas
, @ Apagada

Restoring a snapshot

This loss of the current state of the machine can be a problem in some contexts, and therefore VirtualBox
first asks if you want to take a snapshot of the current state before restoring the one we have selected. In

this case, we will say no.

Tomar Eliminar Restaurar Propiedades Clonar  Config

Mombre

hd @ Previo a todas las practicas
v [@ Practica 1

¥ VirtualBox - Pregunta ? >

Esta a punto de restaurar la instantanea
Previo a todas las practicas.

Puede crear una instantanea del estado actual de
la maguina virtual primero marcando la casilla de
abajo; si no hace esto el estado actual se perdera
permanentemente. {Desea continuar?

Crear una instantanea del estado actual de la maguina

Restaurar Cancelar

Notification of loss of the current state of the machine due to restoration
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N\
=

In this example we have returned to the initial state (it appears in bold) and once this is done, we can start

the machine again.

' R Apagada

=, Ubuntu Server 18.04 model clon
, @ Apagada

=™ Ubuntu Server 1910 GUI

, @ Apagada

=™ Ubuntu Server 1910 GUI clonar
, @ Apagada

Ll

2, Ubuntu Server 1910 GUI clonar2
, @ Apagada

(s3] Kali 551
@ Apagada

(s3] KalissI1
‘ @ Apagada

er Base 55

2, Ubuntu Server Base 5511 Q
, @ Apagada

[P Servidor Linux Pruebas
, @ Apagada

O DRD2R

=

Configuracion...
Clonar...
Mover...
Export to OC...
Eliminar...

Agrupar

Iniciar

Pausar

&) B &8 D

Tomar Eliminar  Restaurar  Propiedades Clonar | Configuracidn  Descartar  Inidiar,

Mombre
v @ Previo a todas las practicas

@ Practica 1

Estado actual

Ctrl+5S
Ctrl+0

|
& E€> Inicio normal

#  |nicio sin pantalla

Starting the Machine in the Base Snapshot

When we start it, we see that the machine no longer has the file we had created, because that was only done

in the Lab 1 state.

E Ubuntu Server Base 551 (Previo a todas las practicas) [Corriendo] - Oracle VM VirtualBox

Maquina Ver Entrad

a Dispositivos

Ayuda

o0 0 g

4
4
13
13
4

.profile
.sudo_a

-

admin_succ

Machine in its original state

Likewise, we can restore lab 1 again by repeating the process and retrieving the state changes (in this case

our file)
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E. Wl Apagada

ey g ®@ »
Ubuntu Server 18.04 model clon

Tomar  Eliminar Restau Deoniodados Olocs e 18111
@ Apagada | Restaurar instantanea (Ctrl+Shift+R) i—
Mombre
Ubuntu Server 1910 GUI v &) Previo a todas las practicas
@ Apagada Practica 1

Ubuntu Server 1910 GUI clonar
@) Apagada

Ubuntu Server 1910 GUI clonar2
@) Apagada

Kali 551
@) Apagada

KalissI 1
@} Apagada

OONNENS

=, Ubuntu Server Base 551 1
T Amznnds

Switch to a later state

Archrvo Maguing  Instantanea  Ayuda
Wy Apagana

@) Estado actual {modificado)

" & @ 3 & &
Ubuntu Server 18.04 model clon

Tomar Eliminar FRestaurar  Propiedades Clonar  Configuracion  Descartar  Iniciar.
@ Apagada
Mornbre
a . ]
Ubuntu Server 1910 GUI b @ Previo a todas las practicas
@ Apagada v @ Practica 1

[Pﬂ Estado actual

Ubuntu Server 1910 GUI clonar
@ Apagada

Ubuntu Server 1910 GUI clonar2
@ Apagada

Kali 551
@ Apagada

KalissI 1
@ Apagada

SUSHVECHCENIN

Ubuntu Serv

| & Configuracion... Ctrl+5
[=28 Ubuntu Server Base 551 1 '@- Clonar... Ctrl+0
/ @ Apagada [@ Mowver...
Export to OCl...
28" Servidor Linux Pruebas R .ch ?
, @Apagada ﬁ Eliminar...
Togr et e ot st oy -t Agrupar
Fill © e = =
e Iniciar

EIPY Slanta Srvrs 1410600 sl

Place to restore a later state

* |&» Inicio normal + a
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Subsequent state with the changes made

Now we could repeat the same process for the rest of the laboratories and proceed in the same way, making
a list of snapshots that help us follow the course.

El;, Ubuntu Server 18.04 model clon Tomar Eliminar Restaurar  Propiedades  Clonar | Configuracién  Descartar  Mostrar
@ Apagada
MNorbre
E!;, Ubuntu Server 1910 GUI v @ Previo a todas las practicas
f @ Apagada @ Practica 1
v @ Practica 2

E_!? Ubuntu Server 1910 GUI clonar '::> Estado actual (modificado)

@ Apagada

8™ Ubuntu Server 1910 GUI clonar2
, @ Apagada

[sa] Kali 551

. @ Apagada

[ca] KalissI 1

‘ @ Apagada

E.l? &') Base 551 (Practica 2) EE J

Ubuntu Server Base 5511

List of snapshots by lab

For more information about the contents of a snapshot and other details, we recommend seeing:
https://www.virtualbox.org/manual/ch01.html#snapshots

@ @ Folders shared with the host

@ NOTE: This is not necessary if you created the VM using option 2, which already has shared folders set
up.

One of the most typical ways to share information between a virtual machine and its host is by creating
shared folders. This mechanism allows the creation of a folder in the virtual machine, the contents of which
are shared with the host:

e Anything that has been copied or created in that folder on the host will be readable, editable, and
copyable from the virtual machine.

e Consequently, everything we copy or create in the virtual machine in that folder will be readable,
editable, and copyable from the host.
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Therefore, this is a two-way file transfer mechanism suitable for many uses. You only have two conditions:
to have the Guest Additions previously installed and to create and assign the shared folders appropriately.
The latter depends on the VM and what you have installed. If the machine has a GUI, as soon as you create
the folder, you can access it from your file explorer and work with it as if it were a local folder.

However, if you do not have a GUI, you have to take several additional steps to access it. In any case, the
first thing is to create the shared folder, and for that we will go to "Devices - Shared folders - Shared folder
preferences” (it does not matter if the machine is turned on or not). This displays a screen that prompts us
to create either a (potentially permanent) or a transient (non-permanent) machine folder. We chose the first
option

Ubuntu Server 22 [Corriendo] - Oracle VM VirtualBox

Archivo Maguina Ver Entrada Dispositivos Ayuda

) Unidades opticas 4
LEZ Audio v
¥ Red 4
&7 USB 4

&) Camaras web 4

ncias de carpetas compartidas... I:I Carpetas compartidas 4
‘_.. Portapapeles compartido 4

Arrastrar y soltar

Insertar imagen de CD de las «Guest Additionss...

Folders currently shared in a VirtualBox machine

Folder path is the folder of the host that we want to use to write or read content, that is, where on our hard
drive we will use for files that go to or from the machine.

M Genera Carpetas compartidas
B Sistema Carpetas compartidas
- Pantalla Nombre Ruta Acceso Automontar En Lod
. .
o/ Almacenamiento
I Audio Ruta carpeta: <no seleccionado= v
Nembre carpeta:
B Red
Punto de montaje:
é .
13 Puertos serie () Read-only
5 USB C] Automontar
— ) ["] make Permanent
Carpetas compartidas
Aceptar Cancelar
H Interfaz de usuario

‘ Aceptar Cancelar Ayuda

Selecting a Host Folder
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Select "Other" and an existing folder. We name the shared folder (S SaReREE, name to be used on the VM
side) and check the "Automount" and "Make permanent" options for ease of use. Once that has done, we
accept.

M Genea Carpetas compartidas
#  Sistema Carpetas compartidas
Nombre Ruta Acceso  Automontar En Led
- Pantalla
I"'_).
. . ’
o Almacenamiento
f Audio Ruta carpeta: C:\...nts\CompartidoVMs
Nombre carpeta: CompartidoVMs
B Red
Punto de montaje:
* . 1
1> Puertos serie () Read-only
Y USB B Automontar
_— i Make Permanent
Carpetas compartidas J—
| Aceptar Cancelar
I= Interfaz de usuario
| Aceptar | Cancelar Ayuda

Complete Configuration of a VirtualBox Shared Folder

The next step is to create a directory on the virtual machine where the contents of the host will be viewed.
We create the 'Ry’ directory on the [P directory of the current user with and then
mount the previously created shared folder on top of the directory we just created in the VM (here we use

the name specified in "Folder Name" in the VirtualBox interface I LIl dia TR 1o X AL LR i e LT
(IS if we use the Vagrant machine)

ssiuserdubuntussi:-™% sudo mount -t vboxst host_files ™

Now the host folder will be fully accessible from the virtual machine, and you can copy or extract the files
with it. For example, if we edit a text file in the virtual machine with inside that folder and
put the text "\ETgY", the Windows host will also display it.

» Este equipo * Discolocal (C:) » temp

& Mombre

Juides = myfile

L
_ | myfile: Bloc de notas
n

Archive Edicion  Formate Ver Ayuda
Test

Shared folder viewed from a Windows host

In case the folder is not permanently mounted on the machine, we can use the technique explained here to
make it persistent: https://gist.github.com/estorgio/1d679f962e8209f82a9232f7593683265
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Port forwarding

Port forwarding in VirtualBox is a process that allows you to access specific services of a virtual machine
from your host computer. When we created a virtual machine in VirtualBox, we saw that, by default, it is
assigned a network of type NAT. The IP address of this machine will be private and assigned by the
VirtualBox itself, which acts as a DHCP server.

The problem comes when we need to access certain internal services of that machine from our computer
(host). To solve this, we can resort to creating a host-only card, as we explained above, or we can do a port
forwarding. This means that a specific port on the host computer is “redirected" to a port on the virtual
machine.

@ For example, we could redirect the host's port 2000 to port 22 (default SSH port) on the virtual machine.
This way, when you connect to port 2000 on the host, you are actually connecting to port 22 on the virtual
machine.

This process is useful when you want to run software that acts as a server inside a virtual machine and you
need to access it from the host computer and you do not want to (or cannot, as usually happens in lab
classrooms) create a host-only card for it. To use port forwarding, you need to go to this option on the
network card you use to connect via NAT on the VM where you want to do port forwarding. Once there, click
on "Advanced" and "Port Forwarding":

'k,,e Ubuntu Desktop - Configuracidn & X

!. General Red
| || E| sistema Adaptador 1 Adaptador 2 Adaptador 3 Adaptador 4
.-I Pantalla Enable Metwork Adapter

) i Conectado a: | NAT v
\7/| Almacenamiento

S .
(LA Audio W Advanced

| [-ﬁl Red Tipo de adaptador: Intel PRO/1000 MT Desktop (82540EM)

. Modo promiscuo:  Denegar
1 > Puertos serie
Direccidn MAC: 080027BA3F34

| "‘>/ Use Cable Connected
Carpetas compartidas Reenvio de puertos

H Interfaz de usuario

MNombre:

Cancelar Ayuda

Now you need to create the rules that will control port forwarding for that particular VM. As you can see in
the image below, you can create several (one per service, for example), and even link them to specific IPs
of the host and guest (useful when either of them has more than one network card). In this case it is not
like that, and we want to make a simple redirection so that when we connect to ourselves via port 2000 /
TCP, we go to port 22 (SSH) of the VM.
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| '_i_!i Reglas de reenvio de puertos ?

l Jombre Protocolo  IP anfitrian Puerto anfitrion IPinvitado  Puerto invitado

Rule 1 TCP 2000

If you are on Windows, when you create the rule, you will get a warning from the firewall, as a rule will be
created in the firewall to allow this redirection automatically. If we say yes, then we can do the operation
we want:

C:\Users\redon>ssh 127.0.0.1 -p 2000

The authenticity of host '[127.0.0.1]:2000 ([127.0.0.1]:2000)' can't be established.
ED25519 key fingerprint is SHA256:NUhYICnt4hQ9oSeu47/McyHqVLjuPi8cgOM3mmihCskGE.

This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[127.0.0.1]:2000' (ED25519) to the list of known hosts.
redon@l27.0.0.1's password:

@, If you remember what we said about in Option 2, you could connect to a VM created with Vagrant using
ssh over the host's port 2222. Vagrant uses exactly this mechanism to enable this.

Unattended-upgrades

If what we said before about regularly checking your Ubuntu updates is not your thing, Ubuntu's
software is the solution. This is a package that allows the automatic installation of security
updates. This means that the OS installs critical updates without any user intervention, reducing the risk of
security breaches and keeping your system secure.

@ Keep in mind that, thanks to it, you will not have any problems anymore because you forgot to update
your system periodically, which is a very interesting thing, especially if it is a system that is in production.

This package is the standard way to automatically apply important bug fixes and security patches to Ubuntu.

Once you have installed the package with IR ME T AL E RS2t e R, You can enable

automatic updates by running the following command: Il oy L= -0l R A L L e A d e b

The configuration file for unattended or automatic upgrades is [FETATLI ALt VAT LTS a0t e b

MY, On Debian and Ubuntu, the standard configuration of will only apply
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security updates. If you want to modify this behavior, you will need to edit the file and modify some
parameters. More information:

e https://geekland.eu/actualizaciones-automaticas-en-nuestro-equipo-con-unattended-upgrades/
e https://dev.to/bearlike/why-and-how-to-use-unattended-upgrades-on-a-ubuntu-server-4hoc

@ While this package can be very useful for keeping your system up to date, you should also be careful, as
some updates can cause 0S stability issues or break dependencies. However, in this course that is not a
serious problem, so you can activate them without fear if you want.
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