7 = =~ ~ Source: Bing ChatAl

GETTING STARTED WITH WINDOWS
PERMISSIONS

DEPARTMENT OF COMPUTER SCIENCE. UNIVERSITY OF OVIEDO

Computer Security | 2023 - 2024 (V4.0 "S-81 Isaac Peral")




Department of Computer Science. University of Oviedo
Getting started with Windows permissions

Content

L0 0T [T £ |
NTFS SYStemM OVEIVIEW .......euuiiiiiiiiiiiiiiiiiieiiettete et eeeeaaa s e e s s s e e e e e sasassssssssssseesssnsssssssssssssnes
P IS SION I ANCE ...ttt e e e e e e et e e e e e e e e e e e e e e e e e e e e reaaaeeas

Securing our Virtual MAaChines .........coueeeeiiiiii e e et e e e eeene e e eeanneseeesennsssssssnnsnsseeenns

José Manuel Redondo Lopez. Computer Security. "S-81 'Isaac Peral" project



N
Department of Computer Science. University of Oviedo Q/
) . o Z 5
Getting started with Windows permissions ’///

Introduction

In this document we will try to explain how to protect the files (our virtual machines) that we may have to store
on the disk of one of the computers in the laboratory, which are shared by many students.

The best way to work is for each student to have their own USB 3.0 SSD. It is the best option because you can
create virtual machines there, work directly with them, both in class and at home. If this is your case, you can
skip this guide.

But if you cannot afford (or do not want to) buy one of these disks, you can always use the D: disk (or the largest
disk your machine has) from the lab computer to store your virtual machines. In this case, you will only be able
to work in practice on that particular machine, and you must make sure that the files you leave on that machine
will remain unchanged until the next time you go to the lab to work.

After a brief introduction on how the NTFS system works, a step-by-step guide is included to do so. Finally, it
should be noted that this guide is basically for people who work on laboratory machines or at home but have
doubts about the permissions of their Windows. If you are already familiar with them or work at home, it will not
add much.
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NTFS System Overview

=

The default file system used by Windows is called NTFS. This file system uses Access Control Lists to manage
the permissions that a user (or group) has for each file on the disk.

NTFS is based on the use of 13 different types of access, but they are typically grouped into 7 basic access
types:

Pemisos de Usuarios

e Full control. autertificados Permitr  Deneagar
e Modify. Contral total ] I~
. . 2 —

e Reading and execution. Modficar ’ ]
Displ h f the fold Lectura y ejecucian ]

* Isplay the gBTiaRIS CIIENECels Mostrar el contenido de la campeta ]

e Read. Lectura ]

e To write. Escritura ]

e Special permits. Pemisos especiales =

The meaning of each permission is quite clear from its name.

For each user/group, permissions can be given (Allow) or not (Deny):

General Compartir  Seguridad  Versiones anteriores =~ Personalizar

No—t== 4= ~Lizt=-  PACCRILAM

Permisos de MyVM X
Seguridad
Nombre de objeto:  D:ASSINMyVM

Nombres de grupos o usuarios:
|
SR SYSTEM

Pe | 82 Administradores (EII-LO1-19\Administradores)
e 82 Usuarios (EII-L01-19\Usuarios)

Agregar... Quitar

Pemmisos de Usuarios

autentificados Permitir Denegar
Control total

Pa B

col Modifficar

en Lectura y ejecucion

Mostrar el contenido de la campeta

Lectura

KNRREO
ooooo

Aceptar Cancelar Aplicar

In this example we can see that users who belong to "Authenticated Users" can modify, read, and execute, show
the contents of the folder, and read the file in question. To view the permissions of another user or group in the
list, simply select them from the list.

There are several rules that the operating system applies when a process wants to access a file to verify whether
access is feasible or not. We can simplify them as follows:

e Any user/group that is not on the list cannot access the file.
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o If more than one rule can be applied (for example, a user who is both in the "administrator" and "user"
group), the Deny rules take precedence over the allow rules.

e File permissions take precedence over directory permissions.

e Assigned permissions take precedence over unassigned permissions.

e Explicit permissions (those indicated to the object itself) prevail over inherited permissions.

Permission Inheritance

To simplify the assignment of permissions to files and directories, Windows includes a permissions inheritance
mechanism. Thus, the permissions of a file or directory are, by default, inherited from those of the folder to
which it belongs. And they are not just inherited, they are tied to them, so if you change the permissions of a
folder, you also change the permissions of the objects in it. You cannot change an object's permissions if
inheritance is enabled for it.

Therefore, if we want to change the permissions of a file or folder, the first thing we must do is disable
inheritance for it.
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Securing our virtual machines

The directory structure that we are going to use to store our virtual machines on the local disk will be as follows:

e Ondisk D: There must be a directory named SSI. If it is not, create it.
o Create a directory within SSI with your UO as the name. This will be where you will store your VMs, so it
is the directory we are going to protect.

e To protect this directory (the m directory) we are going to change its properties. After right-clicking
on the directory, choose "Properties" from the drop-down menu:

A
ALSd 08 VOOIND Pasten
Anclar o Accens ragedo
& ANt loieis de UL
Alev o Voroal Wodo
§L Open s Benchuts poogect
Gt G beore
Gt Baen vieve
& Paproduts con i C

3 Opan wieh Code
0

e ot
3 Ermvonar (o Womdiors Deterdes
COACoder sino »

L e L S T

I an beblotecs

Anclar » et

e The properties box appears. Since what we need to do first of all is to disable inheritance, we need to
access "Advanced Options":

|}
Propiedades: MyVM X

General Compartir Sequridad = Versiones anteriores  Personalizar

MyVM
Tipo: Carpeta de archivos
Ubicacion: DASSI
Tamario: 0 bytes

Tamario en disco: 0 bytes

Contiene: 0 archivos, 0 capetas
Creado: jueves, 23 de enero de 2020, 9:25:28
Atributos: [®] Solo lectura {solo para archivos de la cameta)
D Ocuno

Aceptar Cancelar Aplicar
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There are several options in this window. We are interested in "Disable Inheritance":
Configuracién de seguridad avanzada para MyVM a X
Nombre: D:\SSAMyVM
Propietario: MIGUEL RIESCO ALBIZU (slbizu@uniovies) &) Cambiar
Permisos Auditoria Acceso efectivo

Pars obtener informacién adicional, haga doble chic en una entrada de permiso. Pars moddicar una entrada de permiso, seleccione [a
entrada y haga <lic en Editar (i estd disponible).

Entradas de permiso:

Tipo Entidad de seguridad Acceso Heredada de Se aplicaa !
B2 Perm.. Administradores (EI-LO1-19\..  Control tetal LA Esta carpeta, subcarpetas y arc...
B2 Perm... SYSTEM Control total D\ Esta carpera, subcarpetas y arc... |
52 Perm... Usuanos autentificados Modificar 0\ Esta carpets, subcarpetas y arc.., |
S2 Perm... Usuarios (EI-LO1-19\Usuarios)  Lecturay ejecucion DA Esta carpets, subcarpetas y arc..,
Agregar Quitar Jos

\

\

|

Deshabilitar herencia i

[C] Reemplazar todas las entradas de permisos de objetos secundanios per entradas de permisos heredables de este objete

| Cancelar Aplicar

e There are now two options: "Make inherited permissions explicit permissions on this object", which will
leave the same permissions you have but making them explicit, or "Remove all inherited permissions".
Both are possible, but it is almost better to choose the first option.

Configuracién de seguridad avanzada para MyVM O |
\
|
Nombre: DASSIAMyVM 1
Propietario: o - SR
Bloquear herencia X
Permisos
|\ ¢Qué desea hacer con los permisos heredados actuales?
Para obtenerinf ~ " 0, seleccione la
entrada y haga Estd a punto de bloquear |a herencia en este objeto, lo que significa que los permisos
heredados de un objeto primario ya no se aplicardn a este objeto.
Entradas de peri
Tpe: |8 —> Convertir los permisos heredados en permisos explicitos en
38 Perm.. A este objeto. bcarpetas y arc...
82 Perm.. Sli» ‘lbcarpetasy arc...
88 Perm.. u —> Quitar todos los permisos heredados de este objeto. tbcarpetasy arc...
852 Perm.. U ibcarpetas y arc...
\L Cancelar ‘\
[7594(535(7;! Quitar | Ver
I Deshabilitar herencia I
[] Reemplazar todas las entradas de permisos de objetos secundarios por entradas de permisos heredables de este objeto
\' Aceptar 1[ | Cancelar " Aplicar
[ ]

After accepting in the previous window, we can now prevent other users from accessing our directory.
To do this, we will remove the "Authenticated Users" and "Users" groups from the list of users and groups
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that have some permission on the file. To do this, we just have to select one of those groups and press
"Remove"

e The last step will be to ensure that our own user has access to the folder. To do this, by pressing Add,
we will add a new element to the ACL. First we add the user:

Permisos de MyVM X
Seguridad
Nombre de objeto: D ASSINMyVM

Nombres de grupos o usuarios:

S8 SYSTEM
2 Administradores (Ell-L01-19\Administradores)

‘ Agregar... | Quitar

|

Pemmisos de SYSTEM Permitir Denegar
Control total O @&
Modfficar O
Lectura y ejecucion O
Mostrar el contenido de la carpeta O
Lectura O v

e This will take us to the following window, where we will enter our user identifier (OU):

Seleccionar Usuarios, Equipos, Cuentas de servicio o Grupos X

Seleccionar este tipo de objeto:

|Usuarios. Grupos, o Entidades de seguridad integradas | ' Tipos de objeto... .

Desde esta ubicacion:

|aulasuo uniovi.es | | Ubicaciones...

Escriba los nombres de objeto que desea seleccionar (gjemplos):

leizu! )

Opciones avanzadas... Aceptar Cancelar

o After pressing "Check Names', if the user exists, the system will fill in the name:

Seleccionar Usuarios, Equipos, Cuentas de servicio o Grupos X

Seleccionar este tipo de objeto:

|Usuan‘os. Grupos, o Entidades de seguridad integradas I Tipos de objeto...

Desde esta ubicacion:

|aulasuo.uniovi.es | Ubicaciones...

Escriba los nombres de objeto que desea seleccionar (giemplos):
S ——————

(‘albizu (albizu%niovi.esi p ' Comprobar nombres ‘

Opciones avanzadas... | Aceptar Cancelar

e After pressing "OK", we will assign the "Full Access" permission after pressing "Edit" in the next window.
The end result should look something like this:
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Propiedades: MyVM X

General Compartir Seguridad  Versiones anteriores ~ Personalizar
Nombre de objeto:  D:ASSI\MyVM

Nombres de grupos o usuarios:
S8 SYSTEM
a MIGUEL RIESCO ALBIZU (albizu@uniovi.es)
H2 Administradores (ElI-L01-19\Administradores)

Para cambiar los pemisos, haga clic en Editar.

Pemisos de SYSTEM Pemitr ~ Denegar

Control total
Modificar
Lectura y ejecucion

A

Mostrar el contenido de la campeta
Lectura

Escritura v

NN SR NRN

Para especificar permisos especiales o
configuraciones avanzadas, haga clic
en Opciones avanzadas.

| Opciones avanzadas |

Aceptar Cancelar Aplicar

— —_ T

And that is it. This should be enough to allow us (and only us) to work with that folder. System and Administrators
users can also log in, but they can do so in any case.
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