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VirtualBox problems 

I have an error telling me that the host-only network interface is missing 

on the VMs 

A message like this usually comes up: 

 

Answer: The problem is easy to fix: Disable the "Host only" network card, which will normally be the second on 

the delivered VMs. That would enable the VMs to start. However, when you lose that card, you will not be able 

to use your real machine as a client of the virtual machine. However, that has an easy solution as well: 

• Make the host-only interface of another type (no matter what) and accept. Go back into the configuration 

and select host-only again. 

• If that does not work, or the problem is that no network interface name is listed, and this combo box is 

blank: 
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Then the problem in this case is an incomplete installation of VirtualBox. Cancel, return to the main screen, and 

go to this menu: 

 
 

Create a new card manually (there will be none) and put its IP as 192.168.56.1 and network mask as 

255.255.255.0. If that gives any errors, create the card automatically. That would be all unless you had to create 

it automatically. In that case, the network IP will be 192.168.<a number that is not 56>.1 and you will have 

to change the network settings of the second virtual machine interface within Ubuntu. The complementary 

materials describe how to do it. This might happen in practice labs, as host-only network cards sometimes have 

been created manually. 

I have an error with the VBOXSVGA virtual device when importing the 

machine! 

A message like these two is displayed: 
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Answer: The error is that it cannot find the VBoxSVGA virtual graphics card. This error is because you have an 

outdated version of VirtualBox. Versions earlier than 6.1.X do not show that adapter on the corresponding 

screen: 

 
 

Due to all the improvements that VirtualBox incorporates in the new versions, it is highly recommended to update 

it. It should not break compatibility with machines already created, or at least that is what the manufacturer 

says... 

When importing a virtual machine, I get error 0x80070057 

(E_INVALIDARG) error 

It would be a message like this: 

 

Answer: This happens simply because there is not enough space available on the hard disk where the virtual 

machine is being imported, so you would have to import it elsewhere or move/delete content. Being lower than 

20Gb free hard disk space is always a bad idea with Windows, since we are exposed to strange errors derived 

from it.  
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Problems accessing Ubuntu server from the Windows host: I cannot 

connect to the VM from the windows system  

In many exercises you must access your Linux system from your physical machine, usually using the SSH 

protocol (using Putty, MobaXterm (see companion guide), WinSCP, …). But even when you try to ping the VM to 

the Linux VM it does not work.  

Answer: The reason of this error can be a configuration error, problems with the SSH or with the firewall. In this 

answer we are going to explain how to solve the first problem; there is another section (SSH) to try to solve the 

others.  

1.- Finding out the network address of our machines  

To check the connection between both machines first you must find out the address that VirtualBox is using for 

the host only network. To do that:  

In VirtualBox main window, press the “Tools” menu, and then “Network”. 

  

Then, the configuration of your host-only adapter will appear:  

 

There you can find the address of you Host-Only network. The network will be something like 192.168.X.1, where 

the X can vary in each computer (normally X is 56). In this network, the physical machine will always have the 

machine number 1 (192.168.56.1 in this example), while we are using other on our Ubuntu system 

(192.168.56.33 in our example).  

2.-Solving configuration problems  
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 Once we know the addresses of our machines, is time to check if the Ubuntu system is properly configured (the 

physical system is normally configured automatically). Use the ifconfig command in the bash to display the 

configuration of the network interfaces of the Ubuntu machine:  

  

Here we can see that the second interface address is the 192.168.179.33, when it should be, in our example, 

192.168.56.33 (as we have found in the previous step).  

So, we need to change the address of this network interface. To do that, we must edit the file /etc/netplan/50-

cloud-init.yaml. This is a configuration file, so we must use the sudo command to be able to modify it. So, 

using sudo nano /etc/netplan/50-cloud-init.yaml, we change the address of that network interface:  

 

Once done, we save the file and exit from the editor. We must also restart the service:  

sudo netplan apply  
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Now, we will check again the address of the network interfaces through ifconfig:  

 

Now, everything is correct, and the connection should work. To test it, and to avoid further problems, first we 

temporally disable the firewall to be sure it will not block any connection:  

sudo ufw disable  

To check the connectivity, in a Windows physical system we run the cmd command to create a command prompt 

window. There we will try to ping our Ubuntu virtual machine:  

  

Finally, the connection is working. You can use putty, MobaXterm or other application that uses the SSH protocol 

to try to connect to the Ubuntu system from the Windows one. If it works, congratulations! If it does not work, 

move to the SSH section of this FAQ to solve the problem.  



Department of Computer Science. University of Oviedo 
FAQ - Frequently Asked Questions 
 

José Manuel Redondo López. Computer Security. “S-81 ‘Isaac Peral’” project 

8 

I cannot connect two virtual machines using an Internal network 

This problem could be due to several reasons. Please make sure that: 

• Both VMs have such a network interface enabled and its cable is connected: 

 

• The name of the internal network MUST BE THE SAME on both VMs. 

• You have IPs (preferably static) in the same network, according to what we saw in theory. Typical network 

masks are 255.255.255.0 for this purpose, and typical networks used for this begin with 192.168.X.X 

(private IPs).  

• The IPs you chose are different. For example, the first machine can be 192.168.2.20 and the second 
192.168.2.30 

This should fix the problem. The other cause is an occasional VirtualBox network daemon crash, which nowadays 

is very rare, and a system reboot may be able to fix it.  

When I start the machine I get only a black screen and it does nothing... 

This happens due to an incompatibility problem between VirtualBox and Hyper-V, which many of you have 

because other courses, such as when installing Docker Desktop. To solve this, the simplest and fastest solution  

is to use the "non-optimized" version of the supplied virtual machines (it does not matter if it is Option 1  

(the .ova) or 2 (Vagrant) because they are prepared to work in these cases. 
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Can I use .ova with VMWare? 

Although until now we had no way to prove it, thanks to the student Eduardo Blanco Bielsa we know that the 

procedure documented by VMWare here: https://kb.vmware.com/s/article/2053864 works, and the supplied 

machine can be started and executed normally.  Therefore, the answer is yes       

  

https://kb.vmware.com/s/article/2053864
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MobaXTerm problems 

I cannot connect to the VM with MobaXTerm 

When I try to use MobaXTerm I do not know what address I have to put to connect, I have put the one of the 

network, but it rejects the connection and I do not know if I am doing something wrong. What I did was do the 

install the indicated command on the virtual machine (install openssh-server) and open the firewall for ssh.  

Answer: If you have already done all that and restarted the machine, for MobaXTerm to work you must put the 

IP of the host-only adapter of the machine (the second network card). In a standard installation, it would be a 

192.168.56.X, but it can change if the host-only card was created after installation, as we said earlier. 
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ClamAV problems 

In ClamAV when I try to update the signatures it always fails 

I get this error: 

 
 

Answer: The first thing to do is to verify that the machine has a network connection with a ping or wget to a 

known website. In case there is one, if the result of the operation shows a timeout with the ClamAV signature 

server, it is a failure of the ClamAV company (not yours), as this means that their server is currently not 

accessible. It will work when restarting the machine later.  
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Lynis problems 

Where is the number that show the “machine resistance” to attacks? 

Answer: At the end of the Lynis report, indicated as “Hardening Index” 
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SSH problems 

In the Ubuntu VM you give us I am unable to connect via SSH  

Putty gives me an access denied when I enter the password (I am sure it is okay). The ssh service is running and 

the ufw shows port 22 open. I have been looking for a few things on the internet, but nothing seems to work, any 

ideas? 

Answer: Which user are you trying to access with? Because that error is seen with users who do not have 

permission to login by SSH or are created with errors. If it is the default user of the machine we gave you, is not 

this error, because this has been tested. The problem may be due to several causes, and these are viable 

solutions to test: 

• Even if it is up and running, the service might have stopped because of an error. Verify that the service 

is still operational with: sudo service SSH status, should show active (running) 

• Try to enter as that user in localhost. From the VirtualBox console of that virtual machine do ssh 

localhost and see if the password works. Once you enter, exit the VM. This rules out any 

configuration/access/operation issues with SSH. 

• Temporarily disable the firewall sudo ufw disable and try again. If it works, review port settings, a deny 

has more priority than an allow. 

• Test that the IP of the connection is that of the machine, and you are not connecting another SSH (this 

is no joke, it happened to more than one of you      ) 

• Access the UO user you created on your machine via VirtualBox console. It is possible that, if you never 

login as that user, certain files have not been created in its home, and SSH needs reading them to access. 

You can also access via ssiuser and then change users with su uoXXXXXX -. exit returns to ssiuser 

• Consult the file /var/log/auth.log, as at the end you should fin why it will not let you login as a specific 

user. You can see the final part with the tail command. Do it right after you cause an access denied to 

locate the error easier. 

• The ssh configuration comes with a default AllowUsers ssiuser. This just let ssiuser to do remote 

access. So, you must add another user you want to access with where it is indicated here: 

https://unix.stackexchange.com/questions/336861/how-to-SSH-in-a-server-when-getting-access-

denied 

  

https://unix.stackexchange.com/questions/336861/how-to-ssh-in-a-server-when-getting-access-denied
https://unix.stackexchange.com/questions/336861/how-to-ssh-in-a-server-when-getting-access-denied
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Linux commands 

Properly changing user identity 

The su command is used to change user identities when you have logged in. You can su to any user you know 

the password, but just doing su may give you problems depending on the program you are working with. This 

happens for example with gpg (you cannot access any of your keyrings) among other programs, interfering with 

the expected behavior of the laboratory commands.  

This happens because doing su <user> does not start the shell as a login shell with an environment like the real 

login. To do that you should do su <user> - (with the -) so the behavior is as the expected one and to change 

to the target user home directory automatically.  
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VM connection problems 

I am unable to access the VM services due to a timeout error 

A timeout error means that your physical host  is unable to find the machine. There are a couple of reasons for 

this: 

• Switch off the virtual machine to be able to access all its configuration. 

• First, make sure that you are using the 192.168.56.X network addressing of the VirtualBox Host-Only 

interface (or another network if you created the VirtualBox host-only interface later). This can be checked 

in File - Host network manager in the VirtualBox interface: 

 

• If this is right, disable the DHCP service in this interface that usually uses the 192.168.56.100 IP to 

provide its service and may collide with the one you put. This can be done in the same screen, in the 

"DHCP server” tab: 
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• Boot the VM again and try to access the service on the specified IP. It should work now. Make sure that 

the VM has fully booted (you reach the login: prompt) to prevent accessing prematurely. 

• If this is not right, ping to the physical host to make sure there is connection: ping 192.168.56.1. If the 

ping says something like "Destination unreachable", check the Host-only network IP in the Windows 

control panel, just in case. Note that if you have created the VirtualBox host-only network after the 

installation, this network card is usually named “NPcap loopback adapter”. 
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