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VirtualBox problems

| have an error telling me that the host-only network interface is missing

on the VMs

A message like this usually comes up:

V¢ VirtualBox - Error ? X
% Fallo al abrir una sesion para la maquina
o \ | virtual Ubuntu Server Base SSI.
orio remoto:

¥ Detalles
miento Faied to open/create the internal network

'HostInterfaceNetworking-VirtualBox Host-
| | Only Ethernet Adapter’

naestro:  [Uni| | (VERR_INTNET_FLT_IF_NOT_FOUND).
A

Ubul | Failled to attach the network LUN
(VERR_INTNET_FLT_IF_NOT_FOUND).

Cddigo resultado: =_FAIL (0x30004005)
itel PROf100017 | Componente: ConsoleWrap
itel PRO/1000N | Interfaz: IConsole Ethernet Adapters

itel PRO/1000 1 {872da645-3a5b-1727-
bee2-5585105b%eed}

OHCI

ivos: 0 (0 act] Copiar

:ompartidas

The problem is easy to fix: Disable the "Host only" network card, which will normally be the second on
the delivered VMs. That would enable the VMs to start. However, when you lose that card, you will not be able
to use your real machine as a client of the virtual machine. However, that has an easy solution as well:

e Make the host-only interface of another type (no matter what) and accept. Go back into the configuration
and select host-only again.
o If that does not work, or the problem is that no network interface name is listed, and this combo box is

blank:
{23 Ubuntu Server Base 55! 1 - Configuracisn 7 x
[
E General Red
Sisterna Adaptador 1 = Adaptador 2 Adaptador 3 Adaptador 4
[
|§| Pantalla Hahilitar adaptador de red
. Conectadn a: | Adaptador sdlo-anfitrion
i Almacenamiento
Mombre: | VirtualBox Host-Only Ethernet Adapter -
(rDJ Audio
[ Avanzadas
! | Red
& Puertos serie
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Then the problem in this case is an incomplete installation of VirtualBox. Cancel, return to the main screen, and
go to this menu:

¥¥ Oracle VM VirtualBox Administrador

Archive Maquina Ayuda

& Preferencias... Ctrl+G {::} i

U Importar servicio virtualizado... Ctrl+1 Mueva Config
(R} Exportar servicio virtualizado... Ctri+E [=] General
Q, Mueva MV en la nube... Mombre:

Sistema operat
@ Administrador de medios virtuales... Ctrl+D IE‘ Sistema
Administrador de red de anfitrién... Ctri+H Memmoria base:
Sl Administrador de perfil cloud... Ctrl+P Orden de arrar

. . Aceleradon:

& Administrador de operaciones de red...

F - .
@ Comprobar actualizaciones...

A\ Reiniciar todas las advertencias

L! Pantalla
W Sl Cerl+Q Memoria de vid
KalissI1 " Controlador gr;

Create a new card manually (there will be none) and put its IP as and network mask as
EEERBETRTER:. If that gives any errors, create the card automatically. That would be all unless you had to create

it automatically. In that case, the network IP will be s Rt IRERTII TR CL A S 120! and you will have

to change the network settings of the second virtual machine interface within Ubuntu. The complementary
materials describe how to do it. This might happen in practice labs, as host-only network cards sometimes have
been created manually.

| have an error with the VBOXSVGA virtual device when importing the

machine!

A message like these two is displayed:

1 ach 5 s 5 a Virtuakzation
WF , \ ||
. Fallo al abrirfinterpretar el servicio | 1 'ﬁ VirtualBow - Error ? X |
virtualizado . ars Dlésslova| Lo
e 1 Falla 2l abrin/nterpretar el senddo 0 .
3 virtuahzado .
7 Detalles ¢ Delales
Error in {line 116) -- Invalid value 'VBOXSVGA' in 2 Error m (line 116} - Invald velue "VBOXSWGA'
Display/@controller attribute. n Diployyicontroller attribute.

. Fiitnderbawin-5.2\outywin.amos4 releass'ob;
fUsers{vbox/tinderbox{5.2-mac-relfoutf .--" P — — ] (e
danwin.amd64/release/obj/VBoxAPIWrap/ WBoAFIWrap\Appliance lrap. cppL 3871 (lang
ApplianceWrap.cpp[387] (virtual nsresult — RO AP pRanceNToe- -8 pravscr
ApplianceWrap::Interpret()).

Result Code; E FRIL (0xBO000£005)
) | y

Result Code: NS_ERROR_FAILURE Lomponenta: ApplionceWrap

(0x80004005) LI AT

. {8398M26-add-4474-Fac3- 211 Caies o
Componente: ApplianceWrap 2140b23e}
Interfaz: IAppliance
| {8398f026-4add-4474-5bc3-2f9f21
40b23e}
SO Aceptar | i
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The error is that it cannot find the VBoxSVGA virtual graphics card. This error is because you have an
outdated version of VirtualBox. Versions earlier than 6.1.X do not show that adapter on the corresponding

screen:

{23 Windows Server 2019 - Configuracién ? .
E General Pantalla
E Sistermna Pantalla Pantalla remota Grabando
E‘ Pantalla Memoria de video: ' 128 ME |5
I 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
@ Almacenamiento 0 MB 125 ME
Mumero de monitores: ' 15
(DD Audio I 1 1 1 1 1 1 1
1 3
|§| Red Factor de escalado: | Todos los monitores 100% =
R
@ Puertos serie Min Max
Controlador gréfico: [VBoxSVGA
USB " " -
ﬁ Aceleracidn: Habilitar aceleradon 3D
P WP Ty P

Due to all the improvements that VirtualBox incorporates in the new versions, it is highly recommended to update
it. It should not break compatibility with machines already created, or at least that is what the manufacturer

says...

When importing a virtual machine, | get error 0x80070057

(E_INVALIDARG) error

It would be a message like this:

Failed to import appliance D
‘s’ \Hacking\Kali-Linux.ova.

% Details

Result Code: E INVALIDARE
{0x80070057)

Ok Copy

This happens simply because there is not enough space available on the hard disk where the virtual
machine is being imported, so you would have to import it elsewhere or move/delete content. Being lower than
20Gb free hard disk space is always a bad idea with Windows, since we are exposed to strange errors derived
from it.
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Problems accessing Ubuntu server from the Windows host: | cannot

connect to the VM from the windows system

In many exercises you must access your Linux system from your physical machine, usually using the SSH
protocol (using Putty, MobaXterm (see companion guide), WinSCP, ...). But even when you try to ping the VM to
the Linux VM it does not work.

The reason of this error can be a configuration error, problems with the SSH or with the firewall. In this
answer we are going to explain how to solve the first problem; there is another section (SSH) to try to solve the
others.

1.- Finding out the network address of our machines

To check the connection between both machines first you must find out the address that VirtualBox is using for
the host only network. To do that:

In VirtualBox main window, press the “Tools” menu, and then “Network”.

8¢ Oracle VM VirtualBox Administrader

Archive Maquina  Ayuda

Ry ¢

Exportar
Medi
Ubuntu Server Base SSI E? 1o alBox!
@ Apagada _
ventana conti

e importar, anz
D seleccionado a
e Tarea ovstar v virtualk

Then, the configuration of your host-only adapter will appear:

@ Oracle WM VirtualBox Administrador

Archive  Magquina Red  Ayuda

A

Crear | Eliminar | Propiedades

n Ubuntu Server Base S51 Mormbre Direccion/mascara IPvd  Direcc

@) Apagada VirtualBox Host-Only Ethernet Adapter #5 192.168.56.1/24

There you can find the address of you Host-Only network. The network will be something like FEEIETI IR 88}, Where
the X can vary in each computer (normally X is B). In this network, the physical machine will always have the
machine number | (TYIELEIIIE in this example), while we are using other on our Ubuntu system

(PR IEIREE in our example).

2.-Solving configuration problems
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Once we know the addresses of our machines, is time to check if the Ubuntu system is properly configured (the
physical system is normally configured automatically). Use the command in the bash to display the
configuration of the network interfaces of the Ubuntu machine:

E Ubuntu Server Base S5l [Corriendo] - Oracle WM VirtualBox

ame 0

carrier 0 collisions 0

frame 0O

carrier 0 collisions 0

Here we can see that the second interface address is the iEPRITIVLEREE, When it should be, in our example,
YIS IEREE (as we have found in the previous step).

So, we need to change the address of this network interface. To do that, we must edit the file
P TICR L. This is a configuration file, so we must use the ¥l command to be able to modify it. So,

using QL EIEN WIS TIANSa S ELVA- R LI EE LR MIZNE1, we change the address of that network interface:

do] - Oracle VM VirtualBox E Ubuntu Server Base 551 [Cornendo] - Oracle VM VirtualBox

GNU nano 2.9.3 et

2.9.3

GNU nano

from inf 4 This file i f informatio

s to it 4t hi tas Ch s to it will no

network I ] 5 =4

3-r k # set loudscloud.cfg.ds/99-c 1le-netu
iconfig:

version:

Once done, we save the file and exit from the editor. We must also restart the service:

sudo netplan apply ‘
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Now, we will check again the address of the network interfaces through [iTSS0gn :

E Ubuntu Server Base 55l [Corriendo] - Oracle WM VirtualBox

RUNMING
l. . -

frame 0

carrier 0 collisions 0O

carrier 0 collisions 0

Now, everything is correct, and the connection should work. To test it, and to avoid further problems, first we
temporally disable the firewall to be sure it will not block any connection:

sudo ufw disable ‘

To check the connectivity, in a Windows physical system we run the [ command to create a command prompt
window. There we will try to ping our Ubuntu virtual machine:

C:\Users\Miguel»ping 192.168.56.33

L

Haciendo ping a :
Respuesta desde :
Respuesta desde :
Respuesta desde :
FRespuesta desde 192.168.56.

con 32 bytes de datos:
tiempo<im TTL=64
tiempo<im TTL=64
tiempo<im TTL=64
tiempo<im TTL=64

oY

WL L
o

oY

Estadisticas de ping para 192.168.56.33:
Paguetes: enviados = 4, recibidos = 4, perdidos =
(8% perdidos),

Tiempos aproximados de ida y wvuelta en milisegundos:
Minimo = 8ms, Maximo = Bms, Media = Bms

C:%\UsersiMiguels

Finally, the connection is working. You can use putty, MobaXterm or other application that uses the SSH protocol
to try to connect to the Ubuntu system from the Windows one. If it works, congratulations! If it does not work,
move to the SSH section of this FAQ to solve the problem.

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project
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| cannot connect two virtual machines using an Internal network

This problem could be due to several reasons. Please make sure that:

e Both VMs have such a network interface enabled and its cable is connected:

{3 Ubuntu Server 18.04 Pruebas Hardening - Configuracion
q q

M General

Sisterna

[ Pantalla

2] Armacenamiento
(DJ Audio

) Red

£ Puertos serie
(5 use

D Carpetas compartidas

El Interfaz de usuario

Red

Adaptador 1 Adaptador 2 Adaptador 3 Adaptador 4

Habilitar adaptador de red

Conectado a:

Mombre:

W Avanzadas

Tipo de adaptador:
Modo promiscuo:

Direccidn MAC:

Red interna o

intnet

Intel PROf1000 MT Desktop (82540EM)
Denegar

030027CABFRE

Cable conectado

Reenvio de puertos

Cancelar

e The name of the internal network MUST BE THE SAME on both VMs.
e You have IPs (preferably static) in the same network, according to what we saw in theory. Typical network

masks are PEEPRYEIREER for this purpose, and typical networks used for this begin with

(private IPs).

e The IPs you chose are different. For example, the first machine can be and the second

192.168.2.30

This should fix the problem. The other cause is an occasional VirtualBox network daemon crash, which nowadays
is very rare, and a system reboot may be able to fix it.

When | start the machine I get only a black screen and it does nothing...

This happens due to an incompatibility problem between VirtualBox and Hyper-V, which many of you have
because other courses, such as when installing Docker Desktop. To solve this, the simplest and fastest solution
is to use the "non-optimized" version of the supplied virtual machines (it does not matter if it is Option 1
(the ) or 2 (Vagrant) because they are prepared to work in these cases.

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project



Department of Computer Science. University of Oviedo Q -
FAQ - Frequently Asked Questions :

.'\"/g
=

Can | use .ova with VMWare?

Although until now we had no way to prove it, thanks to the student Eduardo Blanco Bielsa we know that the
procedure documented by VMWare here: https://kb.vmware.com/s/article/2053864 works, and the supplied

machine can be started and executed normally. Therefore, the answer is yes &
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MobaXTerm problems

| cannot connect to the VM with MobaXTerm

When | try to use MobaXTerm | do not know what address | have to put to connect, | have put the one of the
network, but it rejects the connection and I do not know if | am doing something wrong. What | did was do the

install the indicated command on the virtual machine (install B IS and open the firewall for 5.

If you have already done all that and restarted the machine, for MobaXTerm to work you must put the
IP of the host-only adapter of the machine (the second network card). In a standard installation, it would be a
IEPRETIELR,. but it can change if the host-only card was created after installation, as we said earlier.

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project
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In ClamAV when | try to update the signatures it always fails

| get this error:

apt install clamav

votresho Lam, 1oy,

amzv-freshclam stop

slarted at Hon Feb
] for cowload o
1 Feb 3 14: * Douwn Loac ] 1 Mon Feb 3 16:42:51
g ._"_-r 1
fan Feb

Fet 3 : E .
1 FE 3 : ¥ i 3 ahle for downlos
1 FeEm 3 1&: * Dounlnacs ] 1 kan Feb
. ._"_-I- '
qon Fel

' Fer 3 16 > L agalin in .
1 FEn 3 16: # ase avallable for dowaload (re

]

The first thing to do is to verify that the machine has a network connection with a or M toa
known website. In case there is one, if the result of the operation shows a timeout with the ClamAV signature
server, it is a failure of the ClamAV company (not yours), as this means that their server is currently not
accessible. It will work when restarting the machine later.
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Lynis problems

Where is the number that show the “machine resistance” to attacks?

At the end of the Lynis report, indicated as “Hardening Index”

Hardening index : &
Tests pertormed : 22
Flugins enabled : 1

6 [HrE#REEEEY
24

Components:
- Firewall
- Malware scanner

Lynis Modules:

- Compliance Status
- Security Audit

- Yuulnerability Scan

Files:
- Test and debug information : svarslogslynis. log
- Report data : Suarslogslynis-report . dat

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project
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SSH problems

In the Ubuntu VM you give us | am unable to connect via SSH

Putty gives me an access denied when | enter the password (I am sure it is okay). The [l service is running and
the [ shows port BB open. | have been looking for a few things on the internet, but nothing seems to work, any
ideas?

Which user are you trying to access with? Because that error is seen with users who do not have
permission to login by SSH or are created with errors. If it is the default user of the machine we gave you, is not
this error, because this has been tested. The problem may be due to several causes, and these are viable
solutions to test:

Even if it is up and running, the service might have stopped because of an error. Verify that the service
is still operational with: ST IR I T should show

e Try to enter as that user in localhost. From the VirtualBox console of that virtual machine do ﬂ
and see if the password works. Once you enter, the VM. This rules out any
configuration/access/operation issues with 3.

e Temporarily disable the firewall and try again. If it works, review port settings, a
has more priority than an [JEESY.

o Test that the IP of the connection is that of the machine, and you are not connecting another SSH (this
is no joke, it happened to more than one of you &)

e Access the UO user you created on your machine via VirtualBox console. It is possible that, if you never
login as that user, certain files have not been created in its home, and SSH needs reading them to access.
You can also access via and then change users with T ccl. Loehy returns to

e Consult the file RINET TG L as at the end you should fin why it will not let you login as a specific
user. You can see the final part with the command. Do it right after you cause an access denied to
locate the error easier.

o The Ml configuration comes with a default [FET IR ITRNETY. This just let to do remote
access. So, you must add another user you want to access with where it is indicated here:
https://unix.stackexchange.com/questions/336861/how-to-SSH-in-a-server-when-getting-access-
denied
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Linux commands

Properly changing user identity

The [ command is used to change user identities when you have logged in. You can [ to any user you know
the password, but just doing 8 may give you problems depending on the program you are working with. This
happens for example with (you cannot access any of your keyrings) among other programs, interfering with
the expected behavior of the laboratory commands.

This happens because doing does not start the shell as a login shell with an environment like the real
login. To do that you should do (with the ) so the behavior is as the expected one and to change
to the target user home directory automatically.

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project
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VM connection problems

| am unable to access the VM services due to a timeout error

A timeout error means that your physical host is unable to find the machine. There are a couple of reasons for
this:

o Switch off the virtual machine to be able to access all its configuration.

o First, make sure that you are using the network addressing of the VirtualBox Host-Only
interface (or another network if you created the VirtualBox host-only interface later). This can be checked
in File - Host network manager in the VirtualBox interface:

Administrador de red anfitrign —_ O =

i |

Crear | Eliminar | Propiedades

MNaombre Direccign/mdscara IPv4  Direccidgn/mascara IPVE  Servidor DHCP
VirtualBox Host-Only Ethernet Adapter 192.168.56.1/24 Habilitar

Adaptador Servidor DHCP

() Configurar adaptador automaticaments
® configurar adaptador manualmente

Direccién TPv4: [132.168.56.1 |

Méscara de red IPv4: [255,255,255.0 |

Direccidn IPv6: |fe80::ccad: 2a8f:9baf: 595f

Longitud de mascara de red IPve: |64

Restaurar Aplicar Cerrar

o If this is right, disable the DHCP service in this interface that usually uses the IP to
provide its service and may collide with the one you put. This can be done in the same screen, in the

"DHCP server” tab:

José Manuel Redondo Lopez. Computer Security. “S-81 ‘Isaac Peral” project
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Administrador de red anfitrion _ O W

=

Crear | Eliminar | Propiedades

Mombre Direccidn/madscara [Pv4  Direccidn/madscara IPVE  Servidor DHCP
VirtualBox Host-Only Ethernet Adapter 192.168.56.1/24 Habilitar

Adaptador Servidor DHCP
[ Habilitar servidor
Direccidn del servidor: |192.168.56.100
Méscara del servidor: |255.255.255.0
Limite inferior de direccones: |192.168.56.101

Limite superior de direcciones: |192.168.56.254

Restaurar Cerrar

e Boot the VM again and try to access the service on the specified IP. It should work now. Make sure that
the VM has fully booted (you reach the prompt) to prevent accessing prematurely.

e If thisis not right, to the physical host to make sure there is connection: . If the
says something like NI Tty check the Host-only network IP in the Windows
control panel, just in case. Note that if you have created the VirtualBox host-only network after the

installation, this network card is usually named ‘e IRt Y QLT Ady -
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