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Introduction and start-up

Tool overview

MobaXTerm (https://mobaxterm.mobatek.net/) is a client that supports many remote machine access protocols

(SSH, X171, RDP, VNC, FTP, MOSH,...) and Unix commands (3353, I, %, ity T, . R ) on

Windows systems. Among its most interesting capabilities we have:

e Automatically export the graphical subsystem from a remote Linux to the Windows client, so that any
graphical application that is booted on the server can be viewed on the client, even if the server is in
console mode.

e SSH client supporting multiple tabs, allowing complete text copying and pasting capabilities.

It is recommended to use MobaXTerm as an alternative SSH client to the well-known Putty or to boot graphical
applications on the server whose interface is displayed on the client without having to change any settings or
do operations to do so, which is extremely simple.

MobaXTerm has a free version that we can download from here:
https://mobaxterm.mobatek.net/download.html, and that is enough for our laboratories:_. It is important to
choose the portable option, as it does not require installation and can be used in the lab without problems:

U a https://mobaxterm mobatek.net/download-home-edition.html

%Mobaxterrn Home Demo Features Download Plugins Help Contact f &
>

MaobaXterm Home Edition

Download MobaXterm Home Edition (current version)

& MobaXterm Home Edition vi2.4 MobaXterm Home Edition v12.4
(Portable edition) (Installer edition}
Download previous stable version:  MobaXierm Portable vi2.3  MobaXterm Installer v12.3

You can also get early access to the latest features and improvements by downloading MobaXterm Preview version:

[ MobaXterm Preview Version J

It is compatible with any Windows version
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.Tool usage

Preparing and connecting to the server

To connect in console mode to any remote server it is necessary to have the OpenSSH Server package installed
on it (if we do not already) in that server with BT A LRI AR LU Ry [N case we have it we will see
a console like this. In addition to the terminal, we have access to a browser with the remote files that we have
read permissions.

B 192.168.2.33 (operarin) — ] X
Terminal  Sessions  View Xserver Tools Games Settings Macros  Help

& % % = % & B ¥ B & & 0 X ©

Session  Servers Tools Games  Sessions View Split MuliExec Tunreling Packages Settings Help X server Exit

@

Quick connect...

: - -
& st @l A
fhomefoperario/ °|
% *  Mame @
% M.
(& cache . H-browser v ) )
.anupa . ):1}—fon-rard1ng : v (remote display is forwarded through 55H)
= Jocal * DISPLAY : v (automatically set on remote server)
o
= Open-SecTraining » For more info, ctrl+click on help or visit our website
! scap-security-guide-0. 1.45-0...
vhox
] Xsser Welcome to Ubuntu 18.84.3 LTS (GNU/Linux 4.15.0-70-generic x86_64)
o .bash_history :
= .bash_logout * Dacumentation: https://help.ubuntu.com
& .bashr_c * Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage
g .profile
-python_history System information as of Tue Jan 14 16:18:58 UTC 2820
(-4} .sudo_as_admin_successful
wgethsts System load: 8.0 Users logged 1in:
Cldvwa Usage of /: 17.4% of 39.12GB IP address for enpBs3:
=] erum bt Memory usage: 19% IP address for en
=) googlemalware. bt Swap usage: % IP address for enp@s10
ghust'nap.txt Processes:
: http-google-email.nse
__lindex.html. 1 Pueden actualizarse 18 paquetes.
host. txt 8 actualizaclones son de seguridad.
kto. et
maplona. et Failed to connect to https://changelogs.ubuntu.com/meta-release-lts. Check your Internet connection o
mapresult, bt r proxy settings
=| output. bt
£ reportpase il Last login: Tue Jan 14 16:18:84 2628
@f'nd”-h‘rﬂ' /fusr/bin/xauth: file shome/operario/.Xauthority does not exist
4 scap-security-guide-0.1.45-0... & | RIS ISR B L LR |
< >
Remote monitoring
[ Follow terminal folder
v

If we right click on the terminal window we will be asked if we want to assign this button to the Paste command
or the context menu. We assign the latter to see the following options (including Paste As well). The Paste option
allows us to copy any text from the client machine to the server without problems, which is especially useful in
laboratories that require copying many commands. In addition, it does so without installing a GUI, so it does not
impose any additional resource usage on the server. Note that this functionality also exists with Putty.

The MobaXTerm console supports many more commands that can be useful to us (see image) and that we
encourage you to try & Note that the option to Copy the contents of the terminal window is also included.
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BT 192.168.2.33 (operario)

. -
EINERC R
Quick connect...

v TO®R AN

Ihome/operariof Q|

A

~  MName

tl.
.cache
.gnupg
local
Open-SecTraining
scap-security-guide-0. 1.45-0...
vbox

Sessions

o Tools

Hsser
.bash_history
.bash_logout
.bashrc
profile
.python_history
.sudo_as_admin_successful
waet-hsts
=
| | dvwa
=
num. bt
ooglemalware, bt
=| hostmap. bt
http-google-email.nse
indesc.html. 1

@ sftp A Macros

\E| output. bt

araponﬂase.hlm\

@r\ndex.html

[ cap-security-guide-0. 1.45-0...
< 4

Remote monitoring

[1 Follow terminal folder

Terminal Sessions View Xserver Tools Games Settings Macros  Help

: 8 8B v B & &£ 0

Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help

Documentatien: https://help.ubuntu.com
Management: k landscape. c ic
upport:

System load: 0.0 Users logged in:
Usage of /: 17.4% of 39.12GB IP addr for el
Memory usage: IP addr for e
Swap usage: % IP address for e
Processes:

Pueden actualizarse 1@ paguetes.
8 actualizaciones son de seguridad.

changelogs .ubuntu.com

: Tue Jan 14 16:10:04 2020
file /homesoperario/.Xauthority dog
:~% cd Jvar/www/
Mo such file or directory

mhost . txt reportBase
nmikto.txt rindex.htm
googlemalware. txt nmap long . txt
hostmap. txt ;
http-google-email.nse
index.html.1

1 erverlge4:/va d
operario@serverlsed: nano fichero.txt
operario@serverlsg

UNREGISTERED VERSION - Please support Moba¥term by subscribing to the professional edition here: https: fimobaxterm mobatek

- O

x

X ©

X server

Copy

Copy All

Copy formatted text (RTF)
Paste

Record a new macro

Increase font size Ctrl+MousewheelUp

Decrease font size Ctrl+ MousewheslDown

Find

Save to file
Print

Reset Terminal
Clear Scrollback

Set terminal title
Toggle scrollbar

Fullscreen
Syntax highlighting

Receive file using Z-modem
Send file using Z-modem
Change terminal settings...

Special Command

Event Log

Exit

1

One thing to keep in mind is that before pasting texts we will be offered a preview of what we want to paste just
in case. We can disable this preview if we don't want to use it.

Paste confirmation

You are aboutto

GNU nano 2.9.3 fichero.txt

.2.33 (operario) v dh

paste the following lines:

j0..| |<html=
<head=

=/head=
<body=

=/body=
=</himl=

<title= Texto de prueba </title=

<p> Cuerpo de prueba </p>

d

IO
>
s |
R Get Help
ler M Exit

[ Do not show this message again

Each line will be pasted into the terminal and may be executed if you are inside an interactive shell
Are-you sure youwantto continue?

B Write out B where Is QR Cut Text ] Justify
sl To Spell

fi Read File @) Replace WY Uncut Text

B Cur Pos_ EEY Undo
Wl Go To Line 3 Redo

And finally, the terminal will copy the text on the program that we have active: either an editor like the ¥ or
the OS shell itself. This makes creating documents, modifying them, or executing commands from laboratory
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scripts on machines without GUI very simple. If you also combine this with multiple simultaneous terminals
thanks to [, you will have a very advanced text-based work environment.

B 192,168.2.33 (operario) - [} b
Terminal Sessions View Xserver Tools Games Settings Macros Help
.s, - o
& % % = &k B 8B Y B & L 0 X 0O
Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit
Quick connect... ? 33 (operario) &
- [ fichero.txt Modified ~
& s+t @ A |
fhomefoperario/ o|
m s
é v MName = <title> Texto de prueba =/title=
@ /. </head=>
o .cache <body=
.anupg =p> Cuerpo de prueba =/p=
w0 Jocal </body>
a . </htm =]
S, Open-SecTraining
! scap-security-guide-0. 1,45-0...
vhox
g xsser
(= .bash_history
= .bash_logout
v .bashrc
g .profile
.python_history
@ .sudo_as_admin_successful

.wget-hsts
dvwa

L)

= enum. bt
googlemalware, et
hostmap. tet
http-google-email.nse
index.html. 1
mhost. et
nikto, bt
nmaplong. tet
nmapresult. et
output. txt
areportBase.himl
arindex.hh'nl
ﬂ_ scap-security-guide-0. 1,45-0...
£ >

R LR L8 L LR L

Remaote monitoring ‘

Cut Text

I Cur Pos
MY Uncut Text

Go To Line

B8 Get Help
W Exit

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https: fjmobaxterm.mobatek.net

W write out @ Where Is BN Justify (| EHY undo
Wi Read File g\ Replace Wl To Spell g M- EREL

[ Follow terminal folder

Running graphical applications on the server without booting a GUI

As we said earlier, one of the most interesting features of MobaXTerm is to be able to automatically use
graphical applications installed on the server from the Windows client that connects to the server, but without
needing to have a full GUl installed or booted on the server. That is convenient because it allows you to use GUI
programs on an Ubuntu that does not have a full GUI installed, only the base of the X717 subsystem, which takes
less space than a GUI (about 500 Mb): https://developer.ibm.com/tutorials/I-lpic1-106-1/

To do this we install the following packages that give us the base of the X11 system:
PPYEREN. Once this is done, we can install any graphic application, such as Firefox with
BTNy Please note that in our VM there is a GUI installed, so this step is not necessary. Thanks to this you
can use GUI applications from your host without booting the GUI (TIagy), though, which may save you
resources. This is a viable option if you opted to install your own VM for the course from scratch, and you did
not install the GUI yet: you can now choose to install only the base X11 system.

If we start Firefox on the server from MobaXTerm, its interface will be automatically displayed on our Windows
client without installing an entire GUI. Therefore, with MobaXTerm we cover all the use cases that we may need
in laboratories:
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e Copying text blocks
e Pasting text blocks
e Testing applications with GUI installing as little software as possible on the Ubuntu machine of the

& Mozillz Firefox@sen - s
@ New Tab X | ER Firefox Privacy Notice — x | =
A o IQ Search or enter address Vl N @ & =
B 192.168.2.33 (operaric) - ] b g
Terminal Sessions View Xserver Tools Games Settings Macros Help
at N -
E % % % A E Y B & & e X O
Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server Exit
QLHCk connect... . 182, (operario} % hl
& 0t O® AR ion to 10@1
Ihome/operario/ o‘ compression v
P = -browser s ) :
g v Mame * X11-forwarding : » (remote display is forwarded through
@ A * DISPLAY : v [automatically set on remote server)
o .cache L ) L
gnupa » For more info, ctrl#click on help or visit our
n Jocal
]
Q2 Open-Seclraining Welcome to Ubuntu 18.04.3 LTS (GNU/Linux 4.15.0-78-generic x86_64)
! scap-security-guide-0, 1.45-0..,
vbox Documentation: https://help.ubuntu.com
2 xsser Management: https://landscape.canonical.com
I ‘bash_history Support: https://ubuntu.com/advantage
= .bash_logout ~ - R
# bashre System information as of Tue Jan 14 16:54:38 UTC 2628
g -profie ) System load: 0.85
bt python_history Usage of /: 18.7% of 39.12GB
J .sudo_as_admin_successful Memory usage: 20%
swget-hsts Swap usage: 0%
Kauthority Processes: 116
:d\«'wa
enum. txt 2
Pueden actualizarse 59 paguetes.
fichero. et £ 5 = 2
20 actualizaciones son de seguridad.
googlemalware, tct
] hostmap. txt v to connect to https://changelo Check your Int|
httn-nnnale-email nes 5 - pagty
a D r proxy settings
Remote monitoring -
— i3 '|_c_-g1n' Tue Jan 14 16:53:51 2820
[ Follow terminal folder operario@serverl804:~s firefox
UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https:/fmobaxterm.mobatek.net
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