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Computer Security
INTRODUCTION

Is there a quick way to test if a system have vulnerabilities?
• Yes, although it is not perfect: automatic vulnerability discovery tools

We will review a couple of them in this seminar

They allow us to obtain a clear summary of the most evident vulnerabilities a 
system may have, saving us time
• They DO NOT substitute (just complement) the work of a proper security audit

These tools just perform vulnerability scans
• NEVER to be confused with a pentesting or with the work of a Red Team
• Some companies call using one of these tools “pentesting”: this is deceiving and WRONG

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security
INTRODUCTION: THE IMPORTANCE OF THESE TOOLS

They are professional and very powerful programs that automatically discover 
vulnerabilities on any machine
• Windows, Linux, MacOS, web server or not, ...

They might save us a LOT of time
• And could do better work than us detecting vulnerabilities manually in certain cases
• We can try to combine the results of multiple ones to increase result reliability

If all the problems detected by these tools are fixed, the target machine will be 
significantly less vulnerable
• Therefore, they are necessary tools for every security engineer...
• ... but we shouldn't just use them for a full analysis and do nothing more

Every tool generates a substantial amount of network traffic 
• And may require a high number of resources from the target
• Therefore, we NEVER have to launch them without proper authorization from the owner!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security
INTRODUCTION: OTHER TOOLS

We will review some of these tools
• But we can find additional ones that allow us to explore the target considering different criteria or 

vulnerabilities to find

Some are
• Invicti (previously Netsparker): https://www.invicti.com/

• Acunetix: https://www.acunetix.com/

• Core Impact: https://www.coresecurity.com/products/core-impact

• Probely: https://probely.com/

• Indusface WAS Free Website Security Check: https://www.indusface.com/website-security-scan.php

• Dradis Reporting and Collaboration tools for security professionals (not really a vulnerability scanner, 
but very useful to communicate their results): https://dradisframework.com/ce/

More information
• https://www.softwaretestinghelp.com/penetration-testing-tools/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.invicti.com/
https://www.acunetix.com/
https://www.coresecurity.com/products/core-impact
https://probely.com/
https://www.indusface.com/website-security-scan.php
https://dradisframework.com/ce/
https://www.softwaretestinghelp.com/penetration-testing-tools/
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Computer Security

One of the most used tools of this type
• Allows in-depth analysis of a computer
• Performing a detailed audit of its services 
• Covering a great amount of potential security 

issue vectors
• Analyzes configurations, patches, webs, 

networks, systems, data and applications...

Requires 4+ Gb RAM (just for the app)

Detects more than 100,000 potential 
vulnerabilities (frequently updated)
• The free version (Nessus Home Feed) detects 

less vulnerabilities than the commercial one
• And is limited to 16 different IPs

Tutorial
• http://www.reydes.com/d/?q=Instalacion_de_Nessus_en_Kali_Linux

NESSUS
http://www.tenable.com/products/nessus

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://www.reydes.com/d/?q=Instalacion_de_Nessus_en_Kali_Linux
http://www.tenable.com/products/nessus


Computer Security

Part of the commercial vulnerability 
management product family 
"Greenbone Security Manager" (GSM)

Allows detailed vulnerability scans
• You can check more than 53,000+ different 

vulnerabilities, being updated daily
• Requires to update its vulnerability DB 

periodically to maximize detection
• The process is not straightforward

• sudo runuser -u _gvm -- greenbone-nvt-sync

• sudo runuser -u _gvm -- greenbone-scapdata-sync

• sudo runuser -u _gvm -- greenbone-certdata-sync

• Also requires 4+ Gb RAM just for the app

Tutorials
• https://blog.ehcgroup.io/index.php/2018/06/21/escaneo-de-

vulnerabilidades-con-openvas-9-parte-1-instalacion-y-configuracion/

• https://blog.ehcgroup.io/index.php/2018/06/21/escaneo-de-
vulnerabilidades-con-openvas-9-parte-2-escaneo-de-vulnerabilidades/

OPENVAS 
http://www.openvas.org

Source: https://null-byte.wonderhowto.com/how-to/perform-large-scale-network-
security-audit-with-openvass-gsa-0179340/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://blog.ehcgroup.io/index.php/2018/06/21/escaneo-de-vulnerabilidades-con-openvas-9-parte-1-instalacion-y-configuracion/
https://blog.ehcgroup.io/index.php/2018/06/21/escaneo-de-vulnerabilidades-con-openvas-9-parte-1-instalacion-y-configuracion/
https://blog.ehcgroup.io/index.php/2018/06/21/escaneo-de-vulnerabilidades-con-openvas-9-parte-2-escaneo-de-vulnerabilidades/
https://blog.ehcgroup.io/index.php/2018/06/21/escaneo-de-vulnerabilidades-con-openvas-9-parte-2-escaneo-de-vulnerabilidades/
http://www.openvas.org/
https://null-byte.wonderhowto.com/how-to/perform-large-scale-network-security-audit-with-openvass-gsa-0179340/
https://null-byte.wonderhowto.com/how-to/perform-large-scale-network-security-audit-with-openvass-gsa-0179340/


Computer Security

Considered the most powerful 
automatic vulnerability discovery tool
• Complete vulnerability management platform

• Risks, vulnerability tracking, vulnerabilities on 
containers…

• Discovers vulnerabilities and shows their 
possible exploits

• But it can use more exploits than other 
similar tools that we will see (Metasploit)

• Shows more vulnerabilities and works on a 
larger scale than other similar tools

• Unfortunately, it is not free (30-day trial only)

Tutorial
• https://www.javatpoint.com/ethical-hacking-installing-

nexpose

NEXPOSE
https://www.rapid7.com/products/nexpose/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.javatpoint.com/ethical-hacking-installing-nexpose
https://www.javatpoint.com/ethical-hacking-installing-nexpose
https://www.rapid7.com/products/nexpose/


Computer Security

EXAMPLE

(1) Analyzing a 
sample OpenVAS / 

Nessus output

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Computer Security
WHY A SEPARATE CATEGORY OF TOOLS?

Web-based applications are everywhere nowadays, and have their own type of 
specific vulnerabilities

The previous tools may also detect them
• But the scope of these tools is very broad and require a lot of time to complete the scan
• Maybe they report things we are not interested in if we only need to handle web vulnerabilities
• Web vulnerabilities depend on the technologies / frameworks used to build them
• These tools focus only on the web and allow us to perform specialized scans more efficiently 
• Therefore, they discover web vulnerabilities faster (and with less resource requirements)

Therefore, they are a complement of the previous ones and those shown in other 
course parts

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

It is a multipurpose tool
• Proxy interceptor: allows you to inspect and 

modify traffic between browser and applications
• Spider: automatic / manual website inspection

• A manual spider collects information from a 
website as we browse it

• It doesn't have the limitations of automatic ones

• Scanner: detecting various types of 
vulnerabilities in web applications

• An intrusion module to find and exploit 
vulnerabilities

• A request repetition module 
• Analysis of the session token strength
• Some of these features are only for the non-free 

version

BURP SUITE 
http://portswigger.net/burp/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://portswigger.net/burp/


Computer Security
BURP SUITE

Usages of the free version
• Observing GET, POST parameters of any web request and its responses
• “Freeze” the request before it goes to the server, and allow you to modify ANY PART OF IT

• Headers, parameters, parameter values, cookies...
• Once all the client validation has been executed (JavaScript)

• Therefore, with tools like this, client-side validation is not effective (can be easily bypassed)

• Allows to fully transform the information sent from clients to servers
• Causing errors that would not be possible otherwise...

Admits extensions that greatly improve its functionality
• List of most useful extensions: https://github.com/snoopysecurity/awesome-burp-extensions

• Extension to rotate the IP on each request: https://www.kitploit.com/2019/08/iprotate-extension-for-burp-suite-which.html

• Extension to find XSS vulnerabilities: https://github.com/wish-i-was/femida

There are other similar applications
• Zap: https://owasp.org/www-project-zap/

• WebScarab: https://www.owasp.org/index.php/Category:OWASP_WebScarab_Project

• More: https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/snoopysecurity/awesome-burp-extensions
https://www.kitploit.com/2019/08/iprotate-extension-for-burp-suite-which.html
https://github.com/wish-i-was/femida
https://owasp.org/www-project-zap/
https://www.owasp.org/index.php/Category:OWASP_WebScarab_Project
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools


Computer Security
CLIENT-SIDE VALIDATION

When we say we can bypass client-side validation we mean that some pages really 
rely on it thinking that it is a real security measure
• This is an error, and it has a great cost
• Things like this check the input values of the client… (NOTE: This script is from a real website)
• But once they reach Burp you can modify them, rendering all this code useless!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

To use Burp proxy, it is necessary to tell 
the browser that we will use a proxy to 
send requests 

We must use the option to set up a proxy 
that every browser has

In Firefox we can go to General –
Network Proxy

BURP HTTP PROXY

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

Once Burp starts, it remains listening 
on localhost, port 8080

So, we must indicate this address to 
use Burp as a proxy for everything

Now we can "intercept" all the HTTP 
traffic we generate!

Both requests and their responses

BURP HTTP PROXY

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

Sometimes the browser shows errors!

When using HTTPs, using a proxy may 
cause the browser to show a potential 
AitM warning
• There's an intermediary intercepting a 

supposedly secure connection!
• In this case we can add an exception, as we 

indeed are doing it!

But if this happens in real life, with a 
website that never had such problems 
• It may be exactly that!
• Either the administrator has renewed the 

website certificates wrongly
• Or somebody is doing an Attacker-in-the-Middle

(AitM) attack to steal our data, watch out!

BURP HTTP PROXY: INSPECTING

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

To examine HTTP traffic, we can
• Click “Forward”: Sends one request and re-

intercept the corresponding response
• Or, if this request generates requests to other 

URLs, intercept the next request

• Disable interception: the browser behaves 
normally
• No request/response is stopped, and no data 

is captured

What kind of data can we expect?

BURP HTTP PROXY: INSPECTING

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

The HTTP request header
• In this case it has nothing worth mentioning

A cookie with a session ID: in this case is 
truly random, not predictable 
• We cannot impersonate other users easily
• We could only do that if we steal a valid one

__cfuid: session ID that showing that the 
service is behind CloudFlare 
• CDN, Topic 5
• It is “shielded” against a great deal of attacks

We know how to view and modify any 
HTTP traffic at will
• Opens lots of possibilities to inspect applications
• What possibilities? See next slide

BURP HTTP PROXY: INSPECTING

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


This stops and shows us every request we 
make from the browser

Modify the URL parameters and 
see what happens

You can modify the body of the 
request and see what happens 
☺ . E. g.:
• “New” HTTP methods: JET Instead of 

GET ☺

• Non-existent or wrong versions of 
HTTP

• Host or Referer set to different pages
• Changes in the Cookie: Another 

session ID...
• There are many options: The request 

is at our mercy, and with this tool we 
can skip any kind of client-side 
validation the page makes

• The client-side page code is 100% 
yours!

Send the 
modified 
request to the 
server This request will not reach the server!



Server type and version!

Technology used to make the page!

Type and versions of software and 
operating system!

What if we use it to provoke errors? 
Enumeration!



Computer Security
ADDITIONAL ENUMERATION TOOLS OF BURP SUITE

Apart from request manipulation, there are two additional Burp tools that are very 
useful in enumeration processes
• Burp Repeater: tool for manually manipulating and reissuing individual HTTP and WebSocket

messages, analyzing the application's responses
• It can be used to change parameter values to test for input-based vulnerabilities
• Issuing requests in a specific sequence to test for logic flaws
• Reissuing these requests from Burp Scanner
• …
• Tutorial: https://portswigger.net/burp/documentation/desktop/tools/repeater/using

• Burp Spider: Automatic crawler of all website pages
• We can download the whole site and analyze its contents locally in detail
• Tutorial: https://fwhibbit.es/burp-suite-ii-construyendo-un-objetivo-sitemap-spider

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://portswigger.net/burp/documentation/desktop/tools/repeater/using
https://fwhibbit.es/burp-suite-ii-construyendo-un-objetivo-sitemap-spider


Computer Security

GPL web server scanner

Run a comprehensive test set to any web 
server looking for
• 6500+ dangerous files or CGIs
• Old server versions
• Known web server configuration issues 
• Installed server and running services versions

• Known vulnerabilities/issues with these versions

Wikto (Nikto for Windows) adds some 
extra features, making it more powerful

Consumes few resources, especially if 
compared to OpenVAS or Nessus

Tutorial
• https://www.securityartwork.es/2014/02/27/intro-al-escaner-de-

web-nikto-ii/ 

NIKTO2 / WIKTO 
http://www.cirt.net/nikto2/, http://research.sensepost.com/tools/web/wikto 

x     Reverse Tuning Options (i.e., include all except specified)

nikto -Display 1234EP -o report.html -Format htm -Tuning 123bde -host 

192.168.20.10

a     Authentication Bypass

b     Software Identification

c     Remote Source Inclusion

d     WebService

e     Administrative Console

 -Version: Print plugin and database versions

 EXAMPLES 

6     Denial of Service

7     Remote File Retrieval - Server Wide

8     Command Execution / Remote Shell

9     SQL Injection

0     File Upload

2     Misconfiguration / Default File

3     Information Disclosure

4     Injection (XSS/Script/HTML)

5     Remote File Retrieval - Inside Web Root

4     Enumerate user names via cgiwrap (/cgi-bin/cgiwrap/~user 

type requests)

5     Attempt to brute force sub-domain names, assume that the 

host name is the parent domain

6     Attempt to guess directory names from the supplied 

dictionary file

TUNING OPTIONS
1     Interesting File / Seen in logs

B     Use binary value 0x0b as a request spacer

MUTATE OPTIONS
1     Test all files with all root directories

2     Guess for password file names

3     Enumerate user names via Apache (/~user type requests)

EVASION OPTIONS

 -config+: Use this config file

 -dbcheck:  check database and other key files for syntax errors

 -Display+:  Turn on/off display outputs

 -vhost+: Virtual host (for Host header)

 -evasion: Encoding technique to use to avoid WAFs, etc. 

 -mutate: Guess additional file names

1     Random URI encoding (non-UTF8)		

2     Directory self-reference (/./)		

3     Premature URL ending		

4     Prepend long random string		

5     Fake parameter		

6     TAB as request spacer		

7     Change the case of the URL		

8     Use Windows directory separator (\)	

A     Use a carriage return (0x0d) as a request spacer	

 -Format+:  save file (-o) format

 -Help: Extended help information

 -host+: target host/URL

Nikto 2.1.6 Cheatsheet (ingenieriainformatica.uniovi.es)

Lightweight web server vulnerability scanner

https://cirt.net/Nikto2

GENERAL USAGE
nikto -host <url> [options]

 NOTES 

 OPTIONS 

 + means that the option requires a value

Options in stronger bold font are detailed in separate tables

 -id+:  Host authentication to use, format is id:pass or id:pass:realm

 -list-plugins: List all available plugins

 -no404: Disables 404 checks

 -nossl:  Disables using SSL

 -port+: Port to use (default 80)

 -output+: Write output to this file

 -Plugins+: List of plugins to run (default: ALL)

 -root+: Prepend root value to all requests, format is /directory

 -ssl: Force ssl mode on port

 -timeout+: Timeout for requests (default 10 seconds)

 -Tuning+: Scan tuning
 -update: Update databases and plugins from CIRT.net

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.securityartwork.es/2014/02/27/intro-al-escaner-de-web-nikto-ii/
https://www.securityartwork.es/2014/02/27/intro-al-escaner-de-web-nikto-ii/
http://www.cirt.net/nikto2/
http://research.sensepost.com/tools/web/wikto


Computer Security

ZED ATTACK PROXY (ZAP)  
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project

Open-source web security scanner used as a professional tool for penetration 
testing
• One of the most famous and used tools for these purposes

When used as a proxy server, allows users to manipulate all traffic that passes 
through it, including HTTPS, as Burp does

It also includes several passive and/or active security scans that allow you to find 
vulnerabilities in scanned webs
• Including fuzzing and brute force techniques

It has several plugins that improve its functionality

We'll also use it in Lab 10 as a DAST tool (Topic 6)

Tutorial
• https://blog.segu-info.com.ar/2015/09/tutorial-de-uso-owasp-zaproxy.html

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://blog.segu-info.com.ar/2015/09/tutorial-de-uso-owasp-zaproxy.html




Computer Security

A web application audit and attack 
framework

Allows finding and exploiting 
vulnerabilities

It contains many known web 
vulnerabilities
• Including those of the OWASP Top 10 (seen on 

theory topic 6)
• https://www.owasp.org/index.php/Category:OWASP_Top

_Ten_Project

Tutorial 
• http://docs.w3af.org/en/latest/basic-ui.html

W3AF
http://w3af.org/

Source: http://docs.w3af.org/en/latest/gui/scanning.html 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://docs.w3af.org/en/latest/basic-ui.html
http://w3af.org/
http://docs.w3af.org/en/latest/gui/scanning.html


Computer Security

Uses multiple DDBB (NVD, JVN, OVAL, RHSA / ALAS / 

ELSA / FreeBSD-SA…) to detect vulnerabilities
• This might enable it to detect vulnerabilities that have no 

patches published

Allow remote (via SSH) and local scans and 
implements two scan modes
• Fast scan: scans without root privileges, no internet 

access, almost no load on the scan target
• Deep scan mode

Detect known vulnerabilities in non-OS packages 
• User-compiled executables, language libraries and 

frameworks, etc.

Installation and tutorial 
• https://www.howtoforge.com/tutorial/how-to-install-and-use-vuls-vulnerability-

scanner-on-ubuntu/

• https://vuls.io/docs/en/tutorial.html

VULS
https://vuls.io/

Source: https://github.com/future-architect/vuls 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.howtoforge.com/tutorial/how-to-install-and-use-vuls-vulnerability-scanner-on-ubuntu/
https://www.howtoforge.com/tutorial/how-to-install-and-use-vuls-vulnerability-scanner-on-ubuntu/
https://vuls.io/docs/en/tutorial.html
https://vuls.io/
https://github.com/future-architect/vuls


Computer 
Security

Online tool to scan websites and 
check for potential known problems

It does not discover vulnerabilities 
per se
• But configuration problems that can cause 

them

It is a good practice to use it against 
our own websites 
• To ensure we did not forget something 

important

MOZILLA OBSERVATORY 
https://observatory.mozilla.org/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://observatory.mozilla.org/


Computer Security

EXAMPLE

(1) Using Nikto against a 
Web Server

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

NIKTO EXECUTION EXAMPLE

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

Compromised hardware is used for a 
variety of malicious purposes

One of the most common is to be 
integrated into a botnet
• These networks of compromised machines 

can be used for different crimes
• DDoS, send phising messages, host fake 

shops…

We can check if our hardware has 
been detected as part of a botnet with 
an OSI service
• https://www.osi.es/es/servicio-antibotnet

• If this service detects a compromised 
machine, it offers tools to solve the problem

BOTNETS

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.osi.es/es/servicio-antibotnet


Computer Security

?

SELF-EVALUATION ACHIEVEMENT LIST: SEMINAR 3

Understand the advantages and disadvantages of automated vulnerability 
scanning tools

Understand the legal implications of using these tools

Understand the usefulness of automatic vulnerability discovery tools for 
web sites

Know how to launch an OpenVAS scan against a target

Know how to launch a Nikto vulnerability scan against a web target

Know a series of automatic scanning tools that complement the theory 
contents

Know an “arsenal” of tools able to discover vulnerabilities automatically

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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