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I SECURE SOFTWARE DESIGN PRINCIPLES (FOR ALL SOFTWARE) .

Computer Security

o Least privilege
« Software or users must have only the necessary privileges their your work

« Fail-safe defaults
* Unless the software receives explicit access to an object, access must always be denied by default

o Full Mediation
 Each object access must be validated to ensure it is allowed

e Separation

 Software must not grant access to a resource, or take security-relevant actions, based on a single
condition

o Minimum trust
« Software must check all inputs and the results of all security-relevant actions

o Economy of mechanisms
« Security functions should be as simple as possible
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I SECURE SOFTWARE DESIGN PRINCIPLES (FOR ALL SOFTWARE) .

Computer Security

e Minimize common mechanisms
« Minimize the use of shared resources

o Less amazement/surprise
« Software functions and security mechanisms should be designed so handling them is logical and
simple
« Open design
« Software security and its functions should not depend on the secrecy of its design or implementation

o Layers (separation principle)
« Organize the software into layers: modules can only interact with those of layers immediately below
and above
« Allows layered testing, using top-down or bottom-up techniques, and reduces access points
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I SECURE SOFTWARE DESIGN PRINCIPLES (FOR ALL SOFTWARE) .

Computer Security

o Abstraction
 Hide the implementation of each layer, leaving only its public interfaces
« Allows to change the implementation of a layer without affecting the components of other layers

o Modularity

« Design and implement software as a collection of cooperative components (modules)
« Each module interface is an abstraction

o Full linking

* Link the design and implementation of a software's security to its security requirements

e Iterative Design
* Plan the design so that it can change if needed
 Minimizes the effects of design changes on security
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I FROM SDLC 10 S-SDLC (3RD YEAR, INTEGRATED AND "SECURED")

ASR and:

0S and network security (Topics 3 - 5)
WAFs, RASP, and UEBAs
Log and monitoring
Alerts

Incident Response

o

How can we translate
these principles to
something practical?

IR and:
» Security requirements

+ Ciphering private information (Topic 2)
» Security related user histories
» Security review of the Tech Stack

o

—~—

ASW CVVS, and:

Pentesting (Topic 7)
SAST, DAST, Code Review, and

scanning for potentially
compromising information a

Implementation

Computer Security

DS and:

* Threat modeling

» Design review

»  Applying the security design

principles

o

SEW SDI, R, and:

Code Review

SAST, DAST, SCA, Linting...
Security unit testing (+ CVVS)
Secure code development

o
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Computer Security

ITHE “PUSHING LEFT" PHILOSOPHY o

o The later a security issue is discovered in the S-SDLC, the more expensive it will
be to fix it (in time and resources)

o We must ensure that all the security features of the application are resolved the

earliest possible on the SDLC chain
« This is often referred to as "pushing left” philosophy

o This topic also concentrates its explanations on the initial elements of the chain

¢ Rest of the elements are also covered by other courses (SEW, SDI, CVVS, IPS,
ASR), or by other course parts

Requirements /

Cost to fix a security problem +
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REQUIREMENT-LEVEL SECURITY

Security is planned from minute zero
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Computer Security

WHAT ARE YOU GOING TO FIND IN THIS BLOCK?

« In the first section of this block, you'll learn

« How important it is to treat any input that the application receives as insecure, and why it is
essential to validate it
 And the different points where you can have data inputs

« The importance (and difference) between encoding and character "escaping”
« What you need to do to create secure cookies in your web app

¢ In the second, you'll learn
 The keys to strong authentication: MFA and password management requirements

 The difference between service and user accounts and why the former is better for
applications

« How to plan the recover a forgotten password requirement securely

o And in the third you'll learn

« How hugely important it is to minimize the use of third-party components

« Other important security requirements: HTTP headers, backups, file uploads, logs,
authentication and authorization forms, least privilege, etc.
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I SECURITY QUESTIONS IN THE REQUIREMENTS e

Computer Security

¢ In 4th year there is a course called Requirements Engineering (IR)
* You should use its contents to model your application requirements and add the security ones
* Your methodology (IPS, ASW), language (TPP) or framework (SDI, SEW) does not matter

« Have a person or team assigned to develop application security requirements

o They need to ask “unpleasant” questions to elaborate them
« Does it contain or handle confidential, sensitive, or Personal Identifiable Information (Pll)?

Where and how is the data stored?
Is the application publicly available? (Internet)

« Or not? (Intranet-only)
Is the application intended to perform sensitive or essential tasks?

« Money transfers, handling medical data...
Does it need to allow potentially dangerous operations?

* Ex.: Allowing file uploads, handling payment data, having multiple user roles...
... (do not be shy!, “Take what you can, and give nothin’ back”)
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I ENCRYPTION REQUIREMENTS Gt

Computer Security

» We saw encryption types in Topic 2, and we must remember...
 Passwords and sensitive information are NEVER saved in plain text

« Hashing techniques are used for passwords (Key Derivation Functions)
 And any information whose original value is not needed
« |dentity, authentication, data integrity...

For all other cases, we will use strong encryption/decryption algorithms

« Always encrypt sensitive information in transit (user <-> frontend, frontend<->backend, backend <-> DBMS,
API <-> API, etc.)

« And when it is saved (in the DBMS) (also called "encryption at rest")
This would ensure the confidentiality and integrity of the information (not availability)
Encrypting data in RAM is possible, but only with extremely sensitive data

* Itis better to "clean” the memory once we use them
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Data handling requirements

Different techniques to treat your data in a secure way
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Computer Security

I DATA HANDLING REQUIREMENTS %%

o Never trust user input
* Any input that reaches the system can be spoofed or maliciously manipulated
This can cause an application to fail in unforeseen ways and become unstable
« This situation is when an attacker can use our app to trigger a very dangerous attack
Therefore, ALL INPUTS must be validated and handled properly
Do not allow your application to fall into unstable states
Always rely on allowlists of supported entries if possible

* In addition, the rules for validating each type of entry are known and classified
* https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html

Validation ONLY in JavaScript is useless from a security point of view: it can be disabled
« Web proxies allows you to change any content before it is transmitted to the server, even if validated
 E.g. Burp, https://portswigger.net/burp/documentation/desktop/tools/proxy, see Seminar 3

o But if you know how and where to do it, what's the problem?

 That many times we do not know the HUGE AMOUNT of input data sources that we handle
* Let's look at a non-exhaustive list of manipulable things
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I POSSIBLE DATA ENTRY POINTS e

Computer Security

o Any input from the users (the obvious one) even HTTP headers, "hidden" fields....

¢ Information received from

DBMS (whether it is yours or not)

API (even if you have made it yourself)

Code included in the application and compiled with it (third-party dependencies)
» Libraries, frameworks, GitHub code...

Another application
* Especially if ours will be integrated with it, or accepts inputs from it
« Itincludes serverless applications, scripts, external frameworks, data to log (tell it to Log4j!)...

¢ Values in the URL (parameters), in cookies, in configuration files...
* Especially if the cookies do not have the flags "secure” and "HTTPS only"
* Includes values that are used from online storage systems (S3, Firebase...)

o Data or commands that come from cloud applications
o Images you receive from other places
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Computer Security

I DATA HANDLING REQUIREMENTS Gt

o An input is NOT reliable until it has passed your validation procedures
* NEVER before that
« Validation comprises all tests ensuring that the input is adequate and has the correct type
 Any discrepancies result in the application rejecting the received information

o Examples

* |f you're expecting a date of birth...
« Check that it's a date, and that it's realistic in the context of the application
If you expect a name...
« Check that it has the characteristics of an expected name in your case (O'Reilly, Japanese characters...)
If you expect an email...
 There are regular expressions that can validate them without error
If you receive the result of a search...
« Validate that it has the expected type and format (XML, JSON, its values ...)
If you call any API and it returns a known type...
* You MUST check that what you receive has this type, and it is not excessively long
* In general, it is advisable to set a maximum expected size for any handled data, if possible
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I DATA HANDLING REQUIREMENTS

* If your app must accept URLs and handle them...

é\
=

Computer Security

* You should consider that you are in a potentially dangerous situation (open redirect)

« Try to avoid that scenario as much as possible
« Validate that it is a real URL (regular expressions)
« Make sure it arrives through an encrypted channel

« If your application (or part of it) must be made in a non memory-safe language (ex. C/C++)...
* This is usually done when performance is the most important factor, but incorporates new threats...
 Use Rust: similar performance and memory safety; eliminates a great threat: buffer overflows

« ... (think and adapt it to your case)

o If after all this you detect an input error, always reject the data and report the error

* DO NOT try to correct the data

 Never give too much information to the user
* It could be used against you

* Try not to reproduce the data that caused the error in the message
« |f you must, then resort to encoding and "escaping” it

Not Found

The requested URL fprop @ found on this server.

Apache/2.4.10 (Debian) Servery 4
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I DATA HANDLING REQUIREMENTS %%

Computer Security

« Data privacy

 There must be a policy specifying cookie collected data
« Adapted to current legislation (see ASLEPI)

« Data classification

« All data used by the application must be classified and labeled depending on its privacy

« Anyone will know what kind of data they are working with

 And, therefore, what things must be especially protected so that the privacy requirements are met
 The type of classification depends on the applicable country/legislation

« E.g.: Classified, Secret, Top Secret (see ASLEPI)

« |t will depend on whether knowing a piece of data can harm a person, a company or even an entire country
« |f there are no applicable rules, you can follow the NIST ones

 "Guide for Mapping Types of Information and Information Systems to Security Categories”

* https://www.nist.gov/publications/guide-mapping-types-information-and-information-systems-security-categories-
2-vols
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I REQUIREMENTS: APPLICATION OF ENCODING AND "ESCAPING" e

Computer Security

¢ "Escaping” a character or value means removing "the power" it has in a context
* Typically, the ability to be interpreted as code
* It is usually done by adding a \ to the character

¢ Encoding a value means changing it to an equivalent in a different format

 Typically, the target format is harmless in the context is going to be used
« And never interpreted as code!
« E.g..in HTML ">" becomes "&gt ;"

» The encoding type depends on the context in which it is going to be used
» URL, base64, HTML encoding...

 Encoding IS reversible and IT IS NOT encryption

o Both are done to avoid code injection attacks
* E. g.: the well-known XSS (which we will talk about later)

¢ Requirements determine the situations these techniques should be applied
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Computer Security

I COOKIE SECURITY REQUIREMENTS e

o Cookies are the mechanism that was integrated into the HTTP protocol to be able
to have state (SEW)

A Cookie is not the same as the "Local Storage” of the browser
 They have different security rules
« https://cheatsheetseries.owasp.org/cheatsheets/HTMLS_Security_Cheat_Sheet.htm|

 If cookies are used, the requirements are

* Everything written in a cookie must be validated before it is used, and rejected if incorrect
The session ID must ALWAYS be passed in a session cookie

 Never in a persistent cookie (tracking cookie)
A session cookie is destroyed at the end of a session

Cookies must be sent under encrypted connections (Secure Flag, Set-Cookie: Secure)

Cookies must not be accessible from JavaScript (HTTPOnly Flag, Set-Cookie: HttpOnly)
 This prevents some XSS attack vectors

Persistent cookies should have an expiration time (Expires flag)
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Computer Security

I COOKIE SECURITY REQUIREMENTS s

« Domain
* By default, the cookies of a domain can only be accessed by websites of that domain
* |tis secure by default

* |f we want other domains to read our cookies, we can do so with set-cookie: Domain:
ads.redondo.com)

* |f we put redondo.com instead, any page on that domain could read our cookie
* It is recommended to leave the default option, or restrict domains to the maximum

« Path

 Many applications are composed by different sub-applications that form a much larger one
All under a single base URL

Each sub-application owns a particular path of the base URL

In this scenario each cookie should be read only by its "piece” of application

Each “piece” is specified with its path within the URL (Set-Cookie: path=/accounting)



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/

I COOKIE SECURITY REQUIREMENTS Q”/
o Same-Site

« Measure against CSRF attacks (seen later)
 The strict value (recommended) means that cookies can only come from the same site that uses

them, not from a link or another page
 Set-Cookie: same-site=Strict
» The Lax value blocks cookies from other pages that come via POST, but allows links

e Cookie Prefixes
» New defense-in-depth cookie security measure

* Ensures that only certain subdomains can access a cookie
« https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie
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THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF! e

Computer Security

¢ You can do the following
* Understand that thinking about security requirements requires asking the right questions
* Distinguish between encryption in transit and encryption at rest

 About data handling requirements
 Be very aware that no user input is trustworthy, under any circumstances

* Understand that user input is not only textfield components, but many other things related to the
HTTP protocol, third-party software with which we interact...

* Understand that the type of data expected is key when validating it
 Be aware that data must be labeled according to your privacy and applicable law
* Distinguish between encoding and escaping a piece of data, when and what it is used for

* Understand the function of all cookie security tools: Secure, HttpOnly, Expires, Domain, Path, and
Same-Site
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Index -> Requirement security

Authentication requirements

Dealing with passwords and user identities
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Computer Security

I USER PASSWORD & APPLICATION SECRETS REQUIREMENTS %%

o Users should use a password manager (e.g.: KeePass, https://keepass.info/)
* This avoids remembering many passwords and ensures all are complex

 They usually have extra features
 Automatically look if a registered account is part of a data breach
* Report if a site has MFA available (seen later)
* This way the password management is optimized and secure passwords are enforced
« In case of data theft, the impact is minimized (the reuse of keys and credential stuffing is avoided)
Password manager + unique password by web/service + MFA = personal defense in depth

o Secret stores are like password managers but for software, not people

« Software file ("vault") that encrypts secrets of an application

 Keys, hashes, certificates, cloud service tokens, anything that requires protection...
- Programmatic access: from the application code or the build process of the CI/CD pipeline (ASW)

« The development framework to be used must implement these stores

« At the requirements level, it must be determined WHAT should go in these stores
* This MUST be done instead of "hardcoding" application secrets

 This problem also occurs with applications made with low-level languages

« We will review it in Seminar 4 (reversing)
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Computer Security

I REQUIREMENTS FOR USER PASSWORDS s

o Try to NOT store passwords in your application
« Use a third-party authentication service (Google, Outlook...) if possible

o If this is not possible, store passwords following Topic 2

KDF algorithm, long, complex, salt (28+ characters), pepper, strong hashing...

The haveibeenpwned API can be used to verify if a new password is already compromised
* https://haveibeenpwned.com/API/v2

Never inform the user about what it is wrong exactly (username or password)

« When trying to login unsuccessfully, use a generic message: “Account information is wrong”
Never allow the reuse of keys or to use very similar derived keys ("Pass1", "Pass2", etc.)
Use MFA for all important accounts

 This applies to both our personal and application accounts

« Preferably use an application or device rather than an SMS (prevents SIM-Swapping)

Do not force periodic password changes, only when a breach is discovered
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Computer Security

I SECOND / MULTI-FACTOR AUTHENTICATION (2FA / MFA)

o The process of requiring users to verify their identity in two or more unique and
independent ways before accessing a system

o Extends the classic username/password with an extra authentication step

« Typically requiring the user to enter a dynamically generated one-time token or one-time password
(OTP) displayed by a method that can only be accessed by the user

* This token is harder to obtain than a password for an attacker

o MFAs are becoming more common, given the weakness of passwords

« The complexity of passwords, if mandatory, is counteracted by using the same password in different
services (with different levels of security), phishing, social engineering...

o With MFA, even with a compromised password account access is blocked

* It is necessary to know the MFA method and the OTP or token
* A repeated failure in an MFA input will generate a compromised password alert

o Supported by the FIDO Alliance: https://fidoalliance.org/
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ITYPES OF MFA. BASIC PRINCIPLES

« MFA schemes are based on users giving 2 out of 3 "somethings”
» Something they Know, such as an account password or PIN
« Something they Have, such as a physical (mobile) device or an app that generates OTPs
« Something they Are, a unique biological feature such as a fingerprint, voice, or retina

o There are many ways to implement MFAs
« All have their disadvantages, but all increase the security of accounts
« All methods force the user to enter a 2nd password after the 1st to access the system
* This second password is dynamically generated and constantly changing

Multi-Factor Authentication

POSSESION KNOWLEDGE

Computer Security
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ITYPEs oF MFA G

Computer Security

« SMS Token: Sends a unique token via SMS to a registered and validated phone

« Drawbacks: signal loss, SIM cloning or theft (SIM Swapping, user spoofing)...
 Or SMS interception! (SMS are not encrypted)
« PlayStation Network and Amazon can use this method (recommend to use another)

« Email Token: Identical to SMS, but the code is received via email
 Drawbacks : It is even easier to impersonate the user if the email credentials are stolen
« A popular implementation is Steam Guard (recommend to use another)

« Hardware Token: Users have a physical device (such as a USB stick) that contains

a dynamically generated access token that must be connected to the computer

» Google Titan is a similar approach, but using a PKl infrastructure
« https://cloud.google.com/titan-security-key/?hl=es

* Its popularity is rising due to cheaper devices complying the FIDO protocols
« https://www.amazon.es/YUBIKEY4-YubiKey-4/dp/B018Y1Q71M

 Typical method to prevent private data exfiltration from stolen PCs
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Computer Security

ITYPES oF MFA G

» Software Token: Users install an application that generates the dynamic tokens
* The currently recommended cost/effective method

 Drawbacks: Applications can be expensive to deploy or maintain, but also...
« Requires installing third-party software (which may be restricted in certain environments)
* |f compromised, then our authentication system will be too.

« Examples: Google/Microsoft Authenticator, Blizzard Authenticator or Steam Guard

« Phone call: After valid username/password, the token is communicated in a call

 Drawbacks: Intercepted/redirected call, tapped voice messages, phone signal is required
 Used to validate users connecting for the 1st time, re-connect after a crash, or use VPNs

« Biometric Verification: the user is the token
« Saving biometric data (e.g.: Fingerprints) raises concerns about privacy
 Users can be impersonated with stolen data
« Requires special devices to verify them (cameras, scanners...) that impose an additional cost
 Hollywood movies use this to impress viewers, but it's also used in real life!
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THE CONSUMER AUTHENTICATION STRENGTH MATURITY MODEL (CASMM) vs % =
%%‘
A Passwordless c<mpies: webauthn, FIDO2 -
VULNERABLE TO: Computer Security

In addition to managed passwords, your 2FA comes from a
physical token or your mobile/desktop’s built-in trust center.

App-based Codeless 2FA samples: some Microsott Auth
? VULNERABLE TO:
In addition to managed passwords, you have a 2FA app that
prompts you to accept or deny an authentication attempt.

App-baSEd ZFA COdes Examples: Authenticator, Authy

2FA In addition to managed passwords, you get MFA codes
generated for you by an application that only you can access.

SMs—based 2FA COdes Examples: Any SMS-based auth
5 In addition to managed passwords, you get MFA codes U NE T BLE TOS
sent to you by text message (SMS).

PaSSWOI‘d Manager Examples: 1Password, LastPass

In addition to having unique passwords, you also
store them securely in an encrypted archive.

VULMNERABLE TO:

VULNERABLE TO:

Source:
o Quallfy Passwords examples: A012-200s-11xM ST S | httpS://danielmiESS|er.COm/
RO oo vty mtode apecch charactors - rasswoRo uMrs / crackine  p/casmm-consumer-
authentication-security-

maturity-model

UALPA

>

W
O

U niq ue Passwords Examples: DOBs, Teams, Schools
VULNERABLE TO:

. . .
Your pas:swords are unique, I:.Ju’r they're too short, simple, L N A ——
or contain personal information.

Shared Passwords Examples: Gmail, Wells Fargo, Netflix VULNERABLE TO:

SHARPASS You use the same password in multiple places across the CREDENTIAL STUFFING
internet.

DAMIEL MIESSLER 2022
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Computer Security

I SERVICE ACCOUNTS FOR THE APPLICATION AS A REQUIREMENT .

o Service accounts are user accounts that are intended to be used by computers
* Never "human" users
* That means that a service account must not have access to an interactive shell or GUI

o If an application needs to access a database...
* It must do so through a service account,
« NEVER the account of a real user with the ability to log in

 This way, if an employee leaves the company, the application is not compromised because they
cannot access through their account

o Each application must have its own service account for this type of access
* This facilitates its monitoring with respect to the others
* In addition, this perfectly distinguishes actions performed by applications and users

 Another advantage is that this way the permissions can be restricted to the maximum
« Something that is ALWAYS advisable!
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I REQUIREMENTS: FORGOTTEN PASSWORD FUNCTIONALITY &

Do not reveal if the
username is correct or not

\ 4

a password is changed

10+ times in less than 24

hours, block the account
and generate an alert

" ITSA
TRAP

If this happens 10+ times in
less than 24 hours, block the
user account and IP and
generate an alert

7 Never include a link, so
users do not think it is
phishing
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THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF! e

Computer Security

o You are able to do the following

« Distinguish between a password manager and a secret store, what they are used for, and who
uses them

* Understand which policy is best for managing passwords and what to do if you must create it
yourself

« Understand what MFA is, its types (with their advantages and disadvantages), and which one is
best from an implementation/security cost standpoint

 Understand what a service account is, how and what we should use it for in our applications
 Know how to raise the requirements for a forgotten password functionality service
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OTHER IMPORTANT SECURITY REQUIREMENTS: MINIMIZE 3RP-PARTY Qé%

COMPONENTS Gomputer Secuiy

o EVERY code from a library, framework, plugin, 3" party component, etc. IT IS A

RISK incorporated into your application
 They are attacks on your software supply chain "supply chain attacks"
* Isn't this too extreme? NO, it is the reality (they are becoming more frequent!)
« Any vulnerability in any third-party code you include in your app is now YOUR vulnerability

* It is an application requirement to periodically check ALL third-party code you use
* To verify that it has no known vulnerabilities (CVEs, see Topic 1)

o Luckily, there are tools that automate the process (SCA)
 Use them in your old app code repositories regularly
* Integrate them into your CI/CD pipeline (ASW) and stop the deployment if vulnerabilities are found

 Another measure is to MINIMIZE the use of third-party components
 Try to use only those that are strictly necessary
« This is called minimizing your attack surface, which is another basic principle to fulfill from the design
* You minimize the risk of being affected by unknown (zero-day) vulnerabilities!
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o ALWAYS use HTTPS

« We do not know what type of network users have

SERVER ¢ HELLO

« Cable, Wi-Fi, data, their own router, a shared one... o
« Using HTTPS on every application page has advantages
 To avoid network sniffing problems and data interception :
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I OTHER IMPORTANT SECURITY REQUIREMENTS e

Computer Security

« Remove all comments from the web front-end

o Backups
« All the data that the page handles must be in a periodic backup
* Also, with a weekly backup in another geographical location
 The process of restoring such backups should also be tested and practiced

o Framework security features
* You must use ALL applicable security features of your framework ALWAYS
« Instead of developing your own (encoding, session management...)
 They will always be more tested than anything you can develop

o At requirements level, we must deal with the possible company "technical debt"”
» Hard coding, obsolete / insecure / unmaintained or unpatched software...
 Backdoors introduced "for agility” &
* It makes organizations slow to react to incidents, something that today cannot be allowed
* As software engineers, we must make the company see the risks of these practices
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I OTHER IMPORTANT SECURITY REQUIREMENTS Gt

o Uploading files
« Try to avoid it and, if not possible, implement it with a tested and verified 3" party component
« |t's probably the most dangerous functionality (especially if you let any user do it)

* A series of recommendations must be followed if this functionality is necessary:
« https://cheatsheetseries.owasp.org/cheatsheets/File_Upload_Cheat_Sheet.html

e Errors and log
Errors can NEVER have stack traces or database errors
They must be captured so they do not give technical information to the user

If your organization has a SIEM (see Topic 5)..

« The logs must be written using the SIEM format and in the expected location to enable its analysis
Sensitive information should never be saved in logs

 Passwords, card numbers, etc., nothing that identifies a person
If any suspicious activity is detected, the application must register (log) it

 And send an alert (to the security team email, not to an individual person...)

 Ex.: access attempt a restricted feature, excessive login attempts, application failures...
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I OTHER IMPORTANT SECURITY REQUIREMENTS o

¢ Authorization and Authentication
« |f the application has different access types for different users (Role-Based Access Control, RBAC),
these must be defined during the requirements phase (AuthZ)
 That s, to set the roles of the users clearly from the beginning
« The user authentication method (AuthN) must also be defined
e That is, how their identities will be treated

o Use parameterized queries
 No user or application should be able to directly interact with the database

» Using parametrized queries prevents this
« User input are only the parameters of pre-constructed statements
« This prevents SQL Injection attacks (seen later)
 Therefore, it should be a requirement to establish how these types of queries are built
 Using the chosen framework features
 And enforcing its usage on every database access



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/

Computer Security

I OTHER IMPORTANT SECURITY REQUIREMENTS o

« URL parameters
 Never put important parameters or private data in the URL
 For example, usernames, IDs...
« |t should be restricted only to irrelevant data (for example, the page language)
« In addition to giving facilities to malicious users, they are written to the log!

¢ Principle of least privilege

* It must be forced in all application parts, especially in database or APIs accesses
« When we interact with a DBMS, we must create two user accounts
 One with read-only permissions to run SELECT statements
 Another with permissions to implement a CRUD of the entities
 NEVER database owner (DBO)
 The first should always be used in all possible operations
« A service account must be created for each API that the application uses (isolation)
 And each APl must have only the strictly necessary permissions for its functionality

* Give read/write permissions to the code repository ONLY to members of the development team
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THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF! o

Computer Security

¢ You can do the following

* Understand that any third-party component included in an application is a risk, and that its use
must be minimized

 Know the importance of configuring the HTTP protocol in the most robust way possible
(headers, encryption)

* Understand that there are several other important security requirements that we need to
consider, such as
* Back up all application code and data
« Use all the security features at our disposal (libraries, frameworks)

« That the situation is not going to be ideal because of the concept of technical debt, and that we must
consider its presence

 That we should at least aspire to use roles to manage users as a requirement
» The importance of parametrized queries when making requests to DBMS
 That URL parameters are a frequent entry point for attacks

* And that we should never grant a user and/or part of the application more privileges than are strictly
necessary
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SECURE DESIGN

Security aspects in application design
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WHAT ARE YOU GOING TO FIND IN THIS BLOCK? e

Computer Security

o In this block you will learn

 The main concepts that model secure design
 Seeing them as a way of translating requirements into concrete elements of action
« What threat modeling is and how is it done
* Including the actors involved and the importance of the output and the end of this process
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I DESIGN FLAW VS BUGS & SECURE DESIGN CONCEPTS o

« All the stated security requirements must be put into practice in the design

« So, we could avoid design flaws as much as possible (not to be confused with security bugs)
* A design flaw allows users to do things they shouldn't
 Abug is an error in the implementation code of a feature

« Remember: the earlier a security-related design flaw is discovered, the cheaper to fix it is
* This is achieved with Threat modeling

« Protection of sensitive data
 Implement all that was said in requirements regarding data protection
« |f there are company policies regarding how to treat sensitive data, they must be followed

* If they don't exist, it may be a good idea to create them at this point

 E.g.: Decide how long sensitive data is saved and automatically delete it once it has passed
* If you are going to put data in the cloud, be careful with which ones

» Beware of current legislation, ASLEPI
* Try to hire professional services in case leaks of our sensitive data appear online

]
ZS” \

*Icons by Bing Chat Al
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ISECURE DESIGN CONCEPTS Y

o Never Trust, Always Verify/Zero trust/Assume breach
 Only use data previously validated on the server to make decisions
« Assume that any data could be compromised when designing the application functionalities

o Deny by default
« All functions must be designed to verify that users are authorized to use them

Always identify (AuthN) before checking if you have permission to do anything (AuthZ)
Recheck if you have access to each page or feature of the app, even if it's only reloaded
Always close the transaction correctly in case of failure

 Never fall into unknown states
Verify identity (AuthN) and whether a feature (AuthZ) is accessed in APIs

 Both ways (calls from an API to the application and from the application to the API)
* Block any protocol, port, verb, or HTTP method that the application does not use

« Isolation by design
* Design the system to try to deploy only one application per server, PaaS, or container

*Icons by Bing Chat Al
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ISECURE DESIGN CONCEPTS G

Computer Security

o Code separation by design
 Separate security-related from functional code

« Different classes, another application, using an external authentication provider (E. g. Google),
etc.

« Even in a separate servers or containers
 With a firewall that restricts access to authorized applications only

« Also, with logs and monitoring, IDS/IPS, WAFs... (see Topic 5)
o o Separating functionality types by design

 Separate administrators’ code from the "standard” functionality
» The same way as the previous one

o Design of the application's secret management

Ej_% - Define where application secrets are kept (DB connection strings, certificates, API Keys,...)
‘W] - Define a secret store, incorporate it into the CI/CD chain, and define programmatic access

*Icons by Bing Chat Al
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ISECURE DESIGN CONCEPTS G

Computer Security

o CSRF

* |dentify the points where users perform sensitive operations
 Purchases, password change requests...
 To ask for his password, a captcha, or a personal token

« NEVER use production data for testing

« Design separate data sources

o Design how to protect the source code of the application at all costs
 Repository access permissions and policies, obfuscation, backup, monitoring and logging...

« Supply chain attacks are so serious and prevalent that a specific strategy to protect your code
repositories are required

 Open source allows anyone to view the code and request changes, but changes must be properly
monitored to avoid introducing malicious code

* To do it correctly you can follow the OWASP Software Component Verification Standard
* https://owasp.org/www-project-software-component-verification-standard/
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Index -> Secure design

Threat modeling

Identifying potential threats before building the application
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Computer Security

ITHREAT MODELING (“EVIL BRAINSTORMING")

» ldentifying potential threats to a business, system, product or software

« Brainstorming where the possible dangers that we can face are thought, reviewed,
and defined. E. g.:

* Leak of sensitive data and its subsequent sale, and the impact it can have
« How to protect against potential different attacks we identify

« ... (any danger, any problem you imagine...think bad, think dangerous, embrace the dark side like if it
was your father) '

o If we identify any we must
 Change the app design to counteract it
« That a team member responsible for this accept the risk in a documented way (see DPPI)

¢ It can be very complex, so here we will give an introduction
» To identify risks, we can rely on the elements of MITRE ATT&CK (Topics 5 and 7)

WELGOME T? Tt'IE DARK SIDES
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ITHREAT MODELING (“EVIL BRAINSTORMING"): WHAT DO WE NEED? =

Computer Security

» A representative of each of the application stakeholders
* Client
» Offensive security specialists
 System architects
 Deployment platform specialists

o Each group must think and document the risks they see
* "If you were to attack the system, how would you do it?”
 "Who do you think would attack the system?“
» "How would you prepare for an attack?“
» “What could go wrong?“
* "How do we protect the user?”
 "What's the worst thing that can happen?“

*Images by Bing Chat Al
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Computer Security

ITHREAT MODELING (“EVIL BRAINSTORMING") =

o They must see it from an "evil" mentality, as if they were adversaries

 Turn "user stories" into "abuse stories” or "negative use cases"
 E.g.: If an application is supposed to do X, what if it does Y instead?
* Requires practice and attention to detail

o There are methodologies that facilitate its implementation

« Attack trees: https://www.mytechiebits.com/AttackTrees
» STRIDE: https://www.koenig-solutions.com/blog/stride-methodology-in-threat-modelling
» PASTA: https://owasp.org/www-pdf-archive/AppSecEU2012_PASTA.pdf

¢ All these methodologies allows the team to ask the necessary questions
 To cover most of the things that can go wrong
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THREAT MODELING (“EVIL BRAINSTORMING")

o Threat modeling also allows thinking about...

« What are the valuable application assets (money, data...)

« How they can be stolen, manipulated (reputation, DoS...), broken
or misused

o The answers are a "list of problems”

* |t is necessary to evaluate which ones are actual risks,
assigning them a score (DPPI)

 And choose whether to mitigate (change the application
requirements, design, code...) or accept them

* Only by project management staff
 This whole process must be documented
» The method changes depending on how the design is done

 Cascade design uses a session at the beginning

 An iterative design works best with several shorter sessions in
each iteration...

Computer Security

Non-invasive : Probability .
Potential damage of attack

o wsodann L
/ network; escalationof  High P
nrotocol y : True Random Number
privilege on device
Generator
Impersanation of Follow proper
Authentication / / device onnetwork, High  authentication uidelines,
access to all assets flzz tesing
Code Isolate application

/ ¢ Control of device High

vulnerabilities memory in CPU

JTAG (cebug) / Full control of device; Hich Disable JTAG; re-enable

400ess acoess ol assets d only with secure protocol
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GPIO control ¢ Changedevicestale  Medium  unexpectsd behavior,
flzz testing

Side charel Side channel resistant

DPATTH ¢ Accesstokeys Medium  cryptographic algorithm
implementations

Extenal bus / Access to keys and i Encrypt external bus
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Source: https://www.synopsys.com/designware-
ip/technical-bulletin/using-threat-models-
2017q94.html
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THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF! e

Computer Security

¢ You can do the following

Understand that the design must be a true reflection of the requirements

Understand that, when protecting data, an existing policy applicable in the context of the
application must always be followed

Understand why it's best to design assuming that any data can be compromised
Understand that, when in doubt about what to do, the safest thing to do is to deny a request

* Including that before authorizing something, you must first make sure to verify the identity and then
the permissions over that something of that identity

Understand that it's best to design an application in isolated parts as much as possible

« Using different criteria, including the phases into which development is divided (testing data other
than production data)

 And, in addition, protect access to the source code in those cases where it is not public
Know that in the design phase all possibility of "hardcode” information must be eliminated
Understand what threat modeling is, who performs it, and what it is for

* Including understanding that, at the end of the process, we will have a list of identified risks that we
need to study how to deal with
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SECURE CODE CREATION

Aspects to consider in the implementation
(see Seminar 5 for concrete examples)
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AuthN & AuthZ >
Log and errors >

Usability >
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Computer Security

WHAT ARE YOU GOING TO FIND IN THIS BLOCK?

¢ In this block you will learn

« Criteria for selecting development frameworks and languages
* A concrete algorithm to validate data
Important elements for a secure web implementation
Criteria for implementing secure identity management and authentication
* Including the importance of outsourcing the service and the best authorization policy
Criteria for implementing an application's log
e Including its protection
Security & usability basics
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I FRAMEWORK & PROGRAMMING LANGUAGES e

o In many projects this is not a real choice
* It is already given by the development environment
« E. g.:If we are in a Java ecosystem, we will not have much freedom of choice...

¢ But if we have the option to choose it, we must follow some rules

 See how long the chosen version will be supported
 The more, the better (LTS (Long-Term Support) versions)
 Never use anything near the end of its maintenance cycle
* In general, use the latest or penultimate long support version available
View the history of vulnerabilities in a CVE repository (Topic 1)
Do not use "the latest framework or fashionable language” (for "serious" projects)
 Until it is established, and it is known that it will have a constant and lasting support
Minimize the number of libraries, components, frameworks, etc. used (attack surface)

Scan the used version with an SCA tool to see if it has vulnerabilities if possible
« More on this later

o Don't use non memory-safe language such as C/C++, as they introduce problems
« A memory-safe alternative is Rust
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I UNTRUSTED DATA: VALIDATION %

« Data validation is a

Validate that the input is what it is

mu st expected
O Always Va|ldate server- If erroneous, reject it and
e show an error message ©
S|de Purpose of the input

« Whether or not we
implement client-side
validations with -
JavaScript
* Good for usability, terrible
for security

« Before any possible ox [T
usage Of user input transaction

Is on the list

Perform operation

O Use the fO"OWing Logout user, force login again, undo

transactions, log the event, and sent an Show an error, log the event, send

SChema as a guide Error alert to the SIEM (0] Is not on the list analerttothe SIEM @
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| HTTP Veres =

» If an application uses the HTTP protocol...

 There are several actions that it can perform that are modeled HTTP | Requesthas | Response | Safe |Idempotent |Cachable
through HTTP verbs (GET, POST, PUT, DELETE, ... see SEW) Method | body ) hasbody
 Remove support for any verb not used in the application " (I ISR I G
» To avoid giving too much information and possible attacks Rl D B L D I
« Some HTTP protocol extensions use additional verbs il e R I I
« And we need to make sure we don't remove legitimate ones E® R 0 S
« A typical web application normally only uses GET, POST, el M N I
OPTIONS, and HEAD OPTIONS NO YES YES YES NO
CONNECT NO YES NO NO NO
« To disable all unused verbs, it is recommended to S P [ P I e
fOIIOW the CIS BenChmarkS Be careful specially on REST applications.

e We can do it at the web server or at the framework level Source: https://intmain.co/http-request-methods-

rest-api-verbs

* Remember Topic 4!
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ISESSION MANAGEMENT G

Computer Security

e Sessions are tokens transmitted between client and server
« They uniquely identify each user Browser Web Server

o Correct management of session IDs requires this e o

Must be at least 128 characters long .

Must be unpredictable (random) to avoid ID precalculation S
« Avalidated and non-proprietary random ID generator must be used [nei;gﬁset::?rg'a?ed]

Users must receive a new ID each time they authenticate

Use, if it exists, the framework session manager —

Must have an expiration date even if the user is still in the app [#::;;:;';ﬁs(:_] “Verified

Should only be transmitted over encrypted channels InGIEE, i

Never accept one that has not been generated by the application
« This should generate a log/SIEM alert and block the IP (security incident)
Must be regenerated at each authentication and re-authentication [
 Or any other event that changes the user's privilege level
Many frameworks have this: learn to use it and don't program it yourself

User logs out of Session is
the application destroyed
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Index -> Secure code creation

Identity and authentication
(AUTHN)

How to implement identity and permission checks for our users
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IAVOID WRITING YOUR OWN AUTHENTICATION SYSTEM =

¢ It is common to have a Microsoft Active Directory-
based identity system to identify out users

G Sign in with Google

o Other typical cloud providers have their own 2-Step Verification
aUthentication SYStemS. E. g f : This extra step shows H;E really you trying to sign
 Google: https://cloud.google.com/docs/authentication < I
» Amazon: https://aws.amazon.com/es/cognito/ 2-Step Verification

Get a verification code from the Google Authenticator app

« We must choose and use one that is compatible with
our requirements

Enter code

 And the business where the application is going to be deployed Parit sk aglnion s compter
« If this is not an option because you have very et
particular requirements...
* It is best to use an established protocol such as OAUTH: et s St <

https://oauth.net/getting-started/
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IALWAYS USE A 3RD-PARTY AUTHENTICATION PROVIDER o

» Google, Microsoft, LinkedIn, Twitter, Facebook...

o Advantages
« Deploys quickly (there are deployment guides)
« We get rid of the responsibility of maintaining or testing that code G signinvith Google
 Authentication code is more secure, it's more tested

« Users can trust these systems more

o Disadvantages
« Some users don't want to share data between different companies
- And DO want to have separate logins for each site
Some users may not use a particular provider
 Consider supporting multiple ones to counteract this

lts usage could add a cost

These services may collect personal information from users
 Unacceptable in certain contexts
A breach in the third-party system is automatically one we MUST assume!

3P  Ssign in with Twitter |

X< signin with phone

S
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IALWAYS USE A 3RP-pARTY AUTHENTICATION PROVIDER G

Single Sign-On (SSO)

by |eve|upcodin3.co

: : : : ieriy
o Using a third-party provider also makes it s vy
easier to use Single Sign-On (SS0O) "N \ AN
« The user correctly enters their username and & o on9

authentication Service
request Provider 1

password (and 2FA) into an authentication service

By doing so, you have access to one or more
applications linked to that authentication service

« Makes account management easy ais i ] l
« Itis no longer necessary to have several, one for each ~ tccs | crecentias .',_',,..--;d,m Send token

Provider

Y Ver‘ifg
e Service
Provider 2
[ W eNikkiSiapno [ W @ChrisStaud

application
 Improves user experience



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/

Computer Security

IAUTHENTICATION LIBRARIES s

o Purchase or use a library or software system to implement authentication

» Advantages
- Faster and much more suitable than creating your own one
« The library only leaves us the responsibility of implementing its usage | .%| = i
* Not designing the authentication system y :
» If the library has adequate support, it can be very secure w | o
- User data is in our possession f . "
 Which can be convenient in some scenarios o
o Disadvantages w e > |
* Could have an associated cost o=
« A vulnerability in the library is automatically ours until we update/mitigate it Source: docs.oracle.com

« We are responsible for user data
« With the legal issues that it entails and that we must consider (see ASLEPI)
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Computer Security

IAUTHORIZATION (AUTHZ) e

« Determines what an authenticated user can or cannot do in the system
 Once we know who he is (AuthN)

« RBAC (Role-Based Access Control)

* A series of user roles are created in the design
 Each are assigned the minimum permissions to do a certain job
* e.g.: Tester, developer, database administrator...
 Users are assigned one or more roles
 Only these roles determine what users can or cannot do
« When users leave or get promoted, their roles are removed or changed
« And, with it, automatically change their permissions (like Windows groups, ASR)

«DAC (Discretionary Access Control)

 The resource owner can freely give or remove permissions
o * Like the Linux file system

* But it can be applied to more abstract entities, such as "users on the same network", etc.

*Icons by Bing Chat Al
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Computer Security

IAUTHORIZATION (AUTHZ) s

« MAC (Mandatory Access Control)

= » Access to a resource is based it its privacy level
( .  And whether the user has sufficient privilege to access that level or not
B= » |Identical to what was described in topic 3: 0S Security

o PBAC (Permission-Based Access Control)
« Users are granted certain permissions on the information or systems
» Which are checked when accessing it
 No roles are used
 Permissions are granted to individual users or multiple users at once

*Icons by Bing Chat Al
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Source: Bing Chat Al

Index -> Secure code creation

Error handling, logging, and
monitoring

What to do with the information that we can obtain from our
running application

*Icons by Bing Chat Al
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I ERROR HANDLING, LOGGING, AND MONITORING: HANDLING RULES =

Computer Security

L

o ALL application errors must be captured and handled

« Doing a global catch (on the main) is a good idea as a last resort — e ——
« To capture unexpected errors and deal with them appropriately (don’t leave it empty!)

« Internal error information (stack traces...) should NEVER be disclosed to users
* In fact, errors should show no technical information to users (never product versions, technologies...)

o As we said, never say if the username or the password is wrong
« Give an identical error in both cases (prevents enumeration)

o Security errors (login, access control, validation failures...) must create an alert

« |deally, the application logs are sent to an IDS/IPS or a SIEM that analyzes them (next slide)
« They can be provoked by running an automatic vulnerability scanning tool (Seminar 3)

o When the error includes information from other systems...
» Encode the content, delete all non-printable characters, and limit the size of the logged information
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I ERROR HANDLING, LOGGING, AND MONITORING Gt

o There are log monitoring software that analyzes logs sent to them looking for
problems (e. g.: SIEM, seen in Topic 5)

« Many of them analyze them using different ML/Al techniques (e. g.: rules, Sl course)
« We must use a log format compatible with our SIEM (Topic 5)

 General rules
* Log failed/successful logins, and errors
« Record brute-force login attempts (e.g., more than 10 failed login attempts in less than 1 minute)
 Generally, log all security-related events
« Authenticated user, user blocked after several failed attempts, failed validations..
* Rules about the information they contain
Remember: logs must not contain private or personally identifiable information
The type of event that has occurred (security/other)
When it happened (timestamp)
Where it has occurred, both at the address and system level (system, IP, URL, subdomain...).
The result of the event
If possible, identify the user or source associated with the event
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Computer Security

I ERROR HANDLING, LOGGING, AND MONITORING: LOG PROTECTION o

o Logs must be protected from unauthorized access
 And backed up as part of the company's backup strategy

e Log access must also be recorded and monitored

o They must be stored encrypted and on a secure server
« See SNI, Topic 5

o Logs must be accessible by incident response teams
o They must be deleted periodically

* Following the company policy for sensitive information
 And, of course, the legal regulations of our country

o This links with the Computer Forensics and Audit (IFA)
optional course

*Images by Bing Chat Al
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Source: Bing Chat Al

Index -> Secure code creation

*Icons by Bing Chat Al
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I SECURITY AND USABILITY G

o If the security measures of an application are difficult to use, users will try to

avoid them
 Or go to rival products!

¢ It is necessary to try to make security usable. E.g.:
« Allow to unlock a device or app using fingerprint or facial recognition, instead of a password
 Teach users to create passwords from phrases, instead of using typical complexity rules

 Teach users how to use Password Managers
* To use them, your application must not disable copy & paste on password fields

o This is a complex topic that exceeds the competences of this course
« And it is related to what was taught in the CPM course

« Some materials on Ul design from a security perspective

« https://uxdesign.cc/designing-uis-with-security-in-mind-f4f6{265573a
* https://www.w3.org/TR/UISecurity/#intro Password ®
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ANTI-USABILITY: "DARK PATTERNS"

o Designing programs to "trick” users into
doing things they don't want

« Buy products, service subscriptions...(e.g.: extra
cart items, fake “x persons are viewing this”...)

e Some can compromise user security!

DARK PATIERNS ARE

g
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THINGS THEY DI NoT heANTO.

— —TTHE NOST (oMMON TYPes —

e Assume users do not read the whole web

 And/or that they will behave in a given way

 Pages are designed to deceive; they seem to say
one thing, but the reality is different

o As users, we must know these practices
to defend ourselves from them
 Ant to avoid reproducing them in our applications

o List of "dark patterns”
« https://www.darkpatterns.org/types-of-dark-pattern
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THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF! e

Computer Security

¢ You can do the following
* Understand the criteria for choosing a development framework or language correctly
* Understand the algorithm with which you should implement the validation of all input data
Understand that you need to minimize the number of HTTP verbs your app supports
Understand the algorithm to implement when managing sessions
About identity and authentication
* Understand why you should never create your own system to authenticate users
* Understanding the concept of Single Sign-On
* Understand the types of authorization you can implement, their advantages and disadvantages
 About log

« Understand what should never appear in your app's log

* Understand that your application is likely to be in a larger ecosystem, and that the log format needs
to be adapted to it

* Be very clear that the manipulation and alteration of logs by unauthorized people leaves us blind to
attacks that may occur

 About security and usability
* Understand how to implement the application to facilitate the use of password managers
* Understand what a dark pattern is and what it's used for
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Source: Bing Chat Al

< Go to Index

Dynamic tools >

TESTING)

Techniques and tools to check software security

" & ‘. Departamento de Informatica
/ i/ ) Universidad de Oviedo

Universidad de Oviedo

*Icons by Bing Chat Al
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Computer Security

WHAT ARE YOU GOING TO FIND IN THIS BLOCK?

¢ In this block you will learn

« What SCA tools are

« What SAST tools are
* Including how to have both easily if you use GitHub
« What DAST tools are

« What IAST tools are
 The importance of integrating all these tools into a SecDevOps development cycle
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Computer Security

I TESTING o

o Testing activities are critical to detect security issues

* |t uses the same method given in CVVS to do functional tests
* But for the mentioned "abuse stories” or "negative use cases”

o The security of our software products may be evaluated by third parties

« Normally, to be accepted in various countries/contexts

« The Common Criteria (functional security testing for security requirements) are used for this
* https://www.commoncriteriaportal.org/index.cfm
« Each country has a certifying body; the Centro Criptolégico Nacional (CCN) does it in Spain

o Testing involves introducing AST tools into the software development process

« Which is especially relevant if we follow a DevOps development model with a Cl/CD (ASW)
 These tools should be integrated into our pipeline
« We will turn it into SecDevOps

« Some security tasks in each phase can be performed in parallel with others
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Source: Bing Chat Al

Index -> AST (Application Security Testing)

Static tools: SCA and SAST

Analyzing the code prior to its execution

*Icons by Bing Chat Al
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I SCA (SOFTWARE COMPOSITION ANALYSIS) TOOLS

« Manage the usage of open-source components
 Automatically scan open-source code we use, including artifacts such as containers

o Have these purposes

* Inventory: Collect all used open-source components, direct, and indirect dependencies
 Enables knowing every software component in use, which is key to controlling your security
* License Compliance: provide information about each of the identified components
* Includes if the license type is compatible with the organization policy and authorship attribution
« Security Vulnerabilities: Identifies known vulnerabilities in these components (CVEs)
« ltis their main function (see next slide)
* Reports if the application calls vulnerable code, suggest mitigations, and manage updates or patches
 Advanced features: Force all open-source components to comply with company policies
« With automated responses (request component approval, prevent application construction...)
« Warns about vulnerabilities in a component before making a pull request and allow it into the system

o Examples
« https://sourceforge.net/software/software-composition-analysis-sca/
« https://www.paloaltonetworks.com/cyberpedia/what-is-sca

*Icons by Bing Chat Al
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SAST (STATIC APPLICATION SECURITY TESTING) TOOLS

o Test application’s internal structures and source code
« Not functionality (white box tests)

« Advantages

 Support many languages: PHP, Java, .NET, C, C++, C#...

* Discover complex vulnerabilities during early development stages,
that can be resolved quickly

* Detail the problem, including the line of code
 Can be integrated into an existing SDLC environment

o Disadvantages
« Scaling them to major developments can be challenging
 Tend to be inaccurate: many false positives and negatives
 Even worse with dynamic typing languages
 Cannot test applications in real environments
Do not detect vulnerabilities in the application logic

 Orinsecure configurations
*Icons by Bing Chat Al

Source: https://www.mend.io/resources/blog/sast-vs-sca/

3 White

SAST @ SC

| DON'TGETITTWISTED |

DETECTS VULNERABILITIES 16) DETECTS VULNERABILITIES
IN PROPRIETARY CODE N/ IN OPEN SOURCE

Detects potential vulnerabilities, only in code Detects open source components with known
written in house. Not realistically applicable on vulnerabilities. Detailed security information for
open source. each vulnerability is publicly available.

ACCESS TO SOURCE CODE NOT
REQUIRES SOURCE CODE ACCESS @ REQUIRED

Only analyzes source files, which means it scans Identifies both source files and binaries. It doesn't
your source code. scan your source code, but only calculates digital
signatures for all libraries.

COMPLICATED REMEDIATION
PROCESSES EASIER TO FIX VULNERABILITIES

Each remediation process starts with an investigation As 97% of all open source vulnerabilities have a
to validate the vulnerability. Once confirmed, fix, developers simply need to patch or download
developers need to define the best remediation path. the latest version.

LIMITED SDLC INTEGRATION @

The key is to detect issues as early as possible.
Currently integrates with CI servers and IDEs.

END-TO-END SDLC COVERAGE

Open source security requires shifting security left
and right. Integrates with IDEs and repos all the way:
to post-deployment for vulnerabilities discovered
years after release.

HIGH FALSE POSITIVES NO FALSE POSITIVES

Scans for patterns of security issues, therefore
results in high false positives anywhere between

For vendors associating vulnerabilities to components
with pinpoint aceuracy, in an accurate way, there
will be zero false positives.

TIME CONSUMING NO IMPACT ON BUILD OR REPO

Scans can take up to a few hours, and then ; Runs within seconds withino impact on build, no
requires additional overhead for research and H matter what your project size.
validation.

30% 10 70%.

COVERS A SPECIFIC SECURITY (*1 COVERS ALL OPEN SOURCE RISKS
ASPECT AND INCREASES AGILITY
———g

Only covers AppSec issues in 10% to 20% of your Covers all aspects of open source usage management
codebase. i includingisecurity and compliance, using automated
workflows to simplify developers everyday tasks.
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SAST TOOLS — el SAST PROCESS 1 A it By Teravithieass oo
Security : { \

@ You can consider a SAST tool
as an extension of the software
compilation process

o Instead of type errors, they look
for known bad coding patternsS A sast tool works after syntactic and semantie analysis (DLP). Source:
e Itis |Ike 3 Ianguage pProcessor, bUt https://networkinterview.com/sasn—securitv-testinq/
specialized in “pitfalls” e
o After analyzing the code, it
outputs a report, independent — " Commrnon

Detalled report on critical Conf pplication source
s Nties

TRANSLATION SCAN

core security critical functions
and bulld process

igwe a ati
b es and remediation code and required dependencies

from the compiler output -

« With all the details about found
problems and suggested solutions

ANALYSIS AND VERIFICATION SCAN FORSOURCE CODE
Identification of code security flaws VULNERABILITIES

to identify exploitable critical Run automated code scan or

security vuinerabilities after offline <can on application code
removing Falsceves se
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I SAST ToOLS e
o A very popular SAST tool is SonarQube (seen on Lab 10)

» More tools: https://www.g2.com/categories/static-application-security-testing-sast
« Analyzing your TFG with SCA and SAST tools is a good plus (wink, wink ©)

sonarQUbé\:{‘; Projects Issues Rules Quality Profiles Quality Gates |“Adn .‘__:_.....:.._:,“./._7 Q search for projects, sub-projects and files... Q =

Yy £ core-java master February 16, 2018, 10:58 PM  Version 0.1.0-SNAPSHOT

Overview Issues Measures Code  Activity Administration v

All Bulk Change 1 4 | to select issues — || — | to navigate C_) 1/ 634 issues

Filters src/mainfjava/com/baeldung/array/Arrayinitializer.java
O Add a private constructor to hide the implicit public one. 4monthsago~ 17 % T~
Dispiay:Mode @ CodeSmellv @ Major ¥ O Open v Notassigned v 30min effort Comment » design ¥
O Move the array designator from the variable to the type. == 4monthsagov L10 % T~
v Type & Code Smellv & Minor v O Open v Notassigned v Smin effort Comment ¥ convention ¥
& Bug 21 =
e Move the array designator from the variable to the type. = 4monthsago~ L18 % T~
6 Vulnerability 49 O
& Code Smellv © Minor v O Open v Not assigned v S5min effort Comment ¥ convention ¥
& Code Smell 564
s it O Move the array designator from the variable to the type. * 4monthsago~ 129 % T~
v Severi
4 & Code Smell v © Minor ¥ O Open ~ Notassigned v S5min effort Comment ¥ convention ¥
© Blocker 21 © Minor 183
@ Critical 21 ©® Info 7 O Immediately return this expression instead of assigning it to the temporary variable “array”. *** 4monthsagov 129 % T~
@ Major 402 & Code Smell v © Minor v O Open ~ Not assigned v 2min effort Comment W clumsy ¥
> Resolution Immediately return this expression instead of assigning it to the temporary variable “array”. 4monthsago~ 134 % T~
& Code Smellv @& Minor v O Open v Not assigned v 2min effort Comment clumsy ¥
> Status

SonarQube's report revealing a terrible development process (allegedly ©): https://www.baeldung.com/sonar-qube

> Exercise L10B3_SASTSCA
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Source: Bing Chat Al

Index -> AST (Application Security Testing) -> Static tools

Easy and fast SAST and SCA with
GitHub

*Logo oficial de GitHub
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I EASY SCA AND SAST WITH GITHUB ACTIONS AND WORKFLOWS o

¢ Using GitHub gives you the ability to use SCA and SAST features very easily

* Only for public repositories at this moment

¢ It integrates SCA and SAST scanners as part of their GitHub Actions
« Among many other functionalities

Therefore, you can launch a lot of automated processes to improve our code

One of the most popular free ones is CodeQL

Follow: https://docs.github.com/es/code-security/code-scanning/automatically-scanning-your-code-for-
vulnerabilities-and-errors/setting-up-code-scanning-for-a-repository

Check other available GitHub Actions to find more AST tools that may fit your development
 And improve your security!
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I EASY SCA AND SAST WITH GITHUB ACTIONS AND WORKFLOWS

<> Code (@ Issues §7 Pull requests

Workflows

All workflows

New workflow’

®) Actions

]

Computer Security

[ Projects O\

All workflows
howing runs from

Security

Dependency Review Q
By GitHub Actions

Scans Pull Requests on each push for the
introduction and/or resolution of
vulnerable dependencies to the

CodeQL Analysis Q
By GitHub

Security analysis from GitHub for C, C++,
C#, Go, Java, JavaScript, TypeScript,
Python, and Ruby developers.

2. Choose a security task (View all to see every available task)

Fortify on Demand Scan =
By Micro Focus
Integrate Fortify's comprehensive static

code analysis (SAST) for 27+ languages
into your DevSecOps warkflows to build

View all

APlsec Scan @
By APlsec

APlsec provides the industry's only
automated and continuous APl testing
platform that uncovers security

1. Create a new workflow

secure software faster. vulnerabilities and logic flaws in APls.

repository
Configure Dependency review @ Configure Code scanning @ Configure Code scanning @ Configure Code scanning @
ya
LightPen / .github / workflows /  dependency-reviewyml  in master Cancel changes
¢> Edit new file ® Preview Spaces & 2 & Nowsp % Marketplace  Documentation
1 # Dependency Review Action A
2 % Search Marketplace for Actions
3 # This Action will scan dependency manifest files that change as part of a Pull Request, surfacing known-vulnerable versions of the packe
N Featured Actions (0 H W H ini
5§ Surce repottey: s gt comfacims bopenacy vt 4. Go to “Actions” and wait for the task to finish
6 % Public documentation: ttps://docs.github. con/en/code-security/supply-chain-security/understanding-your -softuare-supply-chain/about der g e b Y30k
7 name: 'Dependency Review’
8 on: [pull reguest] sues 10 Pullrequests () Actions [ Projects [0 wiki @ Security 5 | Insights 88 Settings
o Cancel changes —
18 pernissions:
11 contents: read
12 Workflows New workflow All workflows
1? Jobs: . Commit new file Showing runs from all workflows
14 dependency-revieu: Allworkll
15 runs-on: ubuntu-latest LIS
15 steps: Create dependency-review.yml Q. Filter workflow runs
17 - name: "Checkout Repository” %5 CodeQL
18 ctions/checkoutgy3 ol - P
19 Dependency Review' an optional extended description... . —— =
2 uses: actions/dependency-revieu-action@v 2y Dependency Review 2 workflow runs Event~  Status~  Branch~  Actor~
21
< %% pages-build-deployment ~
4 I~ Create dependency-review.yml e B now
‘ CodeqQL #2: Commit c0dfé7f pushed by jose-r-lopez @ in progress
.
3. Dependency review makes a SCA and a ® o Commit directly tothe master branch,
SAST S .th th c d L d t O §7 Create a new branch for this commit and start a / (' pages build and deployment & now
can WI e 0 e pro uc . N pages-build-deployment #2: by github-pages | bot G) In progress

pull request. Learn mare about pull regus

Accept the created file and commit it

Commit new file
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I EASY SCA AND SAST WITH GITHUB ACTIONS AND WORKFLOWS -

¢ And just like that we have SCA (Dependabot) and SAST (Code scanning) features
for our code!

Code (D Issues 1% Pullrequests (& Actions [ Projects [ wiki @ Security 5 |~ Insights €3 Settings

@ Overview Code scanni ng Add scanning tool
Reporting - .
Latest scan Branch Workflow Lines scanned Duration Result
&5 Policy 26 minutes ago master CodeQL 333k /5.46k @ 2m 555 5 alerts
@ Advisories

Q, is:open branch:master
Vulnerability alerts

€1 Dependabot
O @ 50pen v 0Closed Tool~ Branch~ Rule~ Severity~ Sortw
I @ Code scanning 5

O @ server-side request forgery master

#5 opened 4 days ago « Detected by CodeQL in app/../activities/ActivityPentest java:245

U @ Uncontrolled command line master

#1 opened 4 days ago * Detected by CodeQL in app/.../ping/PingNative java:54

O @ Inefficient regular expression master
#4 opened 4 days ago « Detected by CodeQL in app/.../impl/Robotsimpl java:72

O @ Polynomial regular expression used on uncontrolled data master
#3 opened 4 days ago « Detected by CodeQL in app/.../impl/Networkinglmpl java:384

O @ Polynomial regular expression used on uncontrolled data master
#2 opened 4 days ago « Detected by CodeQL in app/.../impl/Networkinglmpl java:346
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EASY SCA AND SAST WITH GITHUB ACTIONS AND WORKFLOWS e

o The code security and
analysis options also
activate automatic SCA
and SAST

e Also, secret scans

 Hardcoded private information
in your code will be detected!

o These options are KEY for
implementing secure code!

Computer Security

&) Moderation options

Code and automation
¥ Branches

© Tags

® Actions

&5 Webhooks
Environments

B3 Pages

Security

I @ Code security and analysis
& Deploy keys
(¥) Secrets

Integrations
88 GitHub apps
™ Email notifications

(2 Autolink references

Dependency graph
Understand your dependencies. Disable
Dependency graph is always enabled for public repos.

Dependabot

Keep your dependencies secure and up-to-date. Learn more about Dependabot.

Dependabot alerts
Receive alerts for vulnerabilities that affect your dependencies and manually generate Dependabot pull Enable
requests to resolve these vulnerabilities. Configure alert notifications.

Dependabot security updates

Enable
Allow Dependabot to open pull requests automatically to resolve Dependabat alerts.
Dependabot version updates
Allow Dependabot to open pull requests automatically to keep your dependencies up-to-date when Enable

new versions are available. Learn more about configuring a dependabotyml file.

Code scanning
Automatically detect common vulnerabilities and coding errors.

Check Failure

Medium or higher / Only errors ~
Define which alert severity should cause a pull request check to fail. gher Aoy

Secret scanning
GitHub will always send alerts to partners for detected secrets in public repositories. Learn more about partner patterns.
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Source: Bing Chat Al

Index -> AST (Application Security Testing)

Dynamic tools: DAST and IAST

Analyzing the code after its execution

*Icons by Bing Chat Al


https://github.com/jose-r-lopez

SYNOPSYS:

SAST vs. DAST

DAST (DYNAMIC APPLICATION SECURITY
TESTING) TOOLS

Static application security testing (SAST) and dynamic application security testing (DAST)
are both methods of testing for security vulnerabilities, but they're used very differently.

Here are some key differences between the two:

e Black box test method that introduces errors to test the
resulting execution paths 3% @* =
* Requires no source code or binaries; scans the running application  [Z=sse—" Zshoily

Requires a running

Requires source code [
appllcatlon

¢ Advantages . P
* Unlike SAST, allows you to detect runtime issues {
- Authentication and network configuration errors, issues after logon... |G oo | O Qs
 There are fewer false positives : ’

, t:r:;::s:.::;;e o | o, %‘.:::ﬁ:::::*“
« Supports all programming languages and/or custom frameworks el e%) o

xxxxxxxx

Finds vulnerabilities toward
the end of the SDLC

Vulnerabiliti bd red aftel
hd (pmnyl mpl

remediaty hm . (5] Q Phd h Y'

indin g often be fixed before the ical vulne bl esmayb e fixed a

code h QA cycle. an emergencyrelease.

o Disadvantages \.

and environment-related

environment-related issue:

issues

* Do not provide information about the vulnerability causes E—— b
- Not for the 15! stages of the project (need the application running) e aomorsar |

* |t does not simulate a part of the possible attacks s (]

o Want to incorporate a free one to your pipeline? e W e
(4

. each other. , testing.
» Check OWASP ZAP: https://owasp.org/www-project-zap/ “
*Icons by Bing Chat Al Source: https://www.synopsys.com/blogs/software-security/sast-vs-dast-difference/

e the tool u: dy amlca alysis
onan appllcatl bI o find

Can discover run-time and ]
S

Typically scans only apps

like web applications and

web services

« DAST is not useful for other types of
software.

s
P
B

I

S‘ n[]PS‘ S” To learn how to create a comprehensive software security testing
program, visit www.synopsys.com/software
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DAST (DYNAMIC APPLICATION SECURITY TESTING) TOOLS e

Computer Security

B History G Search [WAlerts # [J Output % Spider 3 Active Scan

® 7 & Directory Browsing
— URL: http://localhost:8080/dvwa/css/ o .
. = Alerts (8) R ttp://
« A very popular DAST tool is OWASP ZAP ireomerrn i fier ZAP finding a
+ P Content Security Policy (CSP) Header Mot Set (] Confidence: Medium

Parameter: VUInerabiIity

| ] GET: http://localhost:8080/
Attack: http://localhost:8080/dvwa/css/

[ ] [ ]
I n th e I m a e [] GET: http://localhost:8080/login.php , . :
| ] GET: http://localhost:8080/sitemap. xml E\.rldencle. RejeIbiteCloy
> M Directory Browsing (3) (O0E (B L

o h‘t‘tDS://WWW. ZaDroxy. Org/ » P Missing Anti-clickjacking Header (2) |YVASC iD: 48

5 fCookie Nd_ Al TACK Mode  ~ | [1 6 b ksl [0 ok | bk | o 2% () 0 =) 6900 3 0 O b @ W

. » F Cookie Wil & Sites I 4 Quick St
* Alist of these tools can be found here: it o o o
: OOSElY o T HTTRA1 .1 2

* https://www.comparitech.com/net-admin/dast-tools/ Bl convan oeee v,

Crpiroes: T

« Some of them are more than just a DAST tool AL

Fragma: no

> L7 httpsffauss. mozila.org ZAP finding a gar')l_f: TGEE
. omtarnt -La

w LR bttpfflocalhost: 2080 | Keep-Allve

¢ Manual easy DAST with ZAP e serious vulnerability ~ comessie

- roolx:0:0
 LEI P ohviwa daemonixil

« Easy and recommended for your TFG © = i Syeinis s

jud]

s=ymc im g
[ = GET:Hagin. ph ames 1!

[ ] ° i - i - - - [ POET legln phRp){Lagin,passward,uscr_taoken,uscrmnarme) man xR
https://medium.com/@renbe/dast-with-owasp-zap i R
89fb 5e1 fa243 B History I, Search [ Alerts = L] Qutput A webhSockets & Active Scan =i

o e | | " Palh Traversal
° ° . — 5 Alerts (15 URL: http:iilocalhost: BOS0ALUI
P I n - n r m DA T = Path Traversal Rzl S s F"'_"!S"‘
@ Ipe I e I eg a e au O a e > FuAbsence of AnL-CSRF Tokens (15) SERWEEAEEE ISR
> W CSP Wildcard Directive Parameter: page

Ol ach: Jerto/passwrd

* P CSP: stylo-sro unsafe-inline

* https://www.everable.com/blog/automated-dast-in- - Content Seauricy Poliey (GSP) Hesdar Not St | EVHEIGE!  footixio0

> FDlrectary Browsing (S) e

ci/cd-pipeline-using-owasp-zap-a-comprehensive-guide S S Nl oA (R g source:  Active (6 Pan Travers:
¥ ¥ Al ¥ T ¥ e > P ookl without SamaeSite Attribute (7)) Descriplion:

> ru Cross-Domain |avaSeript Source File Inelusion The Path Traversal attack technigu e
manipulate a LIRL in such a way tha

= Private IP Disclosure ! = L )
= P Timestarmp Disclosure - Unix (20) [ EIRG SMIWEETENS) E2) (T WrERIE]
» P X-Content-Type-Optlons Header Missing (24) Other Info:

> Ejercicio L10B3_DAST
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Computer Security

I IAST (INTERACTIVE APPLICATION SECURITY TESTING) TOOLS

¢ Instrument software to evaluate its performance and detect vulnerabilities

 Agent-like approach: agents and sensors continuously analyze the application behavior
 During automated / manual tests or during execution

« Analysis and feedback are done at real time in the IDE, the CI environment, in the quality assurance
processes, or in production

« Sensors have access to complete source code, data and control flow, system configuration data, web
components, and back-end connection data

« Greater coverage and more accurate than SAST and DAST
« Examples: https://owasp.org/www-community/Source_Code_Analysis_Tools

o Advantages

« Potential problems can be detected earlier ("shift left"), minimizing costs and delays
* Display more complete data from problematic lines of code, making it easier to fix them

o Disadvantages
« They can slow down the application operation (due to code instrumentation)

*Icons by Bing Chat Al
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|IAST TOOLS

o With IAST the build, test, and deploy
process does not change

* But the tool is constantly monitoring the
application in the background

Computer
Security

« And notifies the corresponding

development pipeline element when

dangerous code or libraries are

introduced

—n
i1 o arking name=Jeff

in the City
= g Z

T st g o
- (P )

Your Application or API

SELECT * FROM
users WHERE
name = "Jeff'

Untrusted data flow into
query without escaping
or parameterization.

7 Vulnerability

Confirmed
by IAST

An IAST tool is integrated into your app and detects dangerous inputs and
actions, informing other elements of the pipeline. Source:
https://dzone.com/refcardz/introduction-to-iast

Application, API,
and Library Security
Vulnerability )
Notlflcatlons//; ,>

[ 4

(

IAST Ensole

%eclipsc €) GitHub @ Jenkins  JlUnit
> Visual Studio Ji it
9 sl DEA o ira {;Bamboo @unl -
& slack B Bugzilla maven (& selenium
QHipChat & SERENA (& gradle (_&)‘"ebhmks
DEVELOPMENT QA/TEST
alala EB BE
BE0 BBBB6 P“b“c BLE C'éua
alafalalalal BBB (a]alalalalal
Pﬂﬁ @ B @ U Private APls Containers

Applications and APIs with IAST Installed

B .o
splunk- ¥
oleAlerVoult 7 amazon

#LogRhythm ==

ArcSIghtsC piyotal
¥ VictorOps gerd

OPERATIONS

Pubhgfé%loud

Private APls Containers
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| IAST TOOLS

o A list of these tools and more of the previous
categories can be found here

« https://owasp.org/www-community/Source_Code_Analysis_Tools

N

Computer Security

Source: https://www.cybersequridad.com.mx/netsparker-web-application-security/

AST -

REACTIVE PROACTIVE
SCANNING SCANNING
APPLICATION: | APPLICATION:
STOFPED RUNNING
QUTSIDE INSIDE
ACCESE ACCESS

|AST tools attach to a
running application to see
what is going on inside, They
are passive, so their coverage
depends on how they are
triggered. In the case of
Metsparker Sharl, the IAST
sensor continuously
communicates with the core
vulnerability scanning engine
to add inside information to
the broad coverage of DAST,

DAST

REALTIVE PROACTIVE
SCANNING SCANNING
APPLICATION: | APPLICATION:
STOFPED RUNNING
QUTSIDE INEIDE
ACCESS ACCESS

DAST tools probe a running
application to safely simulate
the actions of real-life attackers,
Medern preducts such as
Metsparker can find runtime
vulnerabilities and often confirm
them to eliminate false positives,
While they have no access to the
application source, they are
language-independant and can
test the entire application
environment,

V'

SAS T

REACTIVE PROACTIVE
SCANNING SCANNING
APPLICATION: |  APPLICATION:
STOPFED RUNNING
OUTSIDE INSIDE
ACCESS ACCESS

SAST tools perform

static analysis to check
the application source code
or bytecode for insecure
constructs. They can
pinpeint issuss accurately
but are prone to false
positives. They are also
language-specific and
cannet identify runtime
vulnerabilities,

Source: https://www.scmagazine.com/resource/application-security/devsecops-
what-it-is-and-how-to-approach-implementation

*Icons by Bing Chat Al
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I SECURITY TOOLS IN DEVOPS =

Computer Security

o The advantages of integrating security tools into the CI/CD pipeline are greater

the sooner they are fully integrated in the development/build environment
« "shift left” is also a rule here!
* |t's vital that developers feel comfortable using them as part of their daily work
 To ensure continuous integration, delivery, and deployment
* If not, they will generate rejection in DevOps teams, that will not use them properly

o The tools must also offer
« The ability to be invoked from the command line
* Integration with the metrics dashboard used in the project
* Tracking the found defects
 The ability to interrupt compilation and send push notifications via email

e Languages, frameworks, and APIs are constantly changing
 Tools must provide fast compatibility with new versions of the tools
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Computer Security

I OTHER SECDEVOPS TOOLS

e Other tools
« Code Sight (SCA, SAST):
https://community.synopsys.com/s/article/Introduction-to-Code-Sight . Tt niag -Ounplonc
« Black Duck (SCA, SAST): https://www.synopsys.com/software- L %
integrity/security-testing/software-composition-analysis.html JEVELGp
« Coverity (SAST): https://scan.coverity.com/ | Lo
S et - P
« TinFoil (DAST): https://www.tinfoilsecurity.com/ -y DEV Pw  OPS / 5
« Seeker (IAST): https://www.synopsys.com/software- &
integrity/security-testing/interactive-application-security-testing.html voyyork @
e Our development framework may also include e A
part of these features Tt
« Ex. Node.js (SDI) automatically audits the security of You use these tools in cycles. Source: https://sudip-
dependencies says-hi.medium.com/an-overview-of-security-testing-

tools-in-devops-d955687f2913

» https://docs.npmjs.com/auditing-package-dependencies-for-
security-vulnerabilities
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THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF! e

Computer Security

¢ You can do the following
* Understand that secure development requires the integration of security testing tools into the
development chain
* Understand what an SCA tool is for and the type of problems it prevents
* Especially their critical work in identifying and preventing CVEs of third-party software that we are
using
* Understand what a SAST tool is for and the type of problems it prevents
 And that they're able to tell us the exact line of code where they detected a problem
* Plus, how to get a SAST (and SCA) up and running very easily on GitHub
* Understand what a DAST tool is for and the type of problems it prevents
 And that in the end they treat the application as a "black box" in execution
* Understand what an IAST tool is for and the type of problems it prevents
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Source: Bing Chat Al

< Go to Index

@ 9 i

&
& v

SECURE DEPLOYMENT AND
MAINTENANCE

Things to consider once the application is in
production

" & ‘. Departamento de Informatica
/ i/ ) Universidad de Oviedo

Universidad de Oviedo

*Icons by Bing Chat Al
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Computer Security

WHAT ARE YOU GOING TO FIND IN THIS BLOCK?

o In this block you will learn
« What WAF tools are
« What RASP tools are
« What UEBA tools are
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I SECURITY IN APPLICATION DEPLOYMENT & MAINTENANCE é%

Computer Security

o When keeping our application deployed, we must consider

« What you've learned in ASR about SSOO management and our Topics 3, 4, and 5
« Especially hardening with CIS Benchmarks

Continuous monitoring, logging, and security alerts (Topic 5)

To have incident response procedures

If we create an API, use an APl Gateway

 Fully managed service that eases to create, publish, maintain, monitor, and protect an API
 They act as the “door" for the applications to access the data, business logic, or the
functionality of your backend services. E.qg.: https://aws.amazon.com/es/api-gateway/
Use active protection applications once deployed: WAFs, RASP, and UEBAs

If we do a cloud deployment, we may have to choose cloud-enabled AST tools

« Avery good SCA tool for cloud environments is Snyk (https://snyk.io/)
* https://snyk.io/blog/what-is-software-composition-analysis-sca-and-does-my-company-need-it/

* Fortify Weblnspect: combines DAST and SAST also in cloud deployment environments
* https://www.microfocus.com/es-es/products/webinspect-dynamic-analysis-dast/overview

*Icons by Bing Chat Al
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IWEB APPLICATION FIREWALLS (WAFS) (MOD_SECURITY)

o Web server modules that automatically protect their hosted applications against a

wide range of application attacks: do not deploy without one
« Add an additional protection layer to any web application (defense in depth)
- mod_security is probably the best-known free WAF (shown in Lab 10)
« They need rules; the best known are CSR (Core Security Rules): https://modsecurity.org/crs/
* Not deploying your own? Rent it (e. g.: CloudFlare, https://www.cloudflare.com/es-es/Ip/ppc/waf-x/)

« Once active it can perform the following operations automatically

« HTTP Protection: Detects protocol violations

* Real-time IP blocklists: Using third-party IP reputation servers
Detection of malware, bots, crawlers.... Google Safe Browsing API and other integrations
Detection of DoS and other common web attacks: XSS, SQL Injection, CSRF...
Identifying sensitive data and preventing accidental source code leaks (e. g. credit cards)
Detect error messages giving technical details and mask the identity of the server
* ... (many more features)

*Icons by Bing Chat Al
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WEB APPLICATION FIREWALLS

« You must differentiate
« A firewall (Topic 5) analyzes network traffic,
but not its contents
 Source, destination, port...
« A WAF analyzes traffic content, understands
and process it

 This way it can find malicious requests inside
the network traffic

« Suele encontrarse en un reverse proxy que
controla el acceso a muchas aplicaciones

o The 1%t belongs to the network layer,

the 2" to the application layer

* They are not antagonists, in fact, both should
complement each other

 Having a WAF does not mean you can get rid
of your firewall and vice versa!

|
)
G 1 1
- N
Server
O Web Application Firewall
RPN N

HTTP Traffic Sources

Don't get confused, even if they both have the word "firewall" in them,
they are not the same. What's more, they are often combined. Source:
https://www.wallarm.com/what/waf-meaning

Blocked by Blocked by
NW Firewall WAF

Non-Web Attack

(HTTP/HTTPS) '
Cmen = —
i1 | 11
2 ( uume °--l —
- - Ll 11|
3 Legitimate traffic —.-._“ o
Network Firewall Web App Firewall App Servers

> Exercise L10B1_REVPROXY, L10B2_WAF, L10B2_WAFPROT
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I RASP (RUNTIME APPLICATION SELF-PROTECTION) TOOLS

» Able to inspect application behavior and context

« Capture all requests to ensure they are secure, and control the validation of requests within the application
« May work in diagnostic (alert) or protection mode (responds stopping the application, ending the session...)

« RASP and IAST have similar usage, but RASP does not perform full analysis

 Runs as part of the application by inspecting your traffic and activity
« Both report attacks when they occur, but IAST in testing/deployment and RASP in production

» Advantages
« Complement SAST and DAST, being an additional layer of protection in production (defense in depth)
« Allow you to examine and control unexpected inputs
 They can respond quickly to an attack by providing a thorough scan and locating vulnerabilities

« Disadvantages

 They run on the application server, and can have a negative impact on its performance

* Give a false sense of security: detected problems need to be fixed and hence application may be stopped
« Do not a substitute application security testing, as they do not provide complete protection (overconfidence)

e Examples: https://www.g2.com/categories/runtime-application-self-protection-rasp
*Icons by Bing Chat Al
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Security

« A RASP tool is an extra layer that
is placed in the main application

* |t monitors all incoming traffic
. . Difference Between the Approximation of a WAF and a RASP. Source:
* igtlh to the server and to the appllcation https://www.softwaretestinghelp.com/rasp-tutorial/

Where a RASP operates in a running application. Source:

O If any attaCk VECtOI’ |S dEtECtEd, |t https://dzone.com/refcardz/introduction-to-rasp
activated all its embedded oo || [ eratins

Network Organization
RASP Ccos

protections
5

(((® —

« All of this happens at runtime : i
. . . ?02 ® - - @— 3’ ':%8 _ 2
o This protects the application from | *° 0 o
attacks that may come later Treats el e et R
* It has three working modes: Off, ——
ABP Protects Workloads Adre WS & Googecns

monitor, and block
DPo3 Running On
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RASP TOOLS

« RASP tools examples are

* FreeRASP: https://qgithub.com/talsec/Free-

Source: https://www.rapid7.com/products/tcell/

Admin Albi Cecionis

App Firewall

RASP-Community

« More examples:
https://www.g2.com/categories/runtime-

application-self-protection-rasp

WAF stands for Web Application
Firewall

RASP stands for Run-Time
Application Self-Protection

WAF is a tool that protects web
servers from cyber-attacks

RASP is a technology that runs on
a server when an application runs

monitoring, and blocking any
malicious HTTP/S traffic traveling
toward the web application by
adhering to a set of policies

> Primarily attack prevention Detects both attacks and vulnerability
> Mitigates DDoS Attacks and Block Injects security at runtime
Brute Force Attacks
> False Positives may occur False Positives are eliminated
> WAF protects web apps by filtering, RASP is designed to detect attacks on

an application in real time. When an
application begins to run, RASP can
protect it from malicious input or
behavior by analyzing both the app's
behavior and the context of that
behavior

Alerts are based on Predictions

Alerts are based on Application
behaviour

WAF creates set of policies against
all type of attacks like Brute Force
Attacks, a SQL injection attacks &
XSS Attacks and many others

RASP tools offers multiple detection
techniques like sandboxing, semantic
analysis, input tracing and behavioral
analysis to go along with signatures

>

Flexible, hybrid deployment

Minimal overhead of deployment

Multi-layer defense

Applies defense inside the application

>
“*e

ons by Bing Chat Al
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Browser Security
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Account Takeover
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Dashboard
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Security
Scanning Tools

Runtime
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0S Commands

“ Report Only
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Computer Security

I UEBA (USER AND ENTITY BEHAVIOR ANALYTICS)

o |A-powered anomaly detection tools
 Analyze the behavior of the users, servers, accounts, laptops, applications, etc.
« Everything connected to an organization's network!
 They are used to detect threats, external failures and intruders
* Inside jobs, rogue users...they are an increasing security risk
 They learn what they do to set what is considered "normal” behavior
 Where do they connect from? What servers, files, applications do usually access? From which devices?...
« Model “typical” behaviors to distinguish them from “anomalous ones”
« When something unusual happens, the UEBA will detect it and alert those responsible

o Examples of these tools are IBM Security Qradar, Idaptive Next-Gen Access,
ActivTrak, InsightIDR, Teramind or Exabeam Security Management Platform
« More complete list: https://www.g2.com/categories/user-and-entity-behavior-analytics-ueba/free

o Kassandra is a research project that follows this philosophy developed by Alba

Cotarelo Tundn, a graduate of this school

« https://github.com/Egida-Kassandra/kassandra
*Icons by Bing Chat Al
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UEBA %

Computer
Security

o A UEBA is a Machine Learning (ML)
system that learns from user actions

« It analyzes several data sources to

identify known use cases
» Malicious or compromised users, etc.

« Data include external and internal
application sources
 Ex.: Application logs

* Itis one of the most modern and interesting
applications of Al for cybersecurity

Web / Mobile App
Requests

Data used by a
UEBA. Source:
https://www.impe

rva.com/learn/dat

a-security/ueba-

user-and-entity-

behavior-

analytics/

Collective

Bot Intelligence How a UEBA works. Source:

https://www.radware.com/cyberp
edia/cloud-security/ueba/
% ML Engine

.
.
+  Browser Anomaly Time Series-based
S Detector Anomaly Detection
.
H
: TN
.
’ )
.
Immediate :
Response Engine ! Clustering-based Intent-based Deep
: Bot Detection Behavior Analysis (IDBA)

...........................................................

Use cases
«  Malicious insider
«  Compromised user
«  APT and zero-day

«  Known threats

Use cases

Analytics

«  Supervised machine learning

«  Unsupervised machine learning

«  Statistical modeling

*  Rule-based system

Future:

«  Generative adversarial networks

Aﬂalvﬁcs «  Ensemble networks

«  Deeplearning

Data
«  Events and logs
«  Metwork flows and packets
«  Business context
«  HRand user context

«  External threat intelligence
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THINK YOU'VE UNDERSTOOD IT ALL? EVALUATE YOURSELF! .

Computer Security

¢ You can do the following

* Understanding the concept of APl Gateway
* Understand what a WAF is and how it protects in the context of web application development
* Understanding what a RASP is and how it protects an application
 And that it is an add-on that is located within the application itself
 Understand what a UEBA is and how it protects an application
 And that it really is a way to detect deviations in the behavior of users and entities
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Computer Security

I REFERENCES o

o To read more about DevSecOps

« https://blog.pentesteracademy.com/devsecops-learning-path-integrating-security-with-devops-
1cc03670552f?gi=b60a95cedfch

« To learn an alternative approach to DevSecOps, it is advisable to read the OWASP
Proactive Controls

* https://owasp.org/www-project-proactive-controls/

o To work with a Jenkins pipeline (used in Software Architecture, ASW) with the

different testing tools we saw

« Installing Jenkins in a Docker container (suitable for testing)
* https://www.jenkins.io/solutions/docker/

« Fortify plugin for Jenkins (SCA)

* https://plugins.jenkins.io/fortify/

« SonarQube plugin for Jenkins (SAST) (also for other similar products)
« https://docs.sonarqube.org/latest/analysis/scan/sonarscanner-for-jenkins/

* DAST with OWASP ZAP and Jenkins

« https://digitalvarys.com/devsecops-dynamic-analysis-dast-with-owasp-zap-and-jenkins/
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