artamento de Informitica
b /ERSIDAD DE OVIEDO

4

) g
I..I. -
inéf; —HE =]
™ : P | e -
o B | 5= =}
s el = =
.‘.'.Ea — ': _; =
L& =SE ER—")
= 4 o DS e B = . Y
.-2-}—‘?:? : '_E-M;f—_"'- > a
1 ey AR Y A . SIS V. =3
———d - . S - \ : £ s . B
. =S - b N L [

LABORATORY “0A”, C
COURSE VIRTUAL MACHINE

DEPARTMENT OF COMPUTER SCIENCE. UNIVERSITY OF OVIEDO

%

Computer Security | 2022 - 2023 (V2.7 “S-81 Isaac Peral”)

REATING YOUR




Department of Computer Science. University of Oviedo
COMPUTER SECURITY
Laboratory “oA” - Creating your course virtual machine

CONTENT

3T (00 0L L | Y 2
WY QI ERES? ..ttt ettt et et st e st e e st e s bt et e s b e en b e e st e be e st enbeeat e beenteebeentaeneentas 3
Virtualization support in the host BIOS ..ottt 3
B K €10 ] o i U] o €1 U ) ORIt 4

USING EEOTTIUNIALS ...ttt h et h et sttt b et s bt et e bt et e e st e b e et e sbe et e nbeenees 4
TMux: Terminals ANd PANEIS.............ccecueeieiieiesieeieee ettt ettt st et st esbesatenbesatesseestesbeensesseensesneensesaeenes 4
Midnight Commander: File BIOWSET ...........cccoueiuiriiiiiiieeeteeieet ettt sttt sttt sttt ettt sbe ettt et sae s enee 7
SSH to the VM. 0. e cenesses N O N B eerenerneernanne 7
Editing texlifilgs,. ... e, S T L O T o i TR R TR e 8
Linux Kngivladoe e ¥ 7. .................. 0000000 ... Sl SO ...l . T ... 8

Options for creating the course virtual machine ..........ccooooveiiiiiiiiiiiiiniiiniiiiiineeceaee 10

Option 1: Importing the supplied .0va IMAZE (ASY) ....ccverueuerueiruiriiirierieeriet ettt ettt sre e 1
WHhy picking Up thiS MELROA?...........cc.ooeviiriiiiiieeeeeee ettt st st sb e ebe e 11
Option 2: Use Vagrant to Auto-Build a Virtual Machine (easy-medium, recommended) ..........cccccceerveuennne. 13
WHhy picking Up thiS MELROA?...........cc.coeriiiiiiiiieiieeeee ettt sttt s 13
HOW t0 US€ the VAGTaNt fIlES...........cceeiuiiuiiiiiiiiiiieiiiieeeteee ettt sttt ettt ettt sbe et bt et 13
TTOUDIESROOLING ...ttt ettt et b et sae et ebe b et na et e nbeeanes 20
Option 3: Creating your own VM (Hard, not recommended)..........cccooueerueirinieiniinieenieieencesesee e 22
Why picking up this MEtROA?...........cc.oocueiiiiiiiiiiieieeteeett ettt sttt st sb ettt sbe e 22
Configuring a Virtualization Platform to install @ Linux Server .............cccccocevevenienienieneniencnesesese e 22
USBRE... % oeiieecnse B cvniviniinciiiscsisssnsitnssnsisssessoacssse fhussesensssscssnssssssssesosiliffesissssesisssssesssscesslBfocscsns 28
Storing and selecting the OS ISO ..........ccccoccoeviririnininieeeeeeeeee ettt 28
INSEall AN UDUNEU LINUX SETVET ......covueeuiieiieieeiieieeitesie ettt sttt ettt et sb e et e bt st e s bt estesbeenbesatebesaeenbesanens 30
General Troubleshooting (ANY OPLiON).........ceeuiieirieirerieireietestee ettt sttt ete sttt eseste e ebessesesaeneeneseenes 38

I still need Hyper-V for other courses / my work, so disabling it every time I boot the VM is cumbersome ..39

General VM management OPETAtiONS .......eeeeeeiiiiiiiiiiueeeeiiiiiiiiiiiieeeeeeeesiisiissseteeeesssssssssssseessssssssssssssssees 41
Resolving incompatibilities between VirtualBox and Hyper-V..........ccccooiviiiiniiniiniinineeceeeeeee e 42
Cloning and configuring MaChines ........c...cciiiiiiiiiiiii ettt s 43
Creating Working Machine Snapshots..........cocuiviiiiriiiiiniieeeee et s 45

Take, restore, and delete SMAPSROLS ..........cc.oecueeiuieriieieesieee ettt ste st e e s aeeaeesaeesaaeenseessaesneeens 45
SRATEA fOLARTS .....ecueieeieeieeeeee ettt e e et e st e et e e bt e saaeesbe e saesaseenseesseeesseesseesseeesseenseessseenseenseennes 52

José Manuel Redondo Lépez !



Department of Computer Science. University of Oviedo
COMPUTER SECURITY
Laboratory “oA” - Creating your course virtual machine

BEFORE YOU START

José Manuel Redondo Lépez >



Department of Computer Science. University of Oviedo
COMPUTER SECURITY
Laboratory “oA” - Creating your course virtual machine

Why all this?

The COVID-19 health crisis has put us in a situation in which most of our teaching activities have to be made
online or at home. This causes lots of problems, and one of the most important ones is that you must use your
home hardware to run the software required to take this course. We know that the hardware capabilities can
be widely different in this scenario. For that reason, all the laboratories in the course have been completely
redesigned to dramatically decrease the hardware requirements: now you will only need to use a single virtual

machine to run all of them. We are now using innovative infrastructure building and provisioning technologies,
although studying them is out of scope of this security course. However, to counteract this, we have provided
you with scripts that allow you to work with them without needing to understand the underlying

technology (unless you are curious, as everything is commented in case you want to learn @

This document has only one goal: to give you options to deploy the VM you need to follow the course at
home, no matter your virtualization system, OS, or hardware capabilities. You still need a bare minimum to
follow the course:

e Any 64-bit CPU with hardware virtualization extensions (VT-X, AMD-V) (every CPU from 2012 onwards
should fulfill this requirement)

e DPossibility to assign 2 cores to the virtual machine (1 should also be possible, but at a substantial
performance cost). We recommend not to use a GUI with 1 core only.

o Possibility to assign 2Gb of RAM to the virtual machine (1Gb might be viable for most labs, but it has
not been thoroughly tested). We strongly recommend not to use a GUI with 1Gb only.

¢ A maximum of 80Gb for the VM hard disk (VM disk is dynamic, it will only take space if it is needed.
Reaching 80Gb is highly unlikely)

We will provide you with three options, each one with advantages and disadvantages: please pick up the one
that benefit you the most, although we recommend the Vagrant one.

Virtualization support in the host BIOS

In order to be able to virtualize machines it is necessary to enable hardware virtualization support in the
BIOS of your computer. This option is located in different places depending on the BIOS manufacturer, but
usually is in a group of advanced options and is described with tags similar to "Intel Virtualization Technology",
"Virtualization Technology", "Enable Virtualization Technology", "Enable VT-X" or "Enable AMD-V". We need
you to make sure that this option is active, especially since many manufacturers disable it by default in
BIOS, and if you have not used it previously, it could be disabled. Without this option you cannot run most
modern virtualization software. Fortunately, all Intel and AMD CPUs from 2010 onwards implement this
technology.

José Manuel Redondo Lépez 3
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CMOS Setup Utility - Copyright (C) 1984-2007 Award Software
Advanced BIOS Features

» Hard Disk Boot Priority [Press Enter] Item Help
First Boot Device [Hard Disk]
Second Boot Device [Hard Diskl Menu Level )
Third Boot Device [Hard Disk]
Password Check [Setup] When enabled, a UMM
HDD S.M.A.R.T. Capability [Enabled] can utilize the
Limit CPUID Max. to 3 [Disabled] additional hardware
No-Execute Memory Protect [Enabled] capabilities provided
CPU Enhanced Halt (C1E) [Enabled] by Virtualization
CPU Thermal Monitor 2(TM2)[Enabled] Technology
CPU EIST Function [Enabled]
Virtualization Technology [Enabled]
Full Screen LOGO Show [Disabled]
Init Display First [PCI]

Sysprobs.com

tls«:Move Enter:Select +/-/PU/PD:Value F1©:Save ESC:Exit Fl:Ge:eral Help
F5:Previous Values F6:Fail-Safe Defaults F7:Optimized Defaults

Example of BIOS and hardware virtualization technology support (Source:

https://support.bluestacks.com/hc/es/articles/115003910391--C%C3%B3mo-puedo-habilitar-la-virtualizaci%C3%B3n-VT-en-mi-PC-)

To GUI or not to GUI

The VM we supply or the one you will build has a lightweight GUI environment to facilitate your work in the
course. This GUI is accessible typing in the command line. The decision of using a GUI or not is yours:
you may be able to save time, but at a resource cost. If you prefer not to use a GUI (or your hardware does not
allow you to have one) we give you a different option: using advanced terminal features. We are going to detail

it more here, because they can be used no matter the option you choose, and most of these options are also
present in the Docker containers we supply for each lab.

Using terminals

Even if we have servers without GUI to minimize resource usage, which does not mean that we will not be able
to do multiple tasks at the same time. A user, once logged in to the system, can open multiple console terminals
simply by pressing Alt-F1, Alt-F2, etc. If this is the first time a terminal associated with a function key has been
opened, the user and password will be asked again. Next terminal changes will continue with the activity that
was being done on it without having to be revalidated. This is especially useful, since it allows to perform tasks
in parallel, for example, to edit and save a configuration on one terminal leaving it opened and have another to
do restarts of the associated service.

Ubuntu 18.04.5 LTS server ttyl

login:

New terminal, resulting from the Alt-F2 key sequence

TMux: Terminals and panels

is a package that allows you to have multiple terminal windows in the same screen and divide a window
in different panes that may work concurrently. is preinstalled, with mouse integration (§ag module) and
terminal color support, in the Vagrant machine, in the one, and in every interactive container of the labs.
It could be a nice feature to add if you want more agility and productivity without installing or going to a GUI,

José Manuel Redondo Loépez 4
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as it gives you part of the features of a GUI with far less resource consumption. It may be also useful in other
courses that force you to heavily use the terminal.

GNU nano New Buffer Modified

Priga Cuge
Ne Unjgy To

nyone up for a chat?

hine (+nt) ]

Tmux running three panels with different applications (Source: Wikipedia)

This cheatsheet shows you the most typical options of [l If you decide to create the VM yourself, the files
of the Vagrant VM contain a file with another nice starting configuration that you can copy to
Ty (it also provides a nice default [[flgy configuration that you can copy to

directory>/.nanorc)
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TMux 3.1 Cheatsheet (ingenieriainformatica.uniovi.es)
Console enhancer and multi-pane support tool

https://github.com/tmux/tmux/wiki

5b0892bfcl:/#
:
Press Ctrl + B, release them, and then press the corresponding key r H::m g; e S]{:ﬂ:
exit on the last pane exits tmux 64 bytes from 172.217.17.4 17, tt1=113
ytes from 172.217.17.4 217, ttl=113
OPTIONS 4 bytes from 172.217.17.4 217.17.4): eq=54 tt1=113

r b !/ =113
Window handling 4 bytes i;; 17, 217, E:::}}’

New window: CTRL+b, release and then c 4 s from 172.217.17.4 217, 5 tt1=113
172.217.17.¢ .217. : 8 tt1=113
172.217.17.¢ .217.17.4): 9 tt1=113

MORE INFORMATION

Vertical: CTRL+b, release and then % http://www.sromero.org/wiki/linux/aplicaciones/tmux
https://www.hostinger.es/tutoriales/usar-tmux-cheat-sheet/

Horizontal: CTRL+b, release and then

Nice default configuration kindly provided by Alejandro Saez Morollén (put this
in /etc/tmux.conf to apply it globally):

Close current panel : exit # Start windows and panes at 1, not 0

Copy and paste text set-g base-index 1

- CTRL+b, release and then [: Enter "copy" mode. setw -g p_ane-base-!ndEX1
-- - # Tmux fix for terminal colours

.- set -g default-terminal "screen-256color"
- CTRL + space and start highlighting text. Selected text change #Open new pane or window in the current directory

color. Move to opposite end of text to copy. bind " split-window -c "#{pane_current_path}"
- ALT + w: Copies selected text into tmux clipboard. (On Mac use bind % split-window -h -c "#{pane_current_path}"
EsC+wW. ) bind ¢ new-window -c "#{pane_current_path}"

""""""""""""""" D £ 2 \e I e N T Ty ]
- Go to the destination pane and windows and put the cursor where
set -g allow-rename off

ou want to paste the text. R Lo .
)_/ ____________________ p _________________________________________________________________________________________________ #if run as "tmux attach", create a session if one does not already exist

- CTRL+b, release and then ]: Paste copied text from tmux clipboard|new-session -A-s main

Another cheatsheet is this one:

_ new sessions _ remove sessions _ windows

[tmux sessions] linuxacademy. local | [tmux windows] linuxacademy. local

_ key bindings ‘ _ key bindings
_ attach sessions (e Y 5| et & Y c |
(sl 0] ]
a
a

[tmux panes] linuxacademy. Llocal | [tmux copy mode] linuxacademy.com

u _ key bindings
a
key bindi B n
_ key bindings
B n _ copy mode commands

@ Ba

o6
@ Ba

on

(s )l - |
(sl - |

_ panes

2

bt 4 4 bt

2
a

enter

om
oo ]

g

g

Tmux Cheatsheet. Source: https://acloudguru.com/blog/engineering/tmux-cheat-sheet
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Midnight Commander: File Browser

One of the most missed options when you do not have a GUI is to be able to easily browse and view files in the
hard disk. We have provided you with this popular console-based file browser to give you this ability and
increase your productivity. You can run it just typing [[J8. As this image shows, it can be integrated with
and has mouse support. This is also installed in all interactive Docker containers that we are going to use in the
course.

echo "Merry Chris

~# echo ''Merry Chris

First panel

Mame

UP--DIR

SSH to the VM

If you use a GUI with our Vagrant or supplied VM, it is not needed to have an SSH connection as the VM
fully supports copy and paste text to/from your PC. However, a direct way of connecting to your machine with
advanced SSH client such as MobaXTerm is to create a host-only network to the VM and assign correct IPs (see
Option 3). VMs obtained from option 1 and 2 map the PP¥¥) port of your PC to the [g port of the VM, so if your
MobaXTerm / Putty / any SSH client connects to [RY I IERPLYY) it will connect to your VM instead without
requiring more steps.

Only manually created machines require to do the following redirection in VirtualBox. You need to
access the VM configuration, go to Network, choose the NAT interface, click on Advanced, port redirection and
configure the settings you see in the image. If you do this for multiple VM, please use different host ports.

José Manuel Redondo Loépez 7
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1 xmr r o

53 Ubuntu Server 18.04 LT 5512021 - Configuracién ?

: » *Unfortunately, we discovered that this option

r option, consisting on mapping a port in your

E General Red - O bt
Sisterna Adaptader 1 | Adaptador 2 Adaptador 3 Adaptart : l
P Reglas de reenvio de puertos ? X
q p
@ Pantalla Habilitar adaptador de red
Al ient Conectado a: .NAT | Mombre Protocole P anfitrion Puerto anfitrion  IPinvitade  Puerto invitado @
macenamiento ! — ! -
Mombre: SSH TCP 127.0.0.1 2222 100215 M @
Audi ’ ’

(D] ueto WV Avanzadas
@ Red Tipo de adaptador: :Intel PRO/1000 MT Desktop {SZE
@ Puertos cerie Modo promiscuo: |Denegar
AC? USE Direccdn MAC: |DBDD?_???9]16

Cable conectado
D Carpetas compartidas T

E‘ Interfaz de usuario

Reenvio de puertos ]

Cancelar

Iﬂ,, u@lu;::gas:amr 18.04 LTS 5512021 EE | gaﬂzﬁ 'L@
Editing text files

You will need to edit files in the console multiple times unless you decide to use the GUI. To facilitate your
work, we have created a special gy configuration that facilitates this type of work, converting tabs to
whitespaces, using better colors, displaying the cursor position, line numbers, and performing automatic file
backups of the ones you edit. You can find this configuration in the file of the default user profile of
the prebuild VM or as part of the Vagrant files if you want to use it in other courses or for your personal use.
Machines of options 1 and 2 include the and the Visual Studio Code editors (recommended option)
to edit files via GUI.

Linux Knowledge

Yes, you require Linux command-line knowledge to deal with this course. No more than the one you have
acquired through the operating systems course though. However, we know that you may have forgot some of
them. Do not worry, we assume this and implemented a slow (but progressive) start in this matter. To help you
we recommend the following:

e Use this cheatsheet as a guideline to remember the typical commands you will need. Do not forget that
the command gives you your current network cards names and IPs:

8
José Manuel Redondo Lépez



Department of Computer Science. University of Oviedo
COMPUTER SECURITY
Laboratory “oA” - Creating your course virtual machine

Some Basic Linux Commands -
o e S, A T e - by@gicuntmeH &

’ ~ ’ ~

v FILE COMMANDS ° 4 NETWORK "t
1 !+ ping host = ping host 'host!

1 '+ whois domain = get whois for domain
1 !+ dig domain = get DNS for domain

1 I+ dig -x host = reverse lookup host

-

1
1. |s = directory listing

1+ Is -al = formatted listing with hidden files
I+ cd dir = change directory to dir
'« pwd = show current directory

; 10N . 1 1+ wget file = download file
0 mkdir dir = create directory dir | " I+ wget -c file = continue stopped download, ~ ~  cm.u G-k @ o e e o
L file = delete file ) — 1 1+ wget -r url = recursively download files +7 " TSEARCHING ~
X = rm -fr ;:Illr :?elete d\rectorfyl dir W from url ,’ 1 .
«rm  file = force remove flg =~ ‘e——f 1 S L m o m - - === - —— e m e e e == == ~ _
1« rm -rf dir = force remove directory : OO O OO0 0000000000 e ;, PROCESS MANAGEMENT O :;gar[ecaﬁg[tt;get::]e;ﬁes !
1. cp file1 file2 = copy file1 to file2 ! SYSTEM INFO L] i . ! I+ grep -r pattern dir = !
1« my file1 file2 = rename file1 to file? ] 1 1* ps = display currently active processes ! 1 search recursively for
!+ 1n - file link = create symbolic link 'link' to file : 1+ date = show current date/time 1 1° Ps aux = ps with a lot of detail (@ 1 pattem in dir '
1« touch file = create or update file 1+ cal = show this month's calendar ﬁ ﬂ ﬂ y1* Kill pid = kill process with pid "pid’ 1+ commad | t:
= a HURC il r “ d grep pa ern—I
cat > file = place standard input into file ; 1+ uptime = show uptime 11 Killall proc = Kill all processes named prot 1 search for pattern
1. more file = output the contents of the file , 1= w = display who is online 11° bg = lists stopped/background jobs lmMmmMMmmm
I+ less file = output the contents of the file , 1+ whoami =who are you logged in as 1 |' fg = bring most recent job to foreground  * | 1 P e B ;
1+ head file =output first 10 lines of file , 1+ uname -a = show kemel config + fg n = brings job n fo foraground Py !
V- tail file = output last 10 lines of file 1 cat /proc/cpuinfo = cpu info | ------------------------- Coocooooo e - %
s ta|| -f file = output contents of file as it grows, 1+ cat /proc/meminfo = memory info 1 ¢ FILE PERMISSIONS N e S I =y =R =R = -
S— === === ====" 1* man command = show manual for command |I |I' COMPRESSION ‘I
' - . = n 1+ df = show disk usage 1 « chmod octal file = change 1 .
1 st 1 1+ du = show directory space usage 1 : permission of file ° $ 1 : ;”t:trar.;ffle Atar files = tar files into |
1 . - =
oo o T T S S S
I ::h B ':azrt .”fsirr%hﬁsst G lésl?sgepm P11+ whereis app = show possible locations of app ! Eg. chmod 755 fle = read wite for 1 ?I{aec}(?[fyl tar = sh tents of
hind port [ Whlch app = show which app will be run by defau\? 1 owner, read execute for group/world 0 AMILAETr s ARt A
D 7 - . arcmve ’

Follow @SecurityGuill on Twitter for more about Infosec / Cybersecunty

e Ifyou have absolutely no clue about the command you should use, run gJg R IS SR I E IR 10

to let the system suggest you commands that may do what you want. For example:

S apropos -a create directory
docker-plugin-create (1) - Create a plugin from a rootfs and configuration. P...
- eate a directory on an HFS+ volume
- eate a directory
- eate a directory

a unique temporary directory

an index of X font files in a directory
mklost+found (8) eate a lost+found directory on a mounted Linux secon...
mktemp (1) create a temporary file or directory
pam_mkhomedir (8) PAM module to create users home directory
update-info-dir (8) update or create index file from all installed info fi...

José Manuel Redondo Lépez
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OPTIONS FOR
CREATING THE
COURSE VIRTUAL
MACHINE
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: Importing the supplied .ova image (easy)

Why picking up this method?

Recommended if: You have VirtualBox installed, a stable Internet connection, do not want to test
Infrastructure as Code technologies to experiment what they can do for you in the future.

Advantages

e Ready to use preconfigured VM with all the packages installed to make the course laboratories.
e One-step VM set up (user: FI0Ns password: (three dots at the end)).

Disadvantages

e Large download that may not be possible in certain situations. The VM has been specially shrank to
minimize its size, tough
¢ You must manually create a shared folder with the host (consult the last section of this document).
e Prepared to run only with VirtualBox, other virtualization systems may not be able to use files. We
provide you with two import examples, but they are not guaranteed to work:
o Importing a with  VMWare:  https://docs.vmware.com/es/VMware-
Fusion/11/com.vmware.fusion.using.doc/GUID-275EF202-CF74-43BF-AqEQ-351488F16030.html
o Importing a with Hyper-V: https://superuser.com/questions/1133256/convert-ova-to-
vhd-for-usage-in-hyper-v (please go to the Option 3 to know the VM characteristics you must
create).

To facilitate your work during the whole course, we provided you a prebuilt virtual machine. You can
download it from a URL that your teacher will provide. The machine is a console-based (with optional GUI)
Ubuntu Server 18.04 LTS system. To import it, download the file and use this VirtualBox option:

a i

Th= 1 .

¥ Oracle VM VirtualBox Administrador

Archive | Maquina Ayuda
¥ Preferencias... Ctrl+G ™

i

) Importar servicio virtualizado... Ctrl+| Mueva Cor
(R: Exportar servicio virtualizado... Ctri+E @ Gener
CJ Mueva MY en la nube... Mombre:
Sistema ope
Administrador de medios virtuales... Ctrl+D II' Sister
Administrader de red de anfitrién... Ctrl+H )
Memoria bae
5 Administrador de perfil cloud... Ctrl+P Procesadare
- i Orden de ar
S_h, Administrador de operaciones de red... Aceleradén:
@ Comprobar actualizaciones...

,& Reiniciar todas las advertencias f
@ Panta
rT -
& Salir Ctrl+Q Memoria de
= Kali LInux " Controlador
2 el £ . . Areleracicn:

Importing an file option

11
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Choose the downloaded file, click next, and follow the instructions to import the VM. It will take a while.
An SSD is recommended to dramatically decrease import times, boot, and general responsiveness, but it is not
required.

Importar servicio virtualizado

Servicio a importar %
Flease choose the source to import appliance from. This can be a local file system to import OVF archive or one of known doud service providers to import doud YM from.

Fuente: |Sistema de archivos local

Seleccione un archivo desde el que importar el servido virtualizado, VirtualBox actualmente soporta importar servidos guardados en Open Virtualization Format (OVF). Para
continuar, selecdone el archivo a importar abajo

Archivao: | [a |3

Modo experto Next Cancelar

Selection of the file screen

Further options to manage the imported VM will be detailed in the next section, as this machine is identical as
the one provided through Vagrant.
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: Use Vagrant to Auto-Build a Virtual Machine (easy-medium,

recommended)

Recommended if: You have VirtualBox, Hyper-V or VMWare Desktop installed, want to test Infrastructure as
Code technologies to experiment what they can do for you in the future.

Why picking up this method?
Advantages

e Machine download, configuration, creation, and setup is fully automated, no interaction is needed.

e [t normally creates a VM which uses resources more optimally than a default one.

e Uses advanced virtualization techniques not available through the VirtualBox GUI or that require
additional advanced configuration not easily done unless you have some experience.

e Runs in any platform compatible with Vagrant (but requires VirtualBox, Hyper-V or VMWare Desktop
installed, although the virtualization system will be automatically chosen)

e Machine configuration can be distributed (and deployed to different systems) in small text files, being
always the same and very easily updatable.

e A shared folder is automatically created in the same directory where the machine is built.

Disadvantages

e Using VirtualBox is preferred, as it is the main virtualization system supported by the vendor. However,
Vagrant, the base official Ubuntu box we use, and the files we provide do also support Hyper-V)!

e Requires a long initialization time (only in its first execution)

e Requires you to install extra software in your computer (Vagrant). Lab computers in our school have
Vagrant installed.

How to use the Vagrant files
VM building preparation

e Download the file from the virtual campus with the Vagrant files
e Ensure that the virtualization platform you are going to use is correctly installed
e Install the most up to date Vagrant version for your OS: https://www.vagrantup.com/downloads
o For Ubuntu, please use the downloaded package from the official webpage, Ubuntu repositories
have an outdated Vagrant version that does not work with the provided files:
https://linuxize.com/post/how-to-install-vagrant-on-ubuntu-18-o04/

! The [ErElia#M has an entry for a 3rd provider, NI Y8897, This technically works, but it was not tested and has no optimization.
We only provide this because the base Vagrant box supports it, but we strongly recommend you to use other virtualization options
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AR tps /v vagrantup cor) e

() HashiCorp Browse Products

V Vagrant Intto Docs  Community () %231k &, Download

v H\”;Cémgrant

Development Environments Made Easy

Get Started Download 2219 Find Boxes

e Unzip the file and place their contents in a folder you create (for example, ). These contents
are:

vagrant 08/12/2021 12:49
28/12/2021 733
10/12/2021 9:55

Carpeta de archivos
customization_files Carpeta de archivos

customization_scripts Carpeta de archivos

provisioners 08/12720217 1241 Carpeta de archivos

shared 2171272021 13:41 Carpeta de archivos
buildvm 13/11/2021 10:10 Archivo por lotes .. 1 KB
2] buildvm 13/11/2021 10:10 Archivo SH 1KB
destroyvm 13/11/2021 10:10 Archivo por lotes .. 1 KB
2] destroyvm 13/11/2021 10:10 Archivo SH 1KB
runvm 25/10/2021 9:54 Archivo por lotes .. 1 KB
2) runvm 25/10/2021 9:54 Archivo SH 1KB
updatevm 13/11/2021 10:11 Archivo por lotes .. 1 KB
.J updatevm 13/11/2021 10:11 Archivo SH 1 KB
D Vagrantfile 2871272021 741 Archivo S KB

o The EIUAEEE: With all the configuration of the VM you are about to create.
o Shell scripts to manage Vagrant as standard Linux bash files. A Windows-compatible
version is also provided.
= RN Build the VM from the JETIRIUASEE. Please note that this should be done
only once.
. : Runs the previously build VM from the command line if from some reason
you cannot run it from the VirtualBox GUI.
= IR If you update the (for example install more packages by
default, increase the available RAM, number of cores...) this script will update the VM
configuration without performing a full rebuilt (much faster). Note that you do not need
to do that in this course, it is just provided for your convenience.
. Deletes a previously build VM, freeing all the space and lose all changes
and the results of your operations. If you want to use the VM, you need to build it again.
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= Rest of the files and folders are used by the previous one and you are not required to
understand them to follow this course (although if you are curious...they are fully

commented &2
e Once you have all files unzipped, go to the subfolder and locate the
file. Change its contents so you put your own username (UO or whatever you like),
provided it is a valid Linux username. An account for this user (password ({34 S¥ENMN) will be created
for you in the VM. An additional user (also with password [TIFSPEM) exist in the VM that will

be created.

qquipo ? Documentos * 551.VM_2022 * customization_files

Nombre F J your_username: Bloc de notas
/] bash 1| Archivo Edicion Formato Ver Ayuda
[ bashrc U|r‘edondo
[&] CobraKali q
@ Cobrakali_icon (

D inputrc 1
] motd 2
L] nanorc a
D release-upgrades 1
J tmux 3
L] user 1
£ xfce4-desktop a
€| xsettings 1
|j your_username 0

¢ You can now proceed to build the virtual machine. However, if your PC has enough power, you can increase
the VM resources to work more efficiently. Open the [EE{Elia##8 and locate this section in the file. 2 cores
and 2Gb of RAM are the minimum requirements, but if you can give at least 4Gb of RAM it will be nice.

## Machine Characteristics:
FHE mmmm e

# In Mb, if you can afford it, more memory is always welcome :). Be careful not to push this too hard, and turn yourself into a
Chrome browser :P
RAM = 2048

# If you can afford it, more cores are always welcome :). Be careful not to push this too hard, and let your host breathe :P
CORES = 2

# S5ize of the box disk
DISK SIZE = "88GB"

# Amount of available VRAM. Consider if your VM is going to have a GUI or not to choose this.
VRAM = 128

o NOTE FOR MAC USERS ONLY: One of the advanced features of this [ET S aags, Page Fusion,
may not supported in MAC hosts. Please, if you use a MAC to deploy the VM via Vagrant, open
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de 'EE{EIN4#8k and comment or delete the line that has the option with the [
parameter. No other change should be necessary.

J Vagrantfile: Bloc de notas

Archivo Edicion Formato Ver Ayuda
# Use VBoxManage to customize the VM for high-performance options and other things

vb.customize ["modifyvm", :id, "--acpi™, "on"]
vb.customize ["modifyvm", :id, "--accelerate3d”, VIDEO 3D]
vb.customize ["modifyvm", :id, "--apic™, "on"]
vb.customize ["modifyvm", :id, "--biosapic™, "x2apic"]
vb.customize ["modifyvm", :id, "--cpu-profile", "host"]
vb.customize ["modifyvm", :id, "--graphicscontroller”, "vmsvga"]
vb.customize ["modifyvm", :id, "--hpet™, "on"]
vbh.customize ["modifyvm", :id, "--hwvirtex", "on"]
vb.customize ["modifyvm", :id, "--largepages", "on"]
vb.customize ["modifyvm", :id, "--longmode™, "on"
vb.customize ["modifyvm", :id, "--nestedpaging”, "on"]
vb.customize ["modifyvm", :id, "--pae"”, "on"]

# If you have a MAC host and get an error, comment this line, as this feature is not currently supported on MAC (yet)

vb.customize ["modifyvm", :id, "--pagefusion”, "on"]

vb.customize ["modifyvm", :id, "--rtcuseutc", "on"]

vb.customize ["modifyvm", :id, "--spec-ctrl™, "off"]

vb.customize ["modifyvm", :id, "--x2apic", "on"]

vbh.customize ["modifyvm", :id, "--vram™, VRAM]

vb.customize ["modifyvm", :id, "--vExux", "on"]

vb.customize ["modifyvm", :id, "--vtxvpid", "on"

vb.customize ["modifyvm", :id, "--vrde"™, VRDE]

vb.customize ["storagectl™, :id, "--name", HD_CONTROLLER, "--hostiocache", "on"]

# Shared folder (host path, guest path)
config.vm.synced_folder "./shared”, "/host_data", create: true, automount: true
end

VM Building process

Once these preparations are finished, you only need to run [JJERGYuN:EL (or ALY if you are not in a
Windows OS) and wait for the VM to be built.

EA Simbolo del sistema - buildvm.bat

= \Users\Redondo\Documents\5¢

_VM_20822>buildvm.bat

:\Users\Redondo\Documents\SS5I_VM 2022>vagrant up

vagrant: You have requested to enabled the experimental flag with the following features:
vagrant:

vagrant: Features:
vagrant:

vagrant: Please use with caution, as some of the features may not be fully
> vagrant: functional yet.

ringing machine 'default’ up with 'virtualbox' provider...

=> default: Importing base box 'hashicorp/bionice4’...

=53

disks

=

Make sure you have network connection during the entire process. Do
not open the VirtualBox GUI while doing this!

The VM will start almost immediately, but please wait for the script to finish and do not login yet (the
VM will reboot automatically). You can use the VM right now, but it lacks all the features you need. The VM
updates in the background, installing all necessary software and updates while allowing you to use it, but as it
needs to reboot at the end, you may lose your work. Additionally, Docker, Docker-Compose and other necessary
software will not be available unless you let the build process to finish.
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‘ S Jbuntu SSI Image 2022e [Corriendo] - Oracle VM VirtualBox
Bringing machine 'default’ up with 'virtualbox® provider... Archivo Maqguina Ver Entrada Dispaositivos Ayuda
default: Importing base box "hashicorp/bionicéd’...
default: Matching MAC address for NAT networking...
default: Setting the name of the VM: Ubuntu SSI Image 20822e vagrant login:
default: Clearing any previously set network interfaces...
default: Preparing network interfaces based on configuration...
default: Adapter 1: nat
default: Adapter 2: hostonly
default: Forwarding ports...
default: 22 (guest) => 2222 (host) (adapter 1)
default: Configuring storage mediums...
default: Disk 'vagrant_primary' needs to be resized. Resizing disk...
default: Running 'pre-boot" WM customizations...
default: Booting WVM...
default: Waiting for machine to boot. This may take a few minutes...
default: SSH address: 127.8.0.1:2222
default: SSH username: vagrant
default: SSH auth method: private key
default:
default: Vagrant insecure key detected. Vagrant will automatically replace
default: this with a newly generated keypair for better security.
default:
default: Inserting generated public key within guest...
default: Removing insecure key from the guest if it's present...
default: Key inserted! Disconnecting and reconnecting using new SSH key...
default: Machine booted and ready!
default: Configuring and enabling network interfaces...
default: Mounting shared folders...
default: /host_data => C:/Users/Redondo/Documents/SSI_VM_20822/shared

Ubuntu 18.04.3 LTS vagrant ttyl

Once the script finishes the machine reboots and you are greeted with the login screen (please note the Ubuntu
version update from the previous screen). Now you can use the VM with your user or with the user

(both have the same 334X password).

Jbuntu SS1 Image 2022e [Corriendo] - Oracle VM VirtualBox

default: Setting up libijs-@.35:amd64 (8.35-13) ... Archivo Maquina Ver Entrada Dispositivos Ayuda
default: Setting up libgs9:amd64 (9.26~dfsg+@-Gubuntu@.18.04.14) ...
default: Setting up gnome-desktop3-data (3.28.2-@ubuntul.5) ...
default: Setting up libspectrel:amd64 (0.2.8-1) ... vagrant login:
default: Setting up libdjvulibre2l:amd64 (3.5.27.1-8ubuntu®.4) ...
default: Setting up libevdocument3-4:amd64 (3.28.4-8ubuntul.2) ...
default: Setting up libevview3-3:amd64 (3.28.4-@ubuntul.2) ...
default: Setting up libgnome-desktop-3-17:amd64 (3.28.2-0ubuntul.5) ...
default: Setting up evince (3.28.4-Oubuntul.2) ...
default: Processing triggers for mime-support (3.60ubuntul) ...
default: Processing triggers for desktop-file-utils (@.23-1ubuntu3.18.04.2) ...
default: Processing triggers for 1libglib2.0-8:amd64 (2.56.4-Bubuntu®.18.04.9) ...
default: Processing triggers for libc-bin (2.27-3ubuntul.4) ...
default: Processing triggers for man-db (2.8.3-2ubuntu@.1) ...
default: Processing triggers for hicolor-icon-theme (0.17-2) ...
default: Processing triggers for fontconfig (2.12.6-0ubuntu2) ...
default: Processing triggers for geonf2 (3.2.6-4ubuntul) ...
default: »>>>>> Adding user 'redondo' to 'docker' group <<<<<
default: >>>>> Cleaning up apt <<<<<
default: Reading package lists...
default: Building dependency tree...
default: Reading state information...
default: @ upgraded, @ newly installed, @ to remove and @ not upgraded.
default: Reading package lists...
default: Building dependency tree...
default: Reading state information...
default: »>>>> Cleaning up custom Vagrant files <<<<<
=> default: Waiting for machine to reboot...

Ubuntu 18.04.6 LTS vagrant ttyl

:\Users\Redondo\Documents\SST VM 2022>
aos

@0« [#] cTre perecra

Successful login will present you this welcome screen with basic instructions (a reminder of what we said in
the first section of this document for your convenience)

Computer System Security (S5I)

Ubuntu 18.04 XFCE4 UM (Cores: Z, RAM: 199Z.91Mb)
Tuesday, 28-12-2021, 08:38:19 AN

Current dir: -homesvagrant
Internet?: Yes

Meed a GUI? Type startx. Meed instructions about a command in the GUI? run gman and search it

Mo GUI? need more terminals? Do Alt+FZ, F3, etc. or run tmux. Need a file browser? Run mc

Absolutely wo clue about the command you should wuse for something? Bun apropos <what you want to do>
and see your optiomns

vagrant@uagrant: § _
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If you like to use a GUI, run as indicated in the welcome screen and accept the default config. You can

now maximize the screen to better use the VM:

B Ubuntu 551 Image 2022¢e [Corriendo] - Oracle VM VirtualBox

Archivo Maquina Ver Entrada Dispositivos Ayuda

Panel

@) Welcome to the first start of the panel

Choose below which setup you
want for the first startup. -

Use default config One empty panel ’

EL DERECHA

If now you open a file explorer, you will notice that there is a special folder called IR I E "

09:19 vagrant

vagrant - File Manager
Eile Edit View Go Help
433 f ﬁ I /home/vagrant/

- N R KR

BB < host data o | Desktop  Documents Downloads Music

LN
il

4 vagrant _d i

m Desktop Pictures Public Templates Videos

) Trash
NETWORK
{ m Browse Netw...

8 Items, Free space: 58.2 GB

8
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Everything you write here will be written in this subfolder of the path where you unzipped the VM files in your
PC (and vice versa!). This ensures that transferring files between the VM and your PC is quite easy!

sste equipo * Documentos » 551.WM_2022 *) shared

s

Mombre Fecha de modificacion

ssi_labs 21/12/2021 13:38

As you notice, the lab materials are already present there, you need to follow the instructions of the next
document "LabooB. SSI Automated Lab Infrastructures” to know how to use them. Also, note that booting the
VM again does not require following this process. The VM will appear in your virtualization system GUI as a
"normal” one! You can also obtain SSH access from the host to the running VM with

8¢ Oracle VM VirtualBox Administrador — | =

Archivo Maguina Ayuda

52 Almalinux 8 CMD
L~ () Apagada

Lo
1l
£
.’_l,'\
0 ’:I
{e
4

Mueva Configuracidn Descartar Mostrar

m. Que haces mirando aqui \gl General \gl Previsualizacién
'\_U?; Apagada Nombrea: Ubuntu S5IImage 2022e
Sistena operativo:  Ubuntu (&4-bit)
[ CentOS Stream 8 CMD [#] sistema
Wy
ﬁ- ) Apagada Memoria base: 2048 MB
Procesadores: 2
Orden de arrangue: Disco duro, Optica
m.' Cent0S Stream 8 GUI Aceleracidn: VT-%/AMD-V, Paginacidn
ﬁ_ '\g&\ Apagada anidada, P’_“E”?’?‘f
Paravirtualizacidn KvM
B rantalla
% Magic The Hardening GUI !”
, () Apagada Memoria de video: 128 MB
Controlador grafice: VMSVGEA
Aceleracidn: 3D
?-__\ Taurus Aldebaran Ser\tidqr] de escritario remato: Inhah@l@tado
( '@j Apagada Grabacidn: Inhahilitado

@ Almacenamiento

Ubuntu SSI Image 2022e -_— Controlador: IDE Controller
._*;> Corriendo ﬁ: Controlador: SATA Controller
I Puerto SATA O: ubuntu-18.04-amde4-disk001.vmdk (Mormal, 80,00 GB)
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Troubleshooting

Additional notes if you run Vagrant on Windows OS and use Hyper-V

Using Vagrant and VirtualBox should work straightforward from the provided JET glaagity. However, you
could have Hyper-V installed in Windows instead of VirtualBox. The provided is created to
automatically detect this and use Hyper-V custom configuration instead of the default VirtualBox one.
Nonetheless, Hyper-V support in Vagrant is not as mature as the VirtualBox one, and the following problems
are likely to happen. Below, we show you how to address them:

¢ You need to run the , etc scripts from a command line that has been opened as an
Administrator.
e Once you launch the build process, it will likely fail complaining from two things. If that is your case,
run it again and the process should complete successfully without further error. These things are:
o Unable to resize the VM disk.
o Specify a password for the SMB shared folders even if they have been disabled (in this case just
provide an empty user and password until the process finishes and run the build again).
e Once the VM is launched, the mouse may be slow, or its response may lag. If that is you case, please
check this option in the VM Configuration option while the VM is shut down on the Hyper-V GUI. This
should fix the problem permanently.

# Hardware ~ [} compatibiity Configuration
%ﬂ Add Hardware
1% BIOS Processor compatibility
Boot from CD You can limit the processor features that a virtual machine can use. This improves
the virtual machine's compatibility with different processor versions.
i Memory
S12ME Migrate to a physical computer with a different processor version
= [} Processor
2 Virtual processors
[ compatibility
3 numa

(= EE IDE Controller 0
& Hard Drive
VMO1.vhdx
B [EE IDE Controller 1
%% DVD Drive
Mone
& 5CSI Controller
0 Metwork Adapter
Mot connected
T com1

Hyper-V CPU compatibility option to ensure proper VM behavior

You are running VirtualBox, but the provided Vagrantfile gives error during machine build

If your system is unable to run the [EF{LIa#MS due to errors related to VirtualBox configuration, you can do
these steps:

e Ensure you have the latest Vagrant version installed.

e Update your VirtualBox to the newest version: We are using advanced VirtualBox options to ensure
the best possible performance for the VM, and some may be incompatible with old versions. Last year
this solved almost 100% of the problems.

e If the error shows the VirtualBox option that gives the error, you can open the and
comment this option only, trying to build the VM again.

e If'this also does not work, we recommend you to follow the other options to create the VM.

e There is a known incompatibility between the Kaspersky antivirus and the latest Vagrant version, as
the antivirus SSL monitoring module interferes with the connection to the Vagrant Cloud to extract
base VM images and throws a certificate validation-related error. The only known solution is to make
an exception in the antivirus to the Vagrant address shown in the error, or just using the Option 1.

20
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e Some VirtualBox installations updated from a previous versions experience problems configuring host-
only interfaces. In rare occasions you may find Vagrant telling you this error

There was an error while executing ~VBoxManage™, a CLI used by Vagrant
for controlling VirtualBox. The command and stderr is shown below.

Command: ["startvm", "de4f893a-4165-426f-b94c-3599a1471dc6", "--type", "gui"]

Stderr: VBoxManage.exe: error: Failed to open/create the internal network
'HostInterfaceNetworking-VirtualBox Host-Only Ethernet Adapter' (VERR_INTNET_FLT_IF_NOT_FOUND).
VBoxManage.exe: error: Failed to attach the network LUN (VERR_INTNET_FLT_IF_NOT_FOUND)
VBoxManage.exe: error: Details: code E_FAIL (©x80004005), component ConsoleWrap, interface
IConsole

The only known solution is to open the JEF{EII4#88 and remove or comment this line:

config.vm.network "private_network", ip: "192.168.56.10", adapter: 2

Even if you lose the host-only connection doing this, you can connect to the VM using SSH anyway by doing

ssh localhost:22228

Other questions

e 1 only have VMWare Desktop as a virtualization software: Sorry, but this software cannot be
obtained for free, so we do not provide a tested for it. However, as the base Vagrant box
we use is compatible with this virtualization software, in theory you can use we provide
with it. If you want to do it because you do not want to install VirtualBox, and succeed optimizing the
resulting VM, donations of your configuration will be appreciated & . However, in this case we strongly
recommend other VM creation options.

e I have a MAC and Parallels only, I do not want to install any more virtualization software:
unfortunately, the base Vagrant box we use is not compatible with Parallels now. There are other similar
(Ubuntu 18.04) Vagrant boxes available = compatible with  Parallels  (example:
https://app.vagrantup.com/generic/boxes/ubuntui8o4) and a guide on how to use Parallels with
Vagrant (https://kb.parallels.com/en/122843), but this configuration could not be tested and hence is
not recommended for this course. If you want to do it because you do not want to install VirtualBox,

and succeed creating and optimizing the resulting VM, donations of your configuration will be
appreciated @ . However, in this case we strongly recommend other VM creation options.

e I only have libvirt as a virtualization provide and I don not want to install any other: The same
as Parallels. Support for libvirt is not official and still experimental, but maybe it is doable. We do not
recommend following this route. Once again, if you want to do it because you do not want to install
VirtualBox, and succeed optimizing the resulting VM, donations of your configuration will be
appreciated & . However, in this case we strongly recommend other VM creation options.
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: Creating your own VM (Hard, not recommended)

Recommended if: You have any other hypervisor from the ones we mentioned, you want full control of the

VM creation process, you have experience dealing with VMs.

Why picking up this method?
Advantages

¢ You have the control of everything you create

¢ You can use any virtualization system on any OS. It is advisable (but not required) to use the same
credentials than the preconfigured VM (user: [T30IIas, password: [TT3SPEM) to avoid confusions.

Disadvantages

e Takes much more time to complete the set up.
e Requires technical knowledge, and you need to follow the steps on this section. It is not automatable.

Configuring a Virtualization Platform to install a Linux Server

Virtual hardware overview

The prebuilt VM has the following characteristics you should be able to reproduce in your virtualization system
and OS (please ensure that you have enough space available). We provide here the characteristics of the VM
using VirtualBox features as an example. You should search for equivalent characteristic in your virtualization
system

e 2Gb RAM (or more if you can afford it &

e 2 CPU cores (1 could be also possible, but at a performance cost)

e 128Mb of video memory (maximum) with 3D acceleration enabled.

e 80Gb HD of dynamic storage. Using an SSD if available is recommended, but not mandatory. It is
recommended to check the “Use the host I/O cache option”.

e No audio is required

e A NAT network card (first one), configured to obtain its IP through DHCP

¢ A host-only network card (second one), with the static IP (this is optional, and only if
you are planning to use SSH clients such as MobaXTerm to interact with the machine and do not want
to use port redirection as explained at the beginning of the document for some reason).

Rest of the settings can be left at their default values. These options will be explained in the following sections
using VirtualBox https://www.virtualbox.org/ as virtualization software. Note that VirtualBox is available to
all major OS for free, so you should not have any problem working with it. Also note that if you have Hyper-V
enabled in a Windows machine, VirtualBox will be unable to operate, as both are mutually incompatible if

installed.

VM creation

The first step is to create a new machine profile suitable for the OS that we are going to install, in our case it
will be a 64-bit Ubuntu 18.04 LTS Server you can download from here: https://ubuntu.com/download/server
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Crear mdgquina virtual

Mombre v sistemna operativo

i Mombre: |Servidur Linux Pruebas |

Carpeta de maquina: | C:\Users\redon\VirtualBox WMs v ‘
Tipo: | Linux " m;-'f
Versidn: | Ubuntu (54-bit) hi

Tamano de memoria

4 MEB 03530 MB

Disco duro

) Mo agregar un disco duro virtual
{®) Crear un disco duro virtual ahora

{3 Usar un archivo de disco duro virtual existente

kali Linux.vdi (Mormal, 120,00 GB)

] Modo quiada Cancelar

Type of virtual machine to create and RAM

We proceed now to assign the RAM and HD space we previously mentioned. The format can be VirtualBox
native (VDI) or VMDK for portability with VM Ware. For resource efficiency we will create it dynamic.

Crear de disco duro virtual

Ubicacién de archivo ]

|C:‘|,Llsers‘|,|'edon‘|,1-'irt_|aIBox WMs\Servidor Linux Pruebas\Servidor Linux Pruebas. wdi | [a I
Tamafio de archivo :
' 2p,00 GB
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
4,00 MB 2,00 TB
Tipa de archivo de disco duro Almacenamiento en unidad de disco duro fisica E
(@ VDI (VirtualBox Disk Image) (® Reservado dindmicamente
() vHD {Virtual Hard Disk) () Tamafio fijo
() VMDK (Virtual Machine Disk) Dividir en archivos de menos de 2 GB

() HOD (Parallels Hard Disk)
() Qrow (QEMU Copy-On-wirite)
() QED (QEMU enhanced digk)

Modo guiado Cancelar

Virtual machine hard drive

Once done this, the new machine template will be created, and we can improve its configuration by editing it.
The first step is the General category, where we can enable the Clipboard and the ability to drag and drop
between the host and the virtual machine and vice versa (Bidirectional). However, this will only be effective
if we have a GUI.
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£23 Servidor Linux Pruebas - Configuracisn ? x

E General General ‘ {:}

Sistema Basico Avanzado Descripcén Cifrado de disco Mueva Configuracidn
|§| Pantalla Carpeta instantdneas: C:\WUsers\redon\virtualBo. .. \Servidor Linux Prusbas\Snapshots | @ General

. r— Nombre:
Almacenariento Compartir portapapeles: |Bidirecdonal - Sistema operative:
Ubicacidn de archivo de
. Arrastrar y soltar: |Bidirecdonal -
(i Audio

@ Sistema

Red .
Memoria base:

. Orden de arrangue:
Puertos serie Aceleracian:

=
£>
ﬁ) USE
.
l

Z598

@ Pantalla

Memaria de video:
Controlador grafico;
Servidor de escritorio rel
Grabando:

Carpetas compartidas

Interfaz de usuario

Almacenamientt

Controlader: IDE
IDE secundario maestre
Controlador: SATA
Puerto SATA O:

Cancelar o Audio

=1 General Sistema T Controlador de anfitrién
. - Controlador:
L,T;I Sisterna |
Brocesador s
| Pantalla Placabase | B Aceleradén v @ Red

General Category of a VirtualBox

Later, in the System category we enable the IO/APIC and UTC clock options. While it is convenient to enable
EFI for modern Windows or Linux operating systems, we found that if the machine is exported to [Jig, during
the re-import it may suffer boot issues, so we choose not to enable it to avoid them. It should be noted that,
once the system is installed, this option cannot be changed: a system installed without UEFI mode will not
boot if it is activated and vice versa.

E General Sistema
E' Sisterna Flaca base Procesador Aceleracion
E‘ Pantalla Memoria base: ' 1024MB =
| [ T T T O A T O A A B A A A |
n . 4 MB 65536 MB
Almacenamiento

Disquete

Orden de arrangue:

Audio ) Optica
Disco duro

Red D @ Red

Puertos serie Chipset: |PIIX3 -

LSE Dispositivo apuntador: | Tableta LSE -

Caracteristicas extendidas: Habilitar 10 APIC

Carpetas compartidas
P P [] Habilitar EF1 {s6la 50 espediales)

AOSPWe

Interfaz de usuario Reloj hardware en tiempo UTC

Category System of a VirtualBox Virtual Machine

Then we will assign 1 or 2 CPUs and proceed to activate the PAE/NX, VT-x or AMD-V CPU instruction set, and
nested paging features (if available on our base hardware) for better virtualization performance. Nested VT-x
/AMD-V may not be available depending on the CPU, but it is not required for this course. Simply put, you
would allow virtual machines to run within virtual machines (with the non-trivial performance cost that this
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entails & @ ). The paravirtualization interface does not need to be changed unless we have Hyper-V installed
on a Windows. Since Hyper-V and VirtualBox cannot operate normally if installed on the same machine, this
way we should be able to make use of both (at a substantial performance cost):

E General Sistema ¥

Sisterna Flaca base Procesador Aceleraddn

Pantalla Procesador(es): ' 1 ¥

@I Al ent 1CPU 16 CPUs !
macenamiento
Limite de ejecuddn: 100%: =
('{)D i ] | 1 1 1 | 1 1 1 1 1 !
Audio 1% 100%G
|J§| Caracteristicas extendidas: Habilitar PAE/MY i

[] Habilitar wT-x/aMD-V anidado

Red

Puertos serie

No of CPUs of the machine to be created

General Sistema
Sisterna Placabase  Procesader = Aceleracidn
Pantalla Interfaz de paravirtualizadan: |Predeterminada =

) Hardware de virtualizacan: Habilitar WT-x/aMD-y
Almacenarniento

Hahbilitar paginacidn anidada

Audio

YONEN

Acceleration for the VM

As for the selection of video memory, and 2D and 3D acceleration capabilities, it all depends on whether the
machine to be installed will have a GUI. In a real scenario, as a server should be oriented to use the less
resources possible, it should not have it, but this is not the case in our course. It should be noted that currently
VirtualBox does not allow 2D acceleration on Linux platforms (3D is supported). However, as we plan is to
install a GUI later, you should choose the maximum available video memory (128Mb). As graphical controller
we leave the default configuration:

E General Pantalla

Sistema Pantalla Pantalla remota Grabando

Pantalla Mermoria de videa: ' 128MB =

I 1
. 0o MB 123 MBE |
Almacenamiento ]
Momero de monitores: ' 1 =
Audio 1 g
Red Factor de escalade: | Todos los monitores = ' 100%  |= i
1 1 1 1 1
Min Max

Puertos serie )
Controlador grafico: |VMSYGA

USE Aceleradon; Habilitar aceleracion 30

] Habilitar aceleradén de video 20

Carpetas compartidas

o
O
=
£
o
-
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Video memory allocated to the machine

The machine profile we created will not use Audio, so we chose to disable it and thus do not install extra drivers
or services.

E General Audio
Sistema [ ] Habilitar audio
Controlador de audio anfitrian:  [Windows DirectSound
|§| Pantalla
Controlador de audio: |ICH ACST
@l Almacenamiento )
Caracteristicas extendidas: Habilitar salida de audio
{D] Audio Habilitar entrada de audio
B Red

Audio settings

VirtualBox Networks

Virtual machine networks are more complex and require additional attention. The main types of networks that
a VirtualBox machine may have are:

e Host-only: Allows our host machine to communicate directly with the virtual machine using a local
network created for this purpose. In that case your PC should have a static IP assigned a network virtual
adapter that is created when you install VirtualBox. It is usually the one seen in this image:

Qraanizar » Niechahilitar acta dicnacitiva dared  Diannactic3r esta conexion Cambiar el nombre de esta conexidn Ver el estadc
l @ Propiedades de VirtualBox Host-Only Metwork >
1 _1'- VirtualBox Host-Only Network J
Funciones de red | Uso compartido Mano_3G = "'"T;';.- Habhilitado B
100C 106G PCI-E Metwo... =" VirtualBox Host-Only Ethernet Ad... ]
C . I
4 Propiedades: Protocolo de Internet version 4 (TCP/1Pv4) =
General
Es|  Puede hacer que la configuracidn IP se asigne automaticamente si la
—  red es compatible con esta funcionalidad. De lo contrario, deberd
B consultar con el administrador de red cudl es I3 configuracidn IP
[ apropiada.
I (") Obtener una direccidén IP automaticamente
E (®) Usar la siguiente direcdsn IP:
§  DirecdénIp: [ 192 . 168. 5 . 1 |
B Mascara de subred: | 255 ,255.255. 0 |
4

Puerta de enlace predeterminada: | . . . |

Obtener la direccidn del servidor DNS automaticamente

(@) Usar las siguientes direcciones de servidor DHS:

Servidor DNS preferida: | . . . |

Servidor DMS alternativo: | . . . |

= [Qvalidar configuracién al salir Opdones avanzadas. ..

Cancelar
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It would therefore be enough to configure the host-only adapter on the virtual machine, so that it had
a fixed IP on that subnet (E or the one used in this installation) to enable connectivity. This is the
method that usually gives less problems: you can only see your local machines and the IP never changes.
In school labs this may not be feasible because VirtualBox might have been installed without a network
card that supports this feature and must be created by local administrator at each machine.

"Bridge": This is typically used if your PC gets its IP via DHCP. The effect is that the created virtual
machine will also do so, that is, it will be automatically assigned an IP on the same subnet as the host,
being accessible from the host (and from outside the host) using it. The disadvantage is that it is not a
fixed IP, and the virtual machine is visible to external agents. However, it is a very viable option in
typical home network installations where a router or cable modem serves DHCP-dependent machines
and routes all traffic out by a single external IP. Using this mode in labs can cause problems, because
the IP pool available by DHCP for a lab can be exhausted if everyone uses a bridge network. If DHCP is
not used, you need to manually assign to this network card an IP in the same network than the host.
Private internal network: If you have two virtual machines, you can make one the client of the other
by assigning both a new internal network interface with the same name assigned to them. Once this is
done, you only need to assign each one a different fixed IP on the same subnet with the same network
mask, so they can communicate with each other. The disadvantage is that you need both VMs running
to do the tests, which means greater resource consumption.

NAT: This interface is responsible for providing output to the Internet through the host connection
automatically. It should be active on the first card to avoid problems and not take care of it anymore.

The Linux machine to be created should have two network cards:

Adapter 1: By NAT. It allows the Internet connection through the host and will be the one used for
updates and software download from Ubuntu repositories and third-party servers.

Adapter 2: Host-only. The purpose of this network is that the host can be a client of the created machine
(optional).

In the following images we see the configuration of the two adapters:

=

L
&
Oz
-

General Red
Sistermna Adaptador 1 Adaptador 2 Adaptador 3 Adaptador 4
Pantalla Hahilitar adaptador de red
: Conectadao a: |MAT -
Almacenamiento
Mombre:

Audio

[ Avanzadas
Red

Network adapter 1
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@ General
Sistema
@ Pantalla

N

Almacenamiento

!
(DD Audio
(]
FANN

Red

USB

I

Red

Adaptador 1 =~ Adaptador 2~ Adaptador 3 Adaptador 4

Habilitar adaptador de red

Conectado a: j_Adaptador sélo-anfitrién ¥ |

Nombre: | VirtualBox Host-Only Ethernet Adapter v

0 Avanzadas

Network adapter 2

Only USB 1.1 support should be enabled on the machines because any subsequent USB revision requires the
installation of the VirtualBox Extension Pack, which might be problematic when reimporting the machine in
other PCs. This limits the use of USBs to keyboard and mouse, as the connection of pens or hard drives to the
virtual machine will be slow. If you run this at home or do not use VirtualBox, you can enable the best USB

support that your virtualization system allows.

E General
Sistermna
@ Pantalla
Almacenarmiento

Audio
Red
Puertos serie

UsB

YWY

Use

Hahilitar controladar LISB
(® Controlador USE 1.1 (OHCI)
{0 Controlador USE 2.0 (EHCIT)
() Controlader USE 3.0 (xHCI)

Filtros de dispositivos USE

> BB

USB virtual machine support

Storing and selecting the OS ISO

Regarding storage, for optimal virtualization we can enable the host I/O cache for the SATA hard drive

controller

M General
Sisterna
] Pantalla
Almacenamiento
'EDD Audio

Almacenamiento

Dispositivos de almacenamiento

@ Controladar: IDE
@ ubuntu-18.04. 3dive-server-, ..

@ Controladaor: SATA @ E:

Serwvidor Linux Pruebas. wdi

Atributos
Mombre: |5.-5.T.-5. |
Tipo: [AHCI o
Cantidad de Puertos: |1 = |

Usar cache de IO anfitrién

SATA controller configuration
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In addition, if the machine is saved on an SSD, we can tell VirtualBox to make the necessary optimizations. You
do not want to check that the drive is hot-pluggable unless it really is (that is, it is a secondary hard drive that
is on a USB pen or something similar):

E General
Sisterna
|§| Pantalla
Almacenamiento

Carpetas compartidas

Finally, we have configured the machine to start the installation, and we must only select the ISO of the OS

Almacenamiento

Dispositivos de almacenamiento

@ Controlador: IDE
(=) ubuntu-13.04.3ive-server-...
@ Controlador: SATA

H . . .
Servidor Linux Pruebas. wdi

Atributos
Disco dura: |Puerto SATA O hd @,
Unidad de estado sdlido
[] conectable en calients
Informacian
Tipo (Formata):  Mormal (VDI)
Tamario Virtual: 20,00 GB
Tamario Actual: 2,00 MB

Detalles:  Almacenamiento resevado dina...
Ubicadon: C:\Wsers\redon\WirtualBox YMs), ..
Conectado a:  Servidor Linux Pruebas

Cifrado con dave:

Disk configuration

that we previously downloaded. We proceed to assign it to the corresponding CD/DVD drive.

Almacenamiento

Dispositivos de almacenamiento

@ Contraladar: IDE

@ Controlador: SATA

Servidar Linux Prugbas, wdi

Atributos
Unidad dptica: |IDE secundario maestra = @
[ ] cojovD vivo
Informacidn
Tipo: —
Tamario: —

Assigning the Installation ISO (I)

@ Pantalla
Almacenamiento

Almacenamiento

Dispositivos de almacenamiento

@ Controlador: IDE
(-] ubunm-18.04.3-live-server-am...é
@ Controlador: SATA

Servidor Linux Pruebas. vdi

Atributos

Unidad éptica: |IDE secundario maestro ¥ | @

[] co/ovp vivo
Informacion
Tipo: Imagen
Tamario: 848,00 MB
Ubicacion: C:\Users\redon\Downloads\ubun...
Conectado a: —

Assignment of the installation ISO (II)

Now we can start the machine and the installation
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Install an Ubuntu Linux Server
OS installation

Once the virtual machine is configured, it is time to install the Ubuntu Server. The installation screens may
have changed slightly with successive versions, but they are the same as the ones listed here. In any case, we
should start the installation using the simple installation option of Ubuntu:

ubuntu®

con HARS
Comprobar def s enel disco
Comprobar la memoria
duro

F1 Aayuda F2 Idioma F3 Teclado Fd Modos FS Accesibilidad Fe Ofr

Start of Ubuntu installation

Hardware discovery is typically a time-consuming process, but with VirtualBox virtual hardware it should not
be a problem:

| Detectando el hardware de red ;

Detectando el hardware. Espere, por fawor. ..

Virtual hardware detection

Selecting the main network card is important because it will determine the one the system uses to connect to
the Internet for installations/updates. In our case it is the first, as we saw above:

José Manuel Redondo Lépez 3




Department of Computer Science. University of Oviedo
COMPUTER SECURITY
Laboratory “oA” - Creating your course virtual machine

| [11] Configurar la red |

El sistema tiene warias interfaces de red. Por fawvor, elija la gue gulere utilizar como
interfaz de red primaria durante la instalacidon. Se ha seleccionado la primera interfaz
de red conectada si habla alguna gue lo estaba.

Interfaz de red primaria:

eth0: Intel Corporation 82540EM Gigabit Ethernet Controller
ethil: Intel Corporation 82540EM Gigabit Ethernet Controller
ethz: Intel Corporation B2540EM Gigahit Ethernet Controller

<Retroceder:

Network configuration

Since this machine is going to be cloned, the name we give it is a little irrelevant at this point, because every
clone we make must have its own.

[11 Configurar la red |
For favor, introduzca el nombre de la maguina.
El nombre de maguina es una sola palabra gue identifica el sistema en la red. Consulte al

administrador de red si no sabe gué nombre deberla tener. 5i estd configurando una red
doméstica puede inventarse este nombre.

HNombre de la maguina:

<Retroceder: <Continuar:

Assigning a name to the machine

Creating an initial user is a crucial point in installing an operating system. There are several reasons:

e Management operations and "normal” use of the machine from the account should not be done.
This is because this account has an exceedingly high set of privileges and can do virtually anything. Any
action we do as can be very harmful if we do not do it correctly, which is why Ubuntu does not let
us access directly with this user via standard login.

e As we obviously need a user to work, the installation asks to create one, which in this example will be
RN Wssiuser

e This user is "special”, since it belongs to the sudoers group. What does this mean? that even if we do
not access as directly, we still need elevated privileges to make installations, updates, etc. as
necessary. This cannot be done with a "normal” user (such as the one we created), but if that user is
sudoer, you can use the command to get, after entering the
sudoer user's own password, that command executed with privileges and therefore can do the
administration/installation/etc. The user created in the installation belongs by default to that group
and is the one we will use to manage instead of [Jees.

e Future users that can be created in the system are not sudoers by default unless we need it.

e This way only one user has elevated privileges and only uses them when you explicitly invoke a
command interactively. This prevents potentially harmful software from doing a lot of damage to the
system, since the privileges of a normal user are far from those of . This is not valid, of course, if we
run harmful software with ...
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1 [!1] Configurar usuarios u contrasefias |

Se creara una cuenta de usuario para qgue la use en vez de la cuenta de superusuario en
sUs tareas gue no sean administrativas.

Por favor, introduzca el nombre real de este usuario. Esta informacion se usara, por
ejemplo, como el origen predeterminado para los correos enviados por el usuario o como
fuente de informacidn para los programas gue muestren el nombre real del usuario. Su
nombre completo es una eleccidn razonable.

Mombre completo para el nuevo usuario:

ssiuser

<Retroceder: <Continuar:

Creating a default user

The use of personal file encryption is optional, but convenient for physical security reasons. However, in this
course we will not use it, but it is good to know that it can be activated here by the time we talk about this
option in theory.

[!]1 Configurar usuarios u contrasefias |

Puede configurar su carpeta personal para ser cifrada, de manera gue los archivos gueden
almacenados de forma privada, incluso si el eguipo es robado.

El sistema podra montar su carpeta personal cifrada cada vez gue inicie sesidn y

automaticamente desmontarla cuando salga de todas las sesiones activas.

4Cifrar su carpeta personal?

<Retroceder:

Encrypting users' personal folder

Disk partitioning is a sensitive topic that may even require pre-planning, especially on multi-disk systems.
Partitioning must be tailored to the needs of the server. If we have several disks of different technologies and
speeds, we can decide to start the file system so that each disk is occupied by a specific part of the storage
system (user files, web files, uploads...). It is also common to have a partition with user files independent
of the other files. In any case, we will not insist on this aspect, and we will use the simple model proposed by
the installer "Use the full disk”. Other partitioning options can be found at the following address:
https://access.redhat.com/documentation/en-US/Red Hat Enterprise Linux/6/html/Installation Guide/s2-
diskpartrecommend-x86.html

However, it is good to talk about the other option: "Use the full disk and configure LVM". LVM stands for Logical
Volume Manager and is a utility that allows you to create logical volumes from physical hard disks. For example,
if we have two physical hard disks and we want the operating system to see them as a single partition, LVM can
be used to logically "join" both and to appear to have a single hard disk installed whose size is the sum of both.
Therefore, it is a very appropriate way to manage the disks of a PC by grouping physical volumes (PV) into
virtual groups of disks (volume groups, VG) so that you can then create partitions or logical volumes (LV). For
practical purposes, if you have multiple physical hard drives you want to join in a single space, it is convenient
to use LVM. For a single physical disk is not necessary, but if convenient if the space we have turns out to be
very small and we want to "hot" expand it with new physical hard disks. We can find more information about
this and the use of encrypted LVM at the following link:
http://diegosamuel.blogspot.com.es/2014/01/particiones-con-lvm-y-cifrado.html.
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| [11] Particionado de discos

Este instalador puede guiarle en el particionado del disco (utilizando distintos esguemas
estandar) o, si lo desea, puede hacerlo de forma manual. Si escoge el sistema de
particionado guiado tendrd la oportunidad mas adelante de revisar y adaptar los
resultados.

Se le preguntard qué disco & utilizar si elige particionado guiado para un disco
completo.

MEtodo de particionado:

Guiado - wtilizar todo el disco

Gulado = utilizar e isc0 completo U contigurar C4WH
Guiado - utilizar todo el disco y configurar LWM cifrado
Manual

<Retroceder:

Disk partitioning

After configuring the hard drive partitioning, we must specify if we want to use an HTTP proxy to connect to
the Internet. In our case it will not be necessary:

[!] Configurar el gestor de paguetes

51 tiene gue usar un proxy HTTP para acceder a la red, introduzca a continuacion la
informacion sobre el proxd. En caso contrario, dejelo en blanco.

La informacidon del proxy debe estar en el formato
ghttp: s/ [[usuario] [:contrasefal @] servidor [:puertol 3

Informacion de proxy HTTE (en blanco si no desea usar ninguno):

<Retroceder: <Cantinuar:

Network proxy mapping

When it comes to updates, keeping the operating system up to date is especially important for machine
security, which is why we will enable automatic installation of security updates. However, it is advisable to get
used to updating the OS manually ourselves on a regular basis.

[!] Configuracion de tasksel

Aplicar actualizaciones frecuentemente es una parte importante para mantener su sistema
SEREUra.

De forma predeterminada, las actualizaclones necesitan aplicarse manualmente usando
herramientas de gestidn de paguetes. Como alternativa, puede elegir gue el sistema
descargue & instale automdticamente las actualizaciones de seguridad, o puede elegir
gestionar este sistema a través de la web como parte de un grupo de sistemas mediante el
servicio Landscape de Canonical.

4Como desea administrar las actualizaciones en este sistema?
Sin actualizaciones automaticas

Inztalar actual ciamn 1 ridad automaticaments)
fAdministrar el sistema con Landscape

Managing security updates
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When almost finishing the installation, the installer asks us if we want to perform installations of package
groups that configure the server with a particular usage profile (DNS server, SSH server, etc.). Since we are
installing a base machine, in this case it is best not to install anything by default and leave the system as simple
as possible (NOTE: This screen usually displays Docker as an installation option. This version is not the latest
one but should be enough for the course. You can check Docker here and skip its installation later).

[!1 Seleccidn de programas

De momento s0lo estd instalado el sistema basico. Puede escoger la instalacion de las
siguientes colecciones predefinidas de programas para adaptar mas la instalacion a sus
necesidades.

Elegir los programas a instalar:

<Cont inuars

Selecting a package installation profile

After the choice of installation options, since this is going to be the only OS on the machine and we only have
one HD, we can install GRUB without problems.

[!]1 Instalar el cargador de arrangue GRUB en un disco duro |

Farece gue esta instalacion es el Onico sistema operativo en el ordenador. Si esto es
asl, puede instalar sin riesgos el cargador de arrancdue GRUB en el registro principal de
arrangue del primer disco duro.

Aviso: 51 el instalador no pudo detectar otro sistema operatiwvo instalado en el sistema,
la modificacion del registro principal de arranque hard gue ese sistema operativo no
puede arrancarse. Sin embargo, podrd configurar GRUB manualmente mas adelante para
arrancarlo.

4d0esea instalar el cargador de arrangue GRUE en el registro principal de arrangue?

<Retroceder:

End of installation setup process

We then proceed to the automatic installation until we reach the completion and restart message. You should
remove the operating system ISO from the machine's virtual drive before rebooting.
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[11] configuracian de PAM |

Instalacion completada
La instalacidn se ha completado. aghora podrd arrancar el nuevo sistema. Aseglrese de
extraer el disco de instalacion (CD-ROM o disguetes) para que el sistema arrangue del
disco en lugar de reiniciar la instalacidn.

<Retroceder: <Eontinuan:

End of installation and restart

Having done this, we can already start working with the Linux installed, making use of the only user we have
created for it:

Ubuntu 18.04.5 LTS

Jer login:

First login

Configuring the machine to improve virtualization

Once the machine is operational, and before we leave it ready to work, one of the things we should do is
improving its installation by taking advantage of the "Guest Additions" of the used virtualization platform
(many well-known virtualization products have similar modules of this class). The use of these guest additions
is convenient, since it will improve the overall performance of the machine, installing more suitable drivers. In
the case we are dealing with VirtualBox, the instructions to install them can be found at the following link:
https://www.tecmint.com/install-virtualbox-guest-additions-in-ubuntu/. However, we will reproduce them

below.

Keep in mind that guest additions need a set of Linux packages not installed as standard for their proper

installation, such as [r, IO and Rl OO e ey, It is also convenient to install the
kernel headers of the specific architecture by adding the [EINEIIELITIREIOLENIINS] package. With these
packages installed we can insert the CD image of the guest additions and proceed to the execution of their
installer:

Archive  Maquina  Ver Entrada | Dispositivos | Ayuda

Unidades dpticas

Red

LSE -4 1-god735dd3-0ubuntul™18.04.1 r

Cdmaras web ed at Thu,

Up Carpetas compartidas -loud-net] [ds
Portapapeles compartido

Arrastrar y soltar
Uhuntu 18.04.3 LTS ubuntus
Insertar imagen de CD de las «Guest Additionss..,

ubuntussi login: _

Installing guest additions
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To do this we first mount the CD, once inserted in the JJIILFEVL g directory

pperariofservidorubuntu:™5 sudo mount sdevssr0 smedia-scdrom
ount: dispozitivo de blogques rdevssr0 esta protegido contra escritura: =ze monta

como so0lo lectura
pperario@servidorubuntu: ™5

Access to guest additions files

We access your content and run [ALISYSTINECLFSLIENON] to select the executable of the guest additions
most suitable for the machine we have and proceed to its installation:

pperar iofzervidorubuntu s mediascdrom dir
UBoxSolarisndditions.pkg
UBoxlWindowsAdditions—amd6d .exe
AUTORUN . INF  runasroot .sh UBoxlWindowsAdditions .exe
utorun.sh UBoxLinuxAdditions.run  VBoxWindowsAdditions—xB6 . .exe

pperar io@servidorubuntu :/mediascdrong sh . AVBoxLinuxfidditions.run
erifying archive integrity... All good.

ncompressing VirtualBox 4.3.28 Guest Additions for Linux

This program must be run with administrator privileges. nAborting
-perariuﬂseruidurubuntu:/media/cdrumS sudo sh .-VBoxLinuxAdditions.run

Running the guest additions installer

To continue working with the machine it is necessary to do a restart.

At this point it is STRONGLY RECOMMENDED to save the machine as it is, and work with clones of it
from now on. This way, if we make a mistake in the configuration of the machine in some activity
and its solution is not trivial, we will be able to return to the starting machine without wasting too
much time. Options 1 and 2 allow to rebuild the machine easily, but it is not a bad idea to create a
clone in these cases.
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Software to install in your custom VM

After you have the corresponding hardware specifications configured, and the OS installed, following the steps
on the next sections, you must ensure to install the following software in the virtual machine to be able to
correctly follow the laboratories

e Adding Docker repository and updating

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu

$(1sb_release -cs) stable"
sudo apt-get -y update

e Upgrading packages

sudo apt-get -y full-upgrade

e Installing necessary programs

sudo apt-get install -y --no-install-recommends apt-utils apt-transport-https ca-certificates
gnupg-agent software-properties-common unzip curl wget tmux preload gpm mc virt-what nano grep
firefox iputils-ping net-tools less openssl bash-completion

¢ Installing the XCFE4 GUI

sudo apt-get -y install -y xfce4d

e Installing VirtualBox Additions (only if you use VirtualBox as your virtualization platform and you
did not install them using the installation CD as previously mentioned)

apt-get -y install -y virtualbox-guest-dkms virtualbox-guest-utils virtualbox-guest-x11
VBoxClient --clipboard

VBoxClient --draganddrop

VBoxClient --vmsvga

VBoxClient --checkhostversion

VBoxClient --seamless

adduser ssiuser vboxsf

Installing Docker and making your current user a Docker user without needing @

apt-get -y install docker-ce docker-ce-cli containerd.io
groupadd docker

usermod -aG docker ssiuser

systemctl enable docker

¢ Installing Docker Compose

sudo apt-get -y install docker-compose

e Change keyboard layout to Spanish (not necessary if you choose Spanish during the installation
of the OS)

loadkeys es
sudo dpkg-reconfigure console-setup
sudo sed -i 's/XKBLAYOUT=\"\w*"/XKBLAYOUT=\"es\"/g' /etc/default/keyboard
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e Install to have multiple terminal windows and panes (optional). You can check the cheatsheet
on a previous section to find a nice starting configuration. Also, the files to work with Vagrant contain

a file with another nice starting configuration that you can copy to {34 TN ELIi;

sudo apt-get -y install tmux
e (lean up

sudo apt-get -y autoremove
sudo apt-get -y autoclean

e Reboot

sudo reboot

We also strongly recommend installing now every software present in the

A Ll L Y AR LIy folder of the Vagrant VM files you can download on the virtual campus. You
only need to copy and paste the provided scripts.

Special steps in Hyper-V virtualization platforms

If instead of VirtualBox you are using Hyper-V, the recommended software installation procedure changes
in just one step. Replace the step “Installing VirtualBox Additions” by this, ensuring the best possible
performance of the VM in this virtualization platform:

e Enabling Hyper-V Linux Integration Services (LIS)

hv_vmbus' /etc/initramfs-tools/modules
hv_storvsc' /etc/initramfs-tools/modules

hv_blkvsc' /etc/initramfs-tools/modules
hv_netvsc' /etc/initramfs-tools/modules

e Replace default kernel with for the best LIS experience

sudo apt-get -y install linux-virtual linux-cloud-tools-virtual linux-tools-virtual

e Update
sudo update-initramfs -u

General Troubleshooting (any Option)

When I boot the VM, I have the VERR_INTNET FLT IF NOT FOUND error

This error (see image) happens when the current installation of VirtualBox does not configure a Host-Only
adapter and, therefore, every VM using one will fail on boot. The fastest solution is simple, deactivate such
adapter in the “Network” configuration tab of the machine that gives this error.

8
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N

| VirtualBox - Error ? x =

Fallo al abrir una sesidn para la
¢/ maquina virtual Dangerzone (SSIVM
_ 2023). _

- ¥ Detalles

~ Failed to open/create the internal network
. 'HostInterfaceNetworking-VirtualBox Host-
— Only Ethernet Adapter' |
~ (VERR_INTNET_FLT_IF_NOT_FOUND).

" Failed to attach the network LUN -
~ (VERR_INTNET_FLT_IF_NOT_FOUND). -

codigo resultado: E_FATL (0x80004005)
~ Componente:  ConsoleWrap

~ Interfaz: IConsole .
‘ {872da645-4a

My VM boots, but I only obtain a black screen and no output at all

If your VM does not boot and it just freezes with a blank screen and no output at all, the cause is that if you
have Hyper-V enabled in a Windows machine, VirtualBox will be unable to operate, as both are mutually
incompatible if installed. The solution is either uninstall Hyper-V (if you do not really need it but be careful
because things like Docker Desktop and other programs require it, so check first if you do not really need it for
other courses) or uninstall VirtualBox, and let Vagrant detect Hyper-V and try to install the VM on it. Additional
information about the problem can be found here: https://forums.virtualbox.org/viewtopic.php?f=6&t=92673

Of course, MAKE A BACKUP OF ANYTHING VALUABLE FIRST! :)

I still need Hyper-V for other courses / my work, so disabling it every time I boot
the VM is cumbersome

Some of you have told us that the software used in other courses interferes with the SSI virtual machine on
some occasions. Specifically, one of the main "culprits" is Docker Desktop, which uses Hyper-V underneath.
While a solution is to disable it every time our VM is going to boot or make an installation via Vagrant for
Hyper-V instead of VirtualBox, this can be cumbersome.

For that reason, we have checked our virtual machine and found that the reason for this incompatibility ("green
turtle” icon, black screen without any output) is in one of the optimizations we have made to ensure that the
machine goes as fast as possible and occupies the least amount of RAM, so that it works better on any host.

For that reason, we have created a new version of the virtual machine (Options 1 and 2) that does not use these
optimizations, and that we have verified that it works with the following active services:

Hyper-V

Virtual Machine Platform
Windows Hypervisor Platform
Windows Subsystem for Linux

oWy o
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Activar o desactivar las caracteristicas de Windows (7]

Para activar una caracteristica, active la casilla correspondiente. Para
desactivarla, desactive la casilla. Una casilla rellena indica que solo esta
activada una parte de la caracteristica.

[m] MNET Framework 4.8 Advanced Services "~
Active Directory Lightweight Directorny Services
Bloqueo de dispositivo | = 07 PHEEE COE
Caracteristicas multimedia

Cliente de Carpetas de trabajo

Cliente Telnet

Cliente TFTP

Compatibilidad con el protocolo para compartir archivos SMB 1.0,
Compatibilidad de APl para compresidn diferencial remota
Componentes heredadaos

Contenedores

Escritor de documentos XPS de Microsoft

Espacio aislado de Windows

Host protegido

Hyper-V

Imprimir en PDF de Microsoft

Internet Explorer 11

Internet Information Services

MultiPoint Connector

Mucleo de web hospedable de Internet Information Services
Plataforma de magquina virtual

Plataforma del hipervisor de Windows

Proteccion de aplicaciones de Microsoft Defender

Protocolo de puente del centro de datos

Servicio WAS (Windows Process Activation Service)

Servicios de impresion y documentos

Servicios de TCPIP simple {por ej; echo, daytime etc)

Servicios para NFS

Servidor de cola de mensajes Microsoft Message Queue (MSMQ)
SMB directo

Windows Identity Foundation 3.5

Windows PowerShell 2.0

Windows Projected File System

Windows TIFF IFilter

a Ccon Protocolo para C

B &

&
DURDONSDOOEDODORNROO0NMMNO0OMOOROO0ORI &R OO

< >

It is possible that the activation of services 2 and 3 is necessary for a smooth operation of this new version,
which you can find just below the existing one in the virtual campus. The new version of the MV does not
change anything from the old one in terms of software and features. We have verified that it loses around 15%
of performance, but it works in an environment where we have reproduced the problematic scenario that
some of you have found, in which the original was not able to boot. Please note that the "green turtle" icon
still appears, only this time the machine can start and fulfill its mission.
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Resolving incompatibilities between VirtualBox and Hyper-V

Some students have experienced the dreadful "Green turtle problem", which means that VirtualBox is running
slow due to something blocking hardware virtualization acceleration (this is indicated with a green turtle icon
in the lower bar of the VM screen window). The main indicator of suffering this problem is a black screen
with no output at all.

Typically, this is caused by Hyper-V blocking this feature, but on rare occasions, a few of you have something
that shadowy uses virtualization and is harder to locate, giving you the slowness problem (the turtle). Someone
put in the VirtualBox forums the list of problematic software that causes this problem:
https://forums.virtualbox.org/viewtopic.php?f=6&t=92673

However, we found that most of you have the same culprit, apart from Hyper-V: the "Plataforma de mdquina
virtual" (Virtual Machine Platform) Windows feature enabled.

Caracteristicas de Windows - O X

Activar o desactivar las caracteristicas de Windows @

Para activar una caracteristica, active la casilla correspondiente, Para
desactivarla, desactive la casilla. Una casilla rellena indica que solo estd
activada una parte de la caracteristica,

CI{Y - MET Framework 3.5 (incluye .NET 2.0y 3.0)

[®]| | .NET Framework 4.8 Advanced Services
Caracteristicas multimedia
Cliente de Carpetas de trabajo
O | Cliente Telnet
O | Cliente TFTP
1| | Compatibilidad con el protocolo para compartir archivos SME 1
Compatibilidad de APl para compresian diferencial remota
O Compenentes heredados
Escritor de documentos XP5 de Microsoft
Imprimir en POF de Microsoft
Internet Explorer 11
O | Internet Information Services
O | Microsoft Message Queue (MSMO) Server
i nformation Services
I Plataforma de maguina virtual
LI | Plataforma del hipervisor de Windows
O Servicio WAS (Windows Process Activation Senvice)
[m] | Servicios de impresién y documentos
[ | Servicios de TCPIP simple (por &j; echo, daytime etc)
Subsisterna de Windows para Linux
1| | Windows Identity Foundation 3.5
Windows PowerShell 2.0
O | windows Projected File System
O | wWindows TIFF IFilter
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If you disable that, your VirtualBox starts running at normal speed again (no more turtle just a blue v icon) and
stop slowing down your machine too much. This happens no matter the option you choose to create the VM,
as it is a Microsoft-VirtualBox issue.

Cloning and configuring machines

If we must install N Linux machines, repeating an installation process for each of them is tedious, error prone
(especially if you do not automate it), and therefore inadequate. Normally what is done in these cases is to
prepare a "'model" machine, like the one we have built, and once optimized, clone it as many times as necessary
to create a base for machines for different purposes, or have more copies of it available. Another option is to
work with snapshots of the base machine, something we will later. Let us see how to perform the cloning
process.

The first thing to do before cloning it is to study if it is worth doing an HD compaction. This is a process that
examines the hard disk of the virtual machine and optimizes it so that the file representing that hard disk on
the host occupies as little as possible without breaking the machine. For a machine that has been running for
a long time and/or has installed or uninstalled multiple applications is an interesting process since it can
decrease the size it takes. However, in our case, being a newly installed machine, we will not do it as it is not
worth it. However, instructions on how to perform this process can be found here:
https://www.virtualbox.org/manual/cho8.html or at: https://www.howtogeek.com/312883/how-to-shrink-a-

virtualbox-virtual-machine-and-free-up-disk-space/. This makes it easier to download and distribute the

machine.

Once everything is ready, we can take any machine and proceed to clone it with the associated VirtualBox

option:
[6h=] Kali Linux [ H General |/ [E Previsualizacisn
[r@)‘ @ Apagada
Mombre: Servidor Linux pruebas

Windows 7 Principal \ Sisterna operativo:  Ubuntu (64 bit) ]

EE

?= @ Apagada FF Sistema B

S il || et e Servidor Linux

Apa Bl e Dim ke —en o Digco duro
4 @ €3 | Configuracidn... Ctrl+5 ginacisn anidada, prUEbas

b 5er:iﬂg| Clonary Ctrl+0

f—_"‘E p
32 | Eliminar... Ctrl+R
[ﬂ Agrupar Ctrl+U o -
I::> Imiciar

B
0 | Pausar Ctl+P ida
(©) | Reiniciar Ctrl+7  pilitado »
S | Cerrar 3 !
Descartar el estad dado... Ctrl+)

| Bezrrdeniogudint "7 | vBoxGuestAdditions iso (55,54 ME)
Muostrar historial de eventos... Ctrl+L
== . Linux pruebas. vdi (Mormal, 20,00 GBE) )
B Actualizar. =4
Mostrar en explorador
{7l | Crear un acceso directo en el escritorio =]
o

Clonar la maqu BE | Ordenar

Cloning a machine in VirtualBox
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The cloned machine will appear in the VirtualBox inventory, so we need to give it a name that does not exist
on it already:

Nuevo nombre de maquina

Seleccione un nombre para la nueva maguina virtual. La nueva maguina
gera un don de la maguina Servidor Linux pruebas,

Modo Ubuntu base|

Reinidalizar la direccion MAC de todas las tarjetas de red

Naming a new clone of a machine

[t is important to change the MACs of the network cards because the cloned machines are likely to be connected
via network with their "original" and between them, and we want to avoid communication errors that will occur
if they try to communicate two machines with cards who have the same MAC.

Having done this, we select the type of cloning that we want, which in this case will be complete to be able to
move it without restrictions to where we want:

Tipo de clonacion

Seleccione el tipo de donacion que desea crear.

Si selecciona Clonacién completa, una copia exacta (induyendo todos
los archivos de unidad de disco duro virtual) de la maquina original seran
creados,

Si seleccdona Clonacién enlazada, una nueva maguina sera creada, pero
los archivos de las unidades de disco duro virtuales serén vinculados a los
archivos de unidad de disco dura wirtual de la maguina original v no podra
mover la nueva maquina virtual a una computadora diferente sin mover los
originales también,

Si crea una Clonacion enlazada entonces una nueva instanténea serad
creada en la maquina virtual original como parte del proceso de donacidn.

(® Clonacién completa

() Clonacdidn enlazada

Clonar Cancelar

Selecting the type of cloning to be performed

Now we have two different machines, the client machine, and the server, but both have the same internal name
or hostname (IPQITIIeLs the one we gave it in the installation). It needs to be changed to at least one of
them to avoid potential network problems if both work at the same time. To do this we edit the {3 IRAELTS
file:

*hostname

iéudd

Renaming the clone machine (I)

And you also must edit the file to change the machine name that appears there.
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Creating Working Machine Snapshots I

Snapshots are a "cheap” way of having a machine in which we can do operations and roll back to its previous
state if something went wrong. Cloning a machine allows you to create a separate machine, but identical to the
one you already have. This is perfectly valid, but it consumes a lot of resources because it duplicates all its
contents. In certain contexts, such as our course labs, it may be more convenient to use snapshots, because the
space they consume is much smaller, and therefore they are created much more quickly.

With snapshots, you can save a particular state of a virtual machine for later use. In any time, you can go back
to any of those states, even if the VM has changed since then. Therefore, a snapshot of a virtual machine is
like a machine in the Saved state, but there can be many of them and these saved states are preserved.

To view snapshots of a virtual machine, click the machine name in VirtualBox Manager. Then click the List
icon next to the computer name and select Snapshots. Until a snapshot of the machine is taken, the snapshot
list will be empty, except for the Current Status element, which represents the virtual machine as it is now.

Take, restore, and delete snapshots

Take a snapshot

This makes a copy of the current state of the machine that can be returned to at any later time. If the virtual

machine is running, select Take Snapshot from the Machine drop-down menu in the Virtual Machine window.
E Ubuntu Server Base SSI [Corriendo] - Oracle VM VirtualBox

Archivo | Mdquina | Ver Entrada Dispositives Ayuda

k) Configuracion... Host+S

@ Tomar instantanea... Host+T

@ Informacion de sesidn... Host+N

Administrador de archivos...

Pausar Host+P
Reiniciar Host+R

Apagado ACPI Host+H

Take a snapshot of a working machine

This displays a window that requests a snapshot name. This name is purely for reference purposes, so it helps
remember the state of the snapshot. In our course it makes sense to generate states for each laboratory,
so that you can return to each of them independently and be able to start from the operations performed in
each one if something goes wrong. You should also create a base state of the current machine to return to "zero
state" if necessary. You can add a longer text in the Description field.
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P4 Tomar instantdnea de la maquina virtual ? it

E_!’ Mombre de instantinea

|Previo a todas las practicas|

Descripcidn de instantanea

Cancelar Ayuda

Name of a snapshot

If the virtual machine is in the Saved or Off state, in the name of the virtual machine in the VirtualBox
main window, the List icon next to the machine name can be clicked and we can select under Snapshots. This
shows the snapshot window where you can take a snapshot of the current state of the machine or return to one
of the previously saved ones.

| Kali 55171 HLEI'T_'I duart: ) . au N
@ Apagada Servidor de escritorio remoto:  Inhabilitado

Grabando: Inhabilitado

liro:  [Unidad dptica] VBoxGuestadditions,iso (7
g@bu“tu S;_-ruer Base 551 1 Instantaneas IUbuntu Server Base SSLvdi (Mormal, 40,0
Apagada

I
L | Trazas
Servidor Linux Pruebas u

(i) Apagada & Red
v

Take a snapshot of a stopped or saved machine

In any case, a snapshot list will appear. If below a snapshot an element called Current State appears, it means
that the current state of the virtual machine is a variation of that snapshot. If another snapshot is taken later,
they are displayed in sequence, and each subsequent snapshot is derived from a previous snapshot.

List of snapshots for a virtual machine

VirtualBox has no limits on the number of snapshots it can take beyond disk space on the host. Each snapshot
stores the state of the virtual machine and therefore takes up disk space. However, it is much lower than an
entire virtual machine (or one of its clones). For example, the Ubuntu base of the course may take about 4Gb

6
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Logs 16/01,/2020 11:55 Carpeta de archivos

Snapshots 16/01/2020 12:03 Carpeta de archivos
!i Ubuntu Server Base 551 16/01,/2020 12:03 YirtualBox Machin... 22 KB
D Ubuntu Server Base 55lwbox-prev 16/01,/2020 12:03 Archivo VBOX-PREV 22 KB
W# Ubuntu Server Base 55| 16/01/2020 11:59 Virtual Disk Image 3784704 KB

Space occupied by the Ubuntu VM or one of its clones

However, each snapshot of the machine we take (which is in the Snapshots folder of the path where the
machine is saved) takes up significantly less space.

Mormbre Fecha de modificacidn Tipo Tamafic

W {2b77b0ae-93b3-4952-82ae-3cd7aTabefaf} 16/01,/2020 12:03 Virtual Disk Image 27.648 KB
W {3bed7ead-04ba-4854-aedf-5F1bddacdcfa) 16/01,/2020 12:03 Virtual Disk Image 19.456 KB
D 2020-01-16T10-59-52-226259100Z sav 16/01/2020 11:59 Archivo SAV 588,905 KB
D 2020-01-16T11-03-25-76943 54007 sav 16/01/2020 12:03 Archive SAV 588.960 KB

Space occupied by the Ubuntu VM Snapshots

The machine running from the base state will thus appear in the list of snapshots

I @ ‘v Apagaca .
GE @ (» & =

E'!'f Ubuntu Server 18.04 model clon Tomar Eliminar Restaurar  Propiedades  Clonar | Configuradidn Descartar  Mostrar

@ Apagada
MNombre Tomada
=™ ubuntu Server 1310 GUI ~ ) Previo a todas las practicas
, @ Apagada E& Estado actual (modificado)

3, Ubuntu Server 1910 GUI clonar
, @ Apagada

3, Ubuntu Server 1810 GUI clonar2
f @ Apagada

[£2] Kali 551
‘ @ Apagada
[£2] KalissI 1
‘ @ Apagada

Ubuntu Server |
=) Corriendo

3, Ubuntu Server Base 5511
f @ Apagada

[E38™ Servidor Linux Pruebas
f @ Apagada

List of snapshots

If we now write a text file on the hard drive and take a snapshot, the new state of the machine will contain this
file, while the base state will not.
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[m )]

B e

-

4

[mal

O La O

1
Bubunte

-
(]

We see that when taking the snapshot, the current state appears below it.

S @ ® & & 0

[
L)

Pa &
Pa &
Pa &

@ Apagada

Ubuntu Server 1910 GUI
Apagada

Ubuntu Server 1910 GUI clonar
Apagada

Ubuntu Server 1910 GUI clonar2
Apagada

Kali 551
@ Apagada

KalissI1
@ Apagada

Pa

Ubuntu Server Base 551 (Practca

Corriendo

P4 &

Ubuntu Server Base 51 1
Apagada

Servidor Linux Pruebas
@ Apagada

Ubuntu Server 18.04 model clon Tomar Elminar Restaurar  Propiedades Clonar | Configuracon Descartar  Mostrar

Nombre
b @ Previo a todas las practicas
hd @ Practica 1
£ Estade actual (modificado)

Tomada

New snapshot in snapshot list

Restore a snapshot

With the machine saved or turned off we can go to the list of snapshots, right-click on any snapshot and select
Restore. When you restore a snapshot, it goes back or forward in time depending on when it has been taken
against the current state. The current state of the machine is lost, and the machine is restored to the exact state
it was in when the snapshot was taken.
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RN TN gy g nizLgliLanea Ayuua

M @ ~pagana a

Ubuntu Server 18.04 model clon

L

Tomar Eliminar Restaurar Propiedades Clonar | Configuracion  Descartar  Iniciar.
@ Apagada
Mombre | Restaurar instantanea (Ctrl+Shift+R) i
- Ubuntu Server 1910 GUI v r@ Previo a todas las practicas
@ Apagada v @ Practica 1

@ Estado actual (modificado)

Ubuntu Server 1910 GUI clonar
@ Apagada

Ubuntu Server 1910 GUI clonar2
@ Apagada

Kali 551
@ Apagada

KalissI 1
@ Apagada

SRS I

Ubuntu Server Base 551 1
@ Apagada

Servidor Linux Pruebas
@ Apagada

Restoring a snapshot

This loss of the current state of the machine can be a problem in some contexts, and therefore VirtualBox asks
first if you want to take a snapshot of the current state before restoring the one, we have selected. In this case

we will say no.

Tomar Eliminar Restaurar  Propiedades Clonar  Configu

Mombre

hd @ Previo a todas las practicas
o [@ Practica 1

W VirtualBox - Pregunta ? >

Esta a punto de restaurar la instantanea
Previo a todas las practicas.

Puede crear una instantanea del estado actual de
|a maguina virtual primero marcando la casila de
abajo; si no hace esto el estado actual se perdera
permanentemente. dDesea continuar?

Crear una instantanea del estado actual de la maguina

Restaurar Cancelar

Notice of loss of the current state of the machine by restoration

In this example we have returned to the initial state (it appears in bold) and once this is done, we can start the
machine again.

José Manuel Redondo Lépez




Department of Computer Science. University of Oviedo
COMPUTER SECURITY
Laboratory “oA” - Creating your course virtual machine

. ' &l Q& @ &=

E'l’ U©b“:t“ Sderver AESEmadel con Tomar Elminar Restsurar  Propiedades Clonar | Configuracién Descartar  Iniciar,
pagada
MNombre
=™ Ubuntu Server 1910 GUI ~ & Previo a todas las practicas
f @ Apagada @ Practica 1

Estado actual

2, Ubuntu Server 1910 GUI clonar
f @ Apagada

=™ Ubuntu Server 1910 GUI clonar2
f @ Apagada

[e2] Kali 551

‘ @ Apagada

[e3] KalissI1

‘ @ Apagada

2, il er Base SS1 (Previo a 9=
Configuracidn... Ctrl+5
(2B Ubuntu Server Base SSI 1 (# Clonar.. Ctrl+0
f @ Apagada [ Mover.
(R} Exportto OCl...
(4] Servidor Linux Pruebhas
) -z
f @ Apagada 23 Eliminar...
o F Agrupar |
|
&2 Iniciar » £ Inicio normal
Pausar % Inicio sin pantalla

Starting the machine in the base snapshot

When we start it, we see that the machine no longer has the file that we had created, because that was only
done in the Laboratory 1 state.

E Ubuntu Server Base 551 (Previo a todas las practicas) [Corrienda] - Qracle VM VirtualBox

Archive  Maquina  Ver Entrada Dispositivos  Ayuda

Jan
Jan
Jan
anr:

el

q
4
13
1

.profile
Lsudo_ dmin_suce

Machine in its original state

Likewise, we can restore laboratory 1 again by repeating the process and recovering the changes of the state (in
this case our file)
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Place to restore a later state
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Subsequent status with changes made

Now we could repeat the same process for the rest of the laboratories and proceed in the same way, making a
list of snapshots that help us to follow the course.
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List of snapshots by laboratory

To learn more about the contents of a snapshot and other details, we recommend consulting:
https://www.virtualbox.org/manual/cho1.html#snapshots

Shared folders

NOTE: This is not necessary if you obtained your VM using Option 1, as it has shared folders already
configured.

One of the most typical ways to share information between a virtual machine and its host is by creating shared
folders. This mechanism allows the creation of a folder on the virtual machine, so its contents are shared with

the host:

e Everything on the host that is copied to or created in that folder will be readable, editable, and copiable
from the virtual machine
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e Consequently, everything we copy or create on the virtual machine in that folder will be readable,
editable, and copiable from the host

This is therefore a two-way file transfer mechanism suitable for many uses. It has only two conditions: have
the Guest Additions previously installed and create and map the shared folder appropriately. The latter
depends on the virtual machine and what you have installed. If the machine has GUI, as soon as we create the
folder, we can access it from the host's file explorer and work with it as if it is a local folder. However, if we do
not have GUI, we must do several additional steps to achieve access to it. In any case, the first thing is to create
the shared folder, and for this we will go to "Devices — Shared Folders — Shared Folder Preferences" (it does not
matter if the machine is powered on or not).
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Access to a VirtualBox machine's shared folder interface

This shows a screen that ask us to create machine folder (potentially permanent) or a transient one (not
permanent). We chose the first option
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Folders currently shared on a VirtualBox machine

Folder path is the host folder that we want to use to write or read content, that is, which place on our hard
drive we will use for files that go to or from the machine.
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Selecting a host folder

We select “Other” and an existing folder (JYRaaas in the example). We name the shared folder (B aREEtE,
name to be used on the VM side) and check the "Automount” options and “Make permanent” for easier
handling. Once this is done, we accept.
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Full configuration of a VirtualBox shared folder

The next step is to create a directory on the virtual machine where the host contents will be viewed. We create
the ey directory in the current user's home with fCISRIEIEY and then mount the shared folder
created earlier over the directory we just created in the MV (here we use the name specified in "Folder Name"

in the VirtualBox interface: Hi Il MR T AL R 8 SRR ETN: | (R aELL] if using the Vagrant

machine)

fo |"| are Li

ssiuserdubuntussi:-™F sudo mount -t wvboxst host_files

Now the host folder will be fully accessible from the VM, and you can copy or extract the files using it. For
example, if we edit a text file on the virtual machine with inside that folder and put the text
"I, the Windows host will display it as well.

» Esteequipo * Discolocal (C:) » temp

& Mombre
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=| myfile
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Test

M:| rnyfile: Bloc de notas

Shared folder viewed from a Windows host

In case the folder is not permanently mounted on the machine, we can use the technique explained here to
make it persistent: https://gist.github.com/estorgio/1d679fg62e8209f8a9232f7593683265
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