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INTRODUCTION

What is Ghidra?
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INTRODUCTION o
Redondo Lépez

o This seminar describes an approach for using Ghidra to perform malicious code
analysis
e |tisjust a brief introduction of common analysis operations
* This field is much much more complex! ©

« Ghidra is a free software reverse engineering (SRE) framework
« Developed by the National Security Agency (NSA) of the United States
* It is powerful reverse engineering tool available to all for free

- Allows to analyze malware to better understand it
* This helps to locate vulnerabilities in systems and networks

¢ Since its release, Ghidra has attracted a growing community of contributors
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LAUNCHING GHIDRA & LOADING
AN EXECUTABLE

Setting up the analysis environment
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LOADING AN EXECUTABLE

o Installing Ghidra requires
 Downloading and extracting a zip file and launch the

batch file
* Installing JDK/OpenJDK 11+

* https://adoptopenjdk.net/index.html?variant=openjdk11&jvmVariant

=hotspot

o Then, create a project (File - New Project)
* Reverse engineering often target multi-component
malware, so it uses projects instead of individual files

* Project options include
« “Non-Shared” for single-user analysis
« “Shared” for collaborative work (multiple users can
access a project repository on a server)
» We will focus on single user projects, but the other

type is good for sharing reversing efforts
* Projects need a name

José Manuel
Redondo Lépez

N\

@ Ghidra: NO ACTIVE PROJECT

File Edit Project Tools Help

ER R E R LR
[Tool Chest- @ Mew Project b4
rActive Proje )
_____ NO [_g Select Project Type @
(®) Non-Shared Project
(O shared Project
JFiIter: [] ]
Tree View
futnning & << Back Fi ncel
I v
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OUR EXECUTABLE =

José Manuel
Redondo Lépez

o We are going to reverse-engineer a custom
executable we provide B C\ravemsoeavepen S Sh e St

come to the SSINC Management Application!

* It is a fake command-line management application, created with B

rd: admin

Visual Studio C++ Ll'” snafern passuord.
 No GUI to keep code size small B iaioe an/on sasmverl.

« Compiled in debug mode T T
« |t contains a login-password initial step Login: admin T Passend
« |f successfully logged in, it shows a menu ilddlll and/or passuord.
- All options are “under construction” © possiord: wp

* But, upon successful login, the program steals user clipboard Login:
data periodically!
« Don't worry, it only displays it ©
« But it will be very easy to store it, send it to another system... The Visual Studio Project source code is
* Copy the .exe and .pdb files to the same folder available in the virtual campus!
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LOADING AN EXECUTABLE éé%

José Manuel
Redondo Lépez

@ Ghidra: Seminard - O bt
o To analyze an executable file, you need |[cvacs<is
to drag and drop the .exe fileintothe |&¥
project window x
o This will launch a dialog box where you e e L)
can accept the defaults and click OK e =)
o If in the same folder a .pdb file exists, oo |
Ghidra will attempt to use it = 1 == —
» These files contain the debugging symbols
 They could not work on some configurations
(we will see this later) I )
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LOADED EXECUTABLE INFORMATION éé//

José Manuel
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@ Import Results Summary 4

Project File Name: Seminard.exe
Last Modified: Fri Dec 20 12:59:38% CET 201%
Readonly: false
Program Name: Seminard.exe
Language ID: x86:LE:z64:default (2.8)
[Compiler ID: windows
Processor: =36

= Wh ° . ° Endian: Little

o When a file is added to a Ghidra

= Minimum Address: 140000000

Maximum Address: 1400323£L

project for the first time, a special

#
# of Instructions:
: M M # of Defined Data: 649
Information window appear b o i
# of Symbols: 132
# of Data Types: 39
° ° ° # of Data Type Categories: 4
o This window contains a lot of useful
-/ [Created With Ghidra Version:8.1
Date Created: Fri Dec 20 12:59:25% CET 201%
o o o Exscutalle Format: Portabkle Executakle (FE)
In orm atlon a bout the I Ie s u Ch a s [Exscutabkle Location: fC:/Users/redon/OneDrive/Escritorio/Seminard.exe
' Executable MD5: 62945834922 7ab30a50a3b8a0d5dE3720
. . Executable SHA256: 28dc52blciT7ad493000afal 3bebeddffcald734f1doel6a5%a422b5513115c5b
o Va rl O u S S I Z e S FSEL: file://f/fC:/Users/redon/OneDrive/Eacritorio/Seminard . exe?MD5=62594934922Tab30a50a
ELDB Age: 00000001
. . PDB File: C:\Users\redon\source’\reposiSeminardhxa4hDebugh Seminard .. pdl
PY CO m p I I er u Sed to Crea-te I-t PDB GUID: 00cc33dE-b068-48a2-8289-2284ca0ca547
FDB Version: R3OS
[Relocatable: true
PY Ti m e S-t a m p S Sectionilignment: 4096
 Exe hashes < >
rAdditional Information
L R . T . B SRR 0 === Loading /C:/Users/redon/OneDrive/Escritorio/Seminard.exe ————
L4 Archltecture Searching for referenced library: USER32.DLL ...

Skipping library which is the wrong architecture: C:\WINDOWS'\SysWOWE4\USER3Z.DLL
————— Loading C:AWINDOWS\system32\USER3Z2.DLL -————-

[USER32.DLL] : failed to create WEVIRescurce at 1200k3a70: Failed to resclve data length for WEVIRssourcg
Found and imported external library: C:A\WINDOWS\system32\USER3Z.DLL

Searching for referenced library: MSVCPl40D.DLL ...

Unable to find external library: MSVCPl40D.DLL

£ >



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/

é N
=

José Manuel

Redondo Lépez

ANALYZING AN EXECUTABLE

B CodeBrowser SeminzrdfSeminrd exe -
File CEd‘\tE Analysis Na\/\:at\un S:auh Select Tools Window Help i '
_ o o o o o Béeo BRER|LIDULERYE |29 val/BYaBGA0BOEEA|0
o Double-clicking the imported file in the = = TG e
° ° E-E.ﬂemmam‘exe A l‘ |]lc Function
project window runs the Code Browser | :=
. . . :rdata /[ ram: 140000000-1400003£F
* If not done previously, the tool will ask to H
a n a Iyz e th e fi I e n OW :EEEM B 140000000 4d 5a 90 IMGﬁ;zi:ﬁm_l4°““°“°° B
. . . :m i 00 03 00
« This is required to continue the reversing e
W= 3| x| B . tes of Laat page
process o L o Sy e e
. . :@F E:?f:m 140000005 10 00 @ i el
* Analysis can be done / redone manually in 5 T
the “Analvsis” menu D e 15 3 @) s
y ! o
) o e 140000016 00 00 ] h ecs Tnitial (relative..
o Enable the option “WindowsPE x86 . e & e mee
" = 14000001c 00 00 00 00 00 dw([4] E_l:es[4] Reserved words
Propagate External Parameters e w4 e e e
. o ﬂDaﬁT‘mEs 140000028 00 00 00 00 00 dw[10] e _resd[10] Reserved words
* |t populates function arguments in the £ v ( | ,
comments S AT
e This is convenient for better understand the
analyzed code
Fitr: &
|@| [ |
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ANALYZING AN EXECUTABLE @

José Manuel
Redondo Lépez

o To start the analysis, let Ghidra collect information about our . exe

« As we are in Windows and a . pdb is provided, Ghidra should load it and complete the exe information
« However, it could complain about not finding the DIA SDK that is used to fully load . pdb files
« This SDK is installed with Visual Studio (even free versions, like Visual Studio Community)

* In theory, you could search for the file msdial4e.d11 in the hard disk and register it with regsvr32 from a
terminal with Administrator privileges

« But this does not work in some cases: we cannot see extended information (like function names)
« We will proceed anyway, as having a . pdb file is not a common case in real deployments

pdsta assume DF = 0x0 (Default)
-[F] idat
-~ IMAGE DO3_HEADER 140000000 EREF[1]z 140000120 {*)
mswgme ]
. 14000 -
-] 00cfa @ Analysis Options X
-[E] s
Analyzers rDescription
Program Tree X El 14
Enabled ‘Ana\yzer Name This analyzer uses external Windows function A
E_Symbo\ Tree 2] l&| X 14 PDB A call paramster information to populate
‘-Eh[mpg[tg - 14 Reference corments next to pushed parameters. In some Y]
#-) Exports - 14 Scalar Operand References
' Functions - 14 shared Return Calls ~Optons
- [ Labels S Stack
#- 13 Classes o Subroutine References No options available,
- [C5f } Namespaces ) 14 Windows 186 PE Exception Handling
) " Windows 186 PE RTTT Analyzer
) 14 WindowsPE x86 Propagate External Parameters
) - WindowsResourceReference
) - 36 Constant Reference Analyzer
) 14 | Select All | ‘ Deselect All | | Restore Defaul ts
g 14
Filter:
‘ @ g 14i
Data Type Manager | v X
g 14
L e B B \lNlEﬁ\ 1 Analyze Cancel
I
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MODIFY DISPLAYED ELEMENTS %?/,

ﬁj CodeBrowsen remcos:remcos_9b33

o It is useful to make some changes to
the Listing window via Edit - Tool

Optlons for easier reading

» Listing Display: Increase the font size and
enable bold formatting

« Listing Fields: Bytes Field: Change
“Maximum Lines to Display” to 1

* Listing Fields: Cursor Text Highlight: Change
“Mouse Button to Activate” to LEFT

* Listing Fields: EOL Comments Field: Check
“Show Semicolon at Start of Each Line”

* Listing Fields: Operands Field: Check “Add
Space After Separator”

File

Edit | &Analysis  Mawvigation Search  Select Tg

Taal Dpticns..

[

Op

clel B

Cle
Zle

g R [

i Reg

ﬁﬁ] Options for CodeBrowser

ﬂ .ﬁ.t Analkysis
@ Byteviswer
@ Zamments

@ Consale

LJEI Decompiler

-5 Decompiler Popups
&-[2) Diff

&[5 Editors

@ Entropy

@ Funckion &raph
@ key Bindings
@ Listing Display

[#-[5) Listing Fields
&-IC5) Listing Popups

@ Mavigation
@ Mavigation Markers

@ CIvEFViEW
@ Processor Manuals
@ Program Tree

@ Search

@ Selection by Flow

@ Toal



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/

Source: zona-militar.com

< Go to Index

INSPECTING EXECUTABLE DATA

Analyzing strings withing the executable
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INVESTIGATING STRING REFERENCES J%//,

¢ One of the things we could not be aware of is that hardcoded strings in our
executable are viewable with tools like Ghidra

« This means that creating constants with passwords, important IDs, usernames,

passwords, etc. (aka “hardcoding”) is always a bad idea

« Strings with important data must be encrypted
 Or, much better, loaded from external encrypted sources

« Data declared within the source code can be located and used against us

 E.g.: we have no clue about how to bypass an application authentication mechanism
« What if the application code have some kind of “hidden” authentication information? (backdoor?)

o For just viewing hardcoded strings inside an executable, the command-line tool
strings is recommended
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INVESTIGATING STRING REFERENCES éé//’

José Manuel
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DEﬁI‘IEd Strings - 229 items @ = E| b4
Location B, | string Walue String Representation |Da13T1,-1:|e
140000220 ort i
14000028 char[8]
7 ° ° ° 140000310 char[&]
« To view strings embedded in an executable | ot
go to Window - Defined Strings e O
« This window shows a list of all the defined strings 00416 Tesd o -
14002410 _Lock " Lock”® ds
* Including its address within the code, value and 14002416 P oud e ged s
. . 140024300 login Togin ds
string representation 190023444 et e 3:
« We See ’ghat there are a lot of strings belonging to g Scn Soion oo sespfo &
application standard messages st bad araynew lenan | bedanaynen ot &
« But we also located two suspicious ones “testUser” | o G roaram Fles 06, wC\Progam s (. i
and “test123..” that seems to be a username / s e e oo
password L0t ‘
140024313 test123... “test123..."7
) o o o o 140024905 ogin: Toan:
« What happens if we try this combination? s et emedt
140024950 i:::I ilu:l S?J'Eil:ﬂngapnusi?:irnim ‘ﬁ:::l ilu:l si'gil:ﬂngapnusi?jru;;; d:
140024970 string too long "string too long”® ds
140024930 std::_Allocate_manu... ustd::_Allocate_ma... unicode W
Fil ter: | =
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HIDDEN? DATA WITHIN AN EXECUTABLE G

José Manuel
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o We correctly guessed that these were a
combination of valid user / password

@ Is this Situation common? lielcome to the SSINC Management Application!

Login: root

B8 Ci\Users\redontsourcetreposiSeminardix 64\ DebughSeminard. exe

Passuord:

« Certainly, it is not rare to find backdoors / privileged

Invalid login and/or password.

information hardcoded in an executable file Logtn: testser
o Va||d usernames Ei;iiﬁgwiizeﬂiﬁl?he application is loading...

This is the content of the clipboard!
This is the content of the clipboard!

¢ PﬂSSWOde This is the content of the clipboard!

This is the content of the clipboard!

[ API KeyS EMPLOYEE MANAGEMENT
) IDS 1. Add an employee

2. Modify an employee
« “Secret” (not linked) URLs / IPs / routes.. AT
 Undocumented functionality names

NOTE: Our sample application crashes if the clipboard

o Hardcoding important stuff is not safe! contents is not a string
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Decompiling >

Data >

Code >

INSPECTING EXECUTABLE CODE
AND BEHAVIOR

See what our program does
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“FOLLOWING” A PROGRAM

=R

» Program behavior can be inspected

analyzing its calls from its entry point

 Program entry points have a special name in the
symbol tree (entry)
 From there we can follow the execution

.....

scalar_deleting_destructor’ ¥REF[2]: Entr]

Gi-aagseuil

Double click

« We may find thunked functions * e . be

undefined _ fastcall FUN 14001b4d0 (void) 2 |wodid FUM_14001b4d0 (woid)

 Functions used to inject an additional calculations N e |
into another one

Used to delay a calculation until its result is needed
Or to insert operations at function beginning or end

k] FUN_14001kled();

UB RSP,

AL FUN_14001blel 6 return;
83 cd..  ADD RSP, 0x28 7 11
= ]

Double click

| Decompile: FUN_14001b10 - (Seminar4.
undefined _ fastecall FUN 14001ble0 (void) )

« Commonly used by compiler's code generation phas — weree 2" e ]
* Most of the times we can just follow them ignoring iowcs s = o e L o o e,
their contents e (| e sz

2}
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Index -> Inspecting executable code and behavior

Decompiling

Obtaining readable source code
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“FOLLOWING” A PROGRAM: DECOMPILING i

» Following the call sequence, we will
arrive to functions with the actual
program contents

o We can see the layout of the assembly
code and the output of a decompiler

o This decompiler will try to express the

ASM code in equivalent C code

* This code is more readable, but unfortunately
it is also difficult to follow
« Compiling to x86 assembly loses information

» About variable and function names, among
other things

« Also, some different code constructs can
output the same assembly source

IJlonglong __fastecall FUN 14001b200 (void)

ulonglong RAY:8 <RETURN>
undefineds Stack[-0x18...1ccal 18 YREF[2] : 14001b2dc (W) ,
14001k2ek (R)
undefinedg Stack[-0x20...1occal 20 YREF[2]: 14001b2d2 (W) ,
14001b2d7T (R)
undefineds Stack[-0x30...1ccal 3 YEREF[AL - 1AN0 R £ (W)
— |"# Decompile: FUN_14001b200 - (Seminard.exe) AR

1

2 /% WABNING: Function: _guard_dispatch icall replacsd with injsct

3 |/% WABNING: Glokals starting with '_' overlap smaller symbols af
undefineds .‘E»"u:..ﬂ.c:]-:[—l:l>r:38...lr::c'.Ei.l_3E*l

5 |alonglong FUN_14001L200 {woid)

T

3 kool LV

] int iVa

i} uint _C

1 ulecngleong uVars

2 code ¥¥ppoV

3 code *¥

4

5 uvari = _ _imi liz t{l}

if {{uVar3 OxfZf) == 0) {

7 _ scrt_fas i1{7)

g }

] bVarl alse

o] uvars3 _ scrt_acquire_startup_lock():

1 if | 1400224158 = 1) {

2 o fastfail(7);

3 }

4 el {

5 if | 140028418 = 0) |

_on 00z941s 1;

7 iva _initterm e (&DAT_ 3 CAT 23388)

2 if | 2 1=10) {

] n 0xfI;

i} }

1 _ erm()
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VIEW DECOMPILER OUTPUT éé//’

José Manuel
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5] |]|T| By @ X ICfDecom]e:HJN_momscbn- (Seminardexe) AEAT R
1
2 |void FUN_L400L9c0 (void)

« This means that, while helpful, we |

|

5| BOOL BVarl;
2 2 : 6| basic_ostream<char,struct std::char traits<char> > *this;
cannot ontain the original source coae 0

7| longlong lVar2;

. — 0 % |8 | undefinedd dpuVard;
- Even worse if we cannot use debugger | et s
(.pdb) files |
||tk FUN 140005 Cal ’

« Decompiler output syncs with changes |Eresm—cTr——
made within the Listing view |

13 | thunk FUN_14001adf0{eD2T_14002£0e7);

140019ced

19 | EVarl = OpenClipboard({(HWND)0x0);
* Yes, Ghidra allows us to perform changes in | o -

Pl |3M_14IJ\JQR&:'IJ = [char *)GetClipboardData(l);

the program executable code

] thunk FON_140013c00( (longlong *)cout_sxref, DAT 1400293£0);
) . pd operator<<(this, [FuncDef0 *}&LAB_14001120d);
« Why don't we do that? because is way beyond | oo
the objectives of this course ©

s [}

 Any changes made to the function, variable,
or argument names in either the Listing or
Decompile view will update the other window
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INVESTIGATING AN APl REFERENCE é”%

It is a common practice to identify interesting code based on 0S API references
o To do that go to Window - Symbol References

» Select an API call you want to investigate and identify where that function is
called (Symbol References window)

 For example, the GetClipboardData API is worth investigating to understand what this
program do

* To locate a reference to this API simply click on the APl name and choose a reference on the
right-hand side

. CIick;ng a reference populates the Listing view with the appropriate disassembly (ASM + C
code
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INVESTIGATING AN APl REFERENCE
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José Manuel
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14001%cda 32 o8 ¥OR ECY, ECK ] undefinedd zuStack24s [58];
10
14001%zde £f 15 le.. CALL gword ptr [->USER32.DLL: :0penClipboard] 12 - -
- VarZ = 0x3ars
140019¢ce2 85 <l TEST ERL, ERL 12 pu¥ar3d = auStack2d4sg;
Ir— 14001%ce4 75 02 JNZ LAB 14001%ce8 13 while (1Var2 !'= 0) {
14001%ce6 b 3b JMP LaB 140015423 14 1Var2 = 1Var2 + -1:
| '
| 15 *puVard = Oxccccoccooc)
| Fay 11T T —_ s e -
e LAB 140019ce8 YREF[1]:  14001%ced (§) 16 puvari = puvars + 1;
17
14001%ce8 b9 01 00... MOV BECE, Ox1 ' !
. 15 thunk FUN_14001ad60 {&DAT_14002Z027) 7
14001%ced £f 15 05.. CALL gword ptr [->USER32.DLL::GetClipboardData] I BVarl — OpenClipboard { (HWND) 0x0) ;
ﬁ] Symbol References, Symbol Table [CodeBrowsen Seminard:/Seminard. exe] — O x
File Edit Tools Help
B oo
|D_'.51mbd Table - (Filter settings matched 730 Symbals) LE ® = @ E | X F,!' Symbol References - (GetClipboardData: 2 References) I D | x
Mame = | Location Symbaol T... |Data Type | Namespace | Source | Referenc... | Offcut Re From Location =N Subroutine From Preview
FUN_140020600 140020600 Function  undefined Global Default 0 VRl || 10015ced : thurk_FUN_140015c... | Call CALL gword p...
FUN_140020630 140020630 Function  undefined Global Default 0 0 14002d2f8 PTR_GetClipboardD... Data addr USER3Z....
FUN_ 140020660 140020660 Function undefined Global Default i a0
FUN_140020650 140020590 Function undefined Global Default 0 ]
FUN_1400206c0 1400206c0 Function undefined Global Default 0 0
FUN_ 14002060 14002060 Function undefined Global Default 0 a0
FUN_1400207 20 140020720 Function undefined Global Defzult 0 0
FUN_140020750 140020750 Function undefined Global Default 0 0
FUN_ 140020780 140020780 Function undefined Global Default ] n
FUN_1400207b0 1400207b0 Function undefined Global Default 0 0
FUN_ 14002070 14002070 Function undefined Global Default 0 0
FUN_ 140020880 140020580 Function undefined Global Default ] n
FUN_1400208c0 1400208c0 Function ulonglong  Global Default 0 0
FUN_1400219a0 14002159a0 Function undefined Global Default 1 0
GetClipboardData External [0002ddfe] External ... USER32.... Impaorted 2 0
GetCurrentProcess External [0002eab4] External ... HAMDLE  KERMEL3.. Imported 2 0
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Index -> Inspecting executable code and behavior

Data annotation and location

Giving meaning to data container inside source code
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DATA ANNOTATION G

José Manuel
Redondo Lépez

¢ In the listing view we see _
e The initial CALL to the API function 128 140019cs8

- Potential PUSH instructions above the CALL referto =~ Moo o ooty ™ —
the function arguments (if any) Moigete 40 b 15 M Rk ol
* On the right, autogenerated comments that identify M AT Wtk faammem ke
the function parameters e M TR pocesorOptons,
* As described on Microsoft's website 14001001 55 15 cd.. G quord ]| Getchuncon :

Create Thunk Function
LAE 140019423

o The only parameter of GetClipboardData is s msc. fua we oo >

14001%d2a kf BOP RDT Compare Selected Functions...

the expected clipboard data format i A L

. Show Label History... H
« https://docs.microsoft.com/en- '
us/windows/win32/api/winuser/nf-winuser-getclipboarddata regmevane. ot

 The value @x1 represents a symbolic constant :

« We can convert this to a more human-readable ,
rEPresentation Set Equate... E

* By right-clicking the value and selecting “Set Equate...”

ting

Clear Register Values...
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DATA ANNOTATION

Redondo Ldopez

-,

=

» The resulting window offers options for
the chosen hexadecimal value

« To know the correct one, we check the
API call documentation

https://docs.microsoft.com/es-es/windows/win32/dataxchg/clipboard-formats
 Most of the clipboard formats begin with CF_
 Typing this into the “Equate String” field yields only
one compatible option: CF_TEXT

« Means that the clipboard is expected to contain text
https://docs.microsoft.com/es-es/windows/win32/dataxchg/clipboard-formats

« Select this value and press OK

» The assembly now displays the text, not
the hexadecimal value

« We know how to annotate flags and
values and make it persist!

-,

=

&2 Set Equate *

Scalar Value: 0x1 (1)

Possible matches (showing 21 of 3409)

Equate 5tring:  |CF_ F4 E o
Name B2 |Paﬂ1 |#Refs F1
ASSOCF_INIT_NOREMAPCLSID windows_vs12_&4/shlwapi.hfenum_8271 0 a
BSCF_FIRSTDATAMOTIFICATION windows_ve12_&4jurlmon.h/__MIDL_IBind5tatusCallback_0... ]
CF_SCREEMFONTS windows_vs12_64/commdlg.hfdefines ]
windows_vs12_64fwinuser.hfdefines ]
DIGCF_DEFALLT windows_vs12_64/setupapi.h/defines ]
ECF_HASSUBCOMMANDS windows_vs12_64/shobiidl b/ EXPCMOFLAGS ]
ERROR_SPECF_InPlace windows_ve12_a4/lpmapi h/defines 0
GCF_IMCLUDE_ANCESTORS windows_va12_a4jwinuser.h/defines ]
HCF_HIGHCONTRASTON windows_vs12_64/winuser.h/defines ]
HICF_MOUSE windows_vs12_&4/commctrl.hfdefines ]
ILCF _SWaP windows_ve12_&4/commctrl.h/defines ]
LVCF_FMT windows_va12_&4/commctrl h/defines 0
LVSICF_MNOINY ALIDATEALL windows_vs12_64/commctrl hfdefines ) | o

Options:

ApplyTo: (@) Current location

Current selection () Entire program

Cverwrite existing equates

QK

Cancel

B 140019c=8
MOV
CALL
MO
MOV
MOWV
CALL
LEA
MOV
CALL
CALL

B_1ANM71 9423

¥REF[1]: 14001%ce4d (J)
ECE, CF‘_TEKT

qword ptr [->USER32.DLL::GetClipboardData]
gword ptr [DAT 1400283f0], RAX

RD¥, gword ptr [DAT 1400293f0]

RC¥, gword ptr [->MSVCP140D.DLL::std::cou...
thunk FUN 140013c00

RD¥, [LAB 14001120d]

RC¥, RAX

gword ptr [->MSVCP1l40D.DLL::std::basic os...
cword ptr [->»>USER32.DLL::CloseClipboard]

YEEFIT] - 1ANOTSo=h (5%
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LOCATING CODE FROM STRING REFERENCES J%//,

B Defined Strings - 229 items ﬁ} = E| x
. . . Location B, | String Value |51Iing Representation |Da1E|T1,-1:|E
¢ String analysis not only allows to guess hidden == s ’
° ° ° ° 140000223 char[g]
information within the executable om0 sors
 But also, to trace where these strings are used in the 000030 e o cherl]
source code et S i SRy v A
. . . . o 140024160 _Masked :_I"«"Iask;ed‘ ds
o Clicking on the row associated with a string Mot Teeomt  eeomt G
° ° ° ° ° 140024300 login Togin® ds
populates the Listing window with the data at its e e e
140024500 _New_ptr E_NEW J:Itl't ds
a d d res s 1$Ei:§?g a::;i:exepﬁ an i::;i:exepﬁ an” j:
140024670 !:uau:l érray new length :I:IEld érray = IEl:gﬂ'f ds
« To identify references to this string we can Lrosee Coprogram Fies (... ToYprogtm s (.. o
140024730 C:\Program Files (x5... u"C:\\Program Files (... unicode
right-click in the blue area - References - Show 1o oo v sdsnm, i
o = e i
References to Address
14002433 test123... “test123...7 ds
7 ’ o " ” 140024903 Login: | "Login: ® . ds
o Let's see what happens with the “testUser o T T
string we located o0 T R T
140024290 std::_Allocate_manu... u"std::_Allocate_ma... unicode "
Filter: = = -
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LOCATING CODE FROM STRING REFERENCES
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ﬁj||§‘|$j{|ﬁ|lﬂ|v|x iDEﬁnedShings—Z‘Bihams G =[x
Location Q|Shing Value String Representation |DataType
1400248=6 00 77 tion 7 140000258 char[8] ~
14002487 00 22 00h ﬁgggg 2:;%
140000310 char[8]
s testUser 1400248e8 YREF[1]: 140011faa(*) 140000333 char[g]
T 1400248e8 140000360 char[8]
1400248£1 Bookmark... Ctrl+D 140023de0 _Lock " Lock™ ds
140023fe0 _Mew_array " Mew_array” ds
1400248£2 Clear Code Bytes c 140024020 _Alloc_manx = Alloc_max” ds
1400248£3 ) . 140024160 _Masked " Masked® ds
1400248£4 e With Optione 14002410 _Lock " Lodk” ds
14002485 Clear Flow and Repair... T T == 13002310 Esave quard i s 5] qu ||I'G | == _W_
- ¥+
1400248£6 o o @ References to s_testlUser 140024823 - 1 locations [CodeBrowser: Seminard:/Seminard.exe] - O >
140024857 &/
Copy Special... Help
Paste Crl = ——— - £ = =
14002488 1| References to s_testUser_1400248e8 - 1locations I S @ > = I_EIE| x ‘
140024903 Comments rReference(s)
140024904 o Location [, | Label Code Unit YREF[1]: 140023330(*)
140024505 140011faa LER BDX, [s_testUser_1400248e8]
140024306 Instruction Info...
140024507 Patch Instruction Ctrl
Processor Manual...
140024508 4 Processor Options... 1
140024910 .
140024911 pundion IFiIber: | & %= -
140024912 Compare Selected Functions...
140024913 |
140024914 (RN t y
S Show Label History... H 140011£f9%9e 48 84 04... LEA RCY, [DAT 14002f027]
140011fab eB abh f1... CALL thunk FUN 14001ad60
T 140011faa 48 84 15... LEA RD¥, [= testUser 1400248=8]
140011fb1 48 84 0O4d... LEA RCY, [DAT_140029%380]
140011fb8 8 96 £f£7... CALL thunk FUN 140015a80
140011fbd 48 84 04... LEA RC¥, [LAB 140021300]
140011fc4 B 98 f3... CALL FID conflict:atexit
140011fc9 48 84 ab... LEA RSP, [REBEP + 0OxcB]
140011f40 5£ POP RDT



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/

Source: zona-militar.com

Index -> Inspecting executable code and behavior

Call graphs

Tools to help us understanding the source code
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FUNCTION CALL GRAPHS é@’

¢ Once a reference is identified, we can also analyze the call sequence that ends in
the code that uses it

» To do this, we can go to the beginning of the function that uses the string and

click on Window- Function call graph

* This displays the relationships between functions and provides a high-level overview of function calls
 Much faster than doing it manually!

 This may allow us to discover undocumented or unexpected calls to Windows APIs
* Potential malicious activity...

* Orjust to better understand the analyzed program behavior!

***************************************

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

00000000000
000000000000000000000000000
00000000000
00000000000
00000000000
11111111111
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FUNCTION GRAPHS é”/

¢ Checking function behavior may be
done reviewing the disassembly text in
the decompile window

o However, it is often beneficial to see a
visual representation of decision
points within a function

« You can obtain it with the Window -
Function Graph

It displays the function’s individual
code blocks and the arrows | —
representing conditional and e,
unconditional jumps
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UNDERSTANDING ASSEMBLY é”/

 Finally, once we can view data, functions and call sequences, we need to
understand the program code

o This requires a high level of assembly interpretation skills, experience and patience
(you saw some in FCR)
 That is way beyond the objectives of this course

+ However, with practice is possible to understand most of the possible instruction
patterns we may find

 Code translators typically use coherent code structures that we may be able to recognize

« And don't forget that we have the valuable help of the decompiler and the function graph to better
understand what the code does

oA QOOd starting reference is: https://www.cs.virginia.edu/~evans/cs216/quides/x86.html
e Let's see an example
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UNDERSTANDING ASSEMBLY

¢ In this code block we call to openclipboard

* Followed by TEST and INZ (jump if not zero) instructions
 These evaluate the return value stored in EAX

« INZ indicates that execution should jump to

LAB_140019ce8 if EAX is noto
A return value of zero means a failed call to

OpenClipboard
o If this jump is performed, the code block
where other API calls obtain clipboard data
will be run

o If not, the execution will JIMP (unconditional

jump) to another address

« |f the clipboard opens, obtain its data
 Otherwise, do not execute code to gather clipboard

] Listing: Seminaré.exe ] Ej |||¥_| E M ‘ ﬁ
‘ undetinedl  Stack|-UXdd..local af TREFIL]:  14001%cha )
FUN_140019ch0 YREF[1]:  thunk FUN_140019ch0:14001146...
thunk FUN 140019ch0:14001146...
1400192h0 40 55 PUSH REP ; HWND hifndNewOwner for Opem..
14001%ch2 57 PUSH RDI
140019ch3 48 81 ec..  SUB RSP, Oxeb
14001%¢cha 48 8d fc..  LEA RBP=>local dB, [RSP + 0x20]
140019chf 48 8b fo MOV RDI, RSP
14001%cc2 b8 3a 00.. MOV ECY, Oxda
14001%cc7 b8 cc co.. MOV EAY, Oxccoccoce
14001%¢cec £3 ab STOSD.R.. RDI
14001%cce 48 8d 0d..  LEA RCK, [DAT_14002f0e7]
14001%cd5 &8 75 74,  CALL thunk FUN 14001ad60
\ 14001%cda 33 <9 YOR ECY, ECX
i 14001%ede £f 15 le..  CALL qword ptr [-»USER32.DLL: :0penCliphoard]

140019¢ce2 85 <0 TEST EAY, ERX
14001%ced 75 02 INZ LAB_140019ce8

T /Mw,lgceti eb 3b oM LAB 140019423

[

): LAB 140019%ced YREF[1]:  140019ced(])
14001%ce8 b8 01 00.. MOV ECY, CF TEXT
140019ced £f 15 05..  CALL qword ptr [-»USER32.DLL::GetClipboardData]
140019c£3 48 89 05.. MOV qword ptr [DAT 1400293£0], RAX
14001%cfa 48 &b 15.. MOV ROZ, qword ptr [DAT 1400293£0]
140019401 48 8b 0d.. MOV RCY, qword ptr [-»MSVCP140D.DLL::std::cou.
140019408 8 73 75..  CALL thunk FUN 140013c00
140019404 48 &d 15..  LEA ROZ, [LAB 14001120d]

¥ 140019414 48 8b cB MOV RCY, RAX

information

José Manuel
Redondo Lépez
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=4 Listing: Seminard.exe hh ||I§_‘| =R RRERY x‘ C: Decompile: FUN_140019ch0 - (Seminard.e G| & & x
*eminardewe X 1
' underinedl Stack[-0UxdB... local d8 FREFI1]:  140010cha(*) = 2 |void FUN_140019ck0{veid)
FUN_14001%ch0 YREF[1]: thunk FUN 140015chb0:14001146... : |
thunk FUN 14001Schb0:14001146... 5 BOOL EVarl:
1400139ch0 40 55 PUSH REP ; HWND hWndNewOwner for Open.. & | basic_cstream<char,struct_std::char traits<char> > *this;
140019cb2 57 PUSH RDI 7 longlong 1Vara;
140019chb3 48 81 ec... SUB R5P, OxeB g undefinedd *puVar3;
140019cba 48 8d 6c..  LEA REP=>local d8, [RSP + 0x20] | undefinedd sudtackass [35]:
140019chf 48 8b fo MOV RDI, RSP Lo
11 1Varz = 0x3a;
140019%cc2 b% 3a 00.. MOV ECX, Ox3a 12 puVard = auStack24s;
14001%cc7 b8 cc cc.. MOV En¥, Oxccoccocococo 13 while (1Var2 != 0) {
140019¢ccc £3 ab STOSD.R... RDI 14 1War2 = 1Var2 + -1;
140019¢cce 48 8d 0Od... LEA RCY, [DAT 14002£0e7] 15 ¥puVard = Oxccccococs
140019¢d5 e8 75 T4..  CALL thunk FUN 14001ad60 e puvars = puvars + 1
140019cda 33 o9 ¥OR ECX, ECK SR
i 14001%cde £f 15 1le... CALL gword ptr [->USER32.DLL: :0penClipboard] H t:_hjunk_FU'N_l‘!CIUJ..adECI{&DEI_lalIJDEfDeTj,'
—— 159 EVarl = CpenClipkcard { (HWND) 0x0);

140019ce2 85 c0 TEST ER¥, EAY A 20 if (EVarl 1= 0) |

r- 140018024 75 02 N LAR 14001808 21 DAT 1400293f0 = [char *)GetClipboardData(l);

- 140018cde ££ 15 le.. CALL gword ptr [->USER32.DLL::OpenClipboard] 22 thiz = (basic catream<char,atruct std::char traita<char> > *)
! 14001%ce2 85 <0 TEST EAX, EAX 23 thunk FUN_140013c00({longlong *)cout_exref, DAT 140029320);
:+ 14001%ced 75 02 JNZ LAB 14001Sce8 24 operator<<{this, (FuncDef( *}elAB 140011204d);

140019ce6 b 3b JMP LAB 140019423 25 CloseClipboard();
a 26| 3
LAB 140019ce8 ZREF[1]:  140019ced (§) 27 | return;
140019¢ce8 b9 01 00, MOV ECZ, CF_TEXT el
140019ced ££ 15 05..  CALL qword ptr [->USER32.DLL: :GetClipboardData] e
—Io00I9CL3 48 89 Ub...  mov gWword pLr [DAT I400Z93T0], FRAZ
14001%9cfa 48 8b 15... MOV RD¥, gword ptr [DAT 1400293£0] it
140015401 48 8b 0d... MOV RCZ, gword ptr [->MSVCP140D.DLL::std::cou...
¥ 140019408 =8 73 75... CALL thunk FUN_140013c00 v
| € | 140019404 48 84 15... LEA RDZ, [LAB 14001120d] i 2 S %,
140019414 48 8b o8 MOV RCY, RAX
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MORE INFORMATION %/

» Ghidra has become one of the most popular reversing tools

» There are many tutorials teaching how to use Ghidra and introducing you into the
reversing world

* (YouTube tutorial channel) https://www.youtube.com/playlist? list=PLRAe18TJ_NTE9cr180Pphn82WS8gVv-te

* An Introduction To Code Analysis with Ghidra: https://threatvector.cylance.com/en_us/home/an-introduction-to-
code-analysis-with-ghidra.html

 Using O0Analyzer to reverse engineering object-oriented code with Ghidra:
https://insights.sei.cmu.edu/sei_blog/2019/07/using-ooanalyzer-to-reverse-engineer-object-oriented-code-with-ghidra.html

* Practical case: Crack Me 0x01: https://maxkersten.nl/binary-analysis-course/assembly-basics/practical-case-crack-me-0x01/

¢ OQutside Ghidra, you can also use this resources
 Analyzing Modern Malware Techniques
 Part 1: https://0x00sec.org/t/analyzing-modern-malware-techniques-part-1/18663

 Part 2: https://0x00sec.org/t/analyzing-modern-malware-techniques-part-2/18765
* University of Cincinnati course CS6038/CS5138: Malware Analysis: https://class.malware.re/
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Source: zona-militar.com
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REVERSING PROGRAMS CREATED
IN HIGH-LEVEL LANGUAGES

Inspecting .Net or Java programs
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REVERSING PROGRAMS CREATED IN HIGH-LEVEL LANGUAGES J%//,

o We have seen a tool for decompiling and analyzing programs made in low/medium
level languages (C/C++)

o The same is possible with those coded in C#, Java, or other high-level languages

* So, you can analyze programs created in courses like TPP, EDI, MP, etc. even if you don't have the
source code

« In fact, these programs are usually much easier to reverse and analyze

o We just must look for a suitable tool for the language in which the program (or the
part we want to study) is created
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8 JetBrains dotfeck E
File  View Mavigate Inspect Tools | Windows | Help

i o 3 :
o There are several decompilers on the go ey 5 tomtyivos i
o @ Process Explorer B HighlightingBasecs  IGeneratablecs  InfoClasscs  Languagelype.cs s
market that can do this T ErrrrEa e LN ey ,\
[ macos-+64 %} Find Results Ctrl+Alt+U .
O macos-+64 ierarchies " , '
@ A f I 1 D tP k ﬂMsi.meg :\eStruhcture et | s o reptace LG
) Very power u One |S 0 ee [ Msia26 ary>
. . . b [ NUnit2 B PobAceesslog  CuvAlteY ing Langhacro { get; set; }
* https://www.jetbrains.com/es-es/decompiler/ > Gz b PP GenerinLg
- " 4 T PsiTacks B ILViewer ing Targetlanguage { get; set; }

« Creating a JetBrains account with a university email || > susee oo o o mmie sot seec

b o3 Calex (104.0.00, msil, Met Framework B

account normally gives you free access to all its i I

b G References 2 i

to 0 | S fo r 0 n e ye a r (re n ew a b | e) 4 {} letBrains ReSharper Build Tools liorkMode workMode = (WorkMode) Enum.Parse(typeof (Workbode), this.Mode);

b & —— string metadatal = this.InputFile.Eet.‘-’\etadarta("FullPath"]_;

D@E‘ Descrintion ‘ if (string.IsNullOrEmpty(metadatal))
frorDescriptionGenerator throw new InvalidOperationException("The InputFile is required.");

eLoads .exe or .d11 assemblies and + i

b HF Base types throw new InvalidOperationException(string.Format("The input file “{@}

: M @ Execute]ibocl string metadata2 = this.OutputFile.GetMetadsta("FullPath™);
IS p ays t e co e O t EI r c asses B InputfiledTackitem if (string.IsMullOrEmpty(metadata?))

LangMacro:string throw new InvalidOperationException("The QutputFile is required.");

4 - ) return new ErrorDescriptionGenerator().Generate(workMode, metadatal, met
* In an understandable and easily analyzable way )
amespaceistring catch (Exception ex)

o OutputFiIe:]TaskItem =] {

» Therefore, knowing what a program whose
=/ ) g p g b % HighlightingBase this.Llog.LogError(ex.StackTrace);

b &2 [Generatable return false;

sources are not available does gets simpler | '« - .



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.jetbrains.com/es-es/decompiler/

3

ANALYZING JAVA PROGRAMS G
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[ Basic.class - Java Decompiler - O >
File Edit Mavigation Search Help
B8 e

= . .
o mirjar.jar &

« Java programs can be decompiled _
with very good results too e e S T o speretar (I poran T [

@---EE META-IMF s Basic.dassﬁﬂ

.. Basic.dass T8 System.out.println(“start"); =

----- [M] MAMIFEST.MF

o There are several tools for this, but ﬂ% | e @ i = 7));
one of the most popular open-source o | e o« e - bt g e

- ¢ g double
-~ 4 index :int
ones is JD_GUI 7 o st 83 this.int78 = 50 / (25 + (this.int78 = 789 |_
[ _— int_max : int
¢ long12 : long 85 paramInt = ++this.int78;

« https://qgithub.com/java-decompiler/jd-gui <5 long34 lng 55 paramlnt = this.int78+;

<& lang_min : lang W a7 paramInt *= 18; ¥

LI

Ll
]

o The JetBrains IDE for Java, IntelliJ, | e~
also has that feature built in if you T e =

23 @] | public abstract class BidirectionalBinding<T> implements ChangelListener<T>, WeakListener {

open a ° C la S S 24 private final int cachedHashCode;

25
° h‘ttDS://bloq . IEtbralnS.Com/ldea/2020/03/|ava' 2% @ private static void checkParameters(Object var®, Object varl) {
t > N 7 27 @ if (var® != null & varl != null) {
bytecode-decompiler/ 2 if (vare == vard) {
7 ; 29 throw new IllegalArgumentException(“"Cannot bind property to itself");
30 }
31 } else {
32 throw new NullPointerException("Both properties must be specified.");

33 }
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https://github.com/java-decompiler/jd-gui
https://blog.jetbrains.com/idea/2020/03/java-bytecode-decompiler/

Source: zona-militar.com
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AUTOMATED EXECUTABLE
INSPECTION TOOLS

Automated reversing
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METADEFENDER CLOUD

OPSWAT.

https.//metadefender.opswat.com/ José Manuel

Redondo Ldopez

« Many times, we will only want to
know if an executable behaves

strangely to avoid malware

* In that case, doing a manual analysis
may be too much

« There are tools that allow us to

automate this process

e We can use one that checks if an
executable is detected as malware

o Metadefender is a tool that
analyzes executables to find out
precisely that

 Another option is Virustotal, seen at
the beginning of the course

IP address



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://metadefender.opswat.com/?lang=en

JOE SANDBOX CLOUD

José Manuel
Redondo Ldopez

https.//ww.joesecurity.orq/#

« If we want a second opinion, we can use
sandboxing software

¢ They run a program for us and analyze
what it does for "suspicious” behavior

« System calls known as problematic, attempts
to access restricted parts, etc.

o Analyzes the behavior of executed code

e So we can extract conclusions about whether
the program is legit or malware

 Returns us a complete report of the actions

and the "dangerousness” that it considers that

they have

o Although it is not free, there is a limited
"Community” version
« https://www.joesandbox.com/#windows

Search (hash, ID, tag) ...

JOESandbox

@® Analysis = Results .~ Editors

' Register

Deep Malware Analysis
Joe Sandbox detects and analyzes potential malicious files and URLs on Windows, Android, Mac OS, Linux, and iOS for suspicious activities. It performs deep
malware analysis and generates comprehensive and detailed analysis reports. This website gives you access to the Community Edition of Joe Sandbox Cloud. It

allows you to run a maximum of 15 analyses / month, 5 analyses / day on Windows, Linux and Android with limited analysis output. To run more analyses on any
operating system with full access to all features, please purchase a Cloud Pro account . Want to trial Pro first? Get your free Cloud Pro trial today.

Hidden Macro & Guloader Hawkeye # FormBook # AgentTesla # Phisher #
[
‘ mac0S & Linux |

- . 4.
H Windows I Android iD5 ios /+ Advanced

¢t Upload Sample % Browse URL

Choose file(s)

max. 100mb

@ Download & Execute File command Line

g Make sure to use the original sample name.
Do not rename samples!

JOESandbox Cl

Startup Dropped Domains/IPs  Static  Network ehavior

@ Create Interactive Tour

Analysis Report finfisher.dmg

Overview

General Information Detection Signatures Classification

Sample Name: finfisher.dm
5 ,: i e Il Detected macOS FinSpy (FinFisher) trojan
nalysis 1D:
MD5 ¢734730dcad52a6bd050b0 .. (] MALICIOUS Malicious sample detected (through community Yara rule)
SHA1 ¢1029dcbS7 11d32968d45... (] Yara detected FinSpy
SHA256: 413003dd2edBdcb68133195... (4 SUSPICIOUS

App bundle contains hidden files/directories
Most interesting Screenshot
CLEAN Attaches disk images with shell command ‘hdiutir

Creates kemnel extensions

WNREN BV

Denies being traced/debugged (via ptrace PT_DENY.A...

»

Executes hidden files

FinSpy Opens applications from non-standard application direct....
Queries the Manufacturer of the machine (might be use...
Store 100 Sets full permissions to files and/or directories
NA0OHNENENORRESAH amms: ull - - e
Range 0-100 Wiites DER encoded certificate files to disk without the t..-
Whitelisted false
Startup El

+ system is mac-mojave
« xpeproxy New Fork (PID: 772, Parent: 1)
o Install Caglayan (MD5: 083628f5eaf3d1d5018d45dd10391d9f) Arguments:
« bash New Fork (PID: 773, Parent: 772)
+ bash New Fork (PID: 774, Parent: 773)

Caglayan.app/C: 0S/linstall Caglayan

Source: https://www.joesecurity.org/blog/1896065926254527264
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https://www.joesecurity.org/
https://www.joesecurity.org/blog/1896065926254527264

SELF-EVALUATION ACHIEVEMENT LIST: SEMINAR 4 o

José Manuel
Redondo Lépez

Understand de purpose and utility of the Ghidra decompiler

Know how to load an executable and analyze its contents

Locate source code that uses certain string references

Know how to display function and call graphs

Know automated program analysis platforms and its usage

Know how to locate and investigate string references within an executable
Know how to follow code execution of a program

Know how to perform decompilation of code and its limitations

Know how to annotate data

Apply your ASM knowledge to the output of Ghidra

Locate and investigate an API call within an executable

Choose the appropriate tool to decompile programs created with C# or Java

My treasure!: Use the appropriate tools to locate interesting information and behavior of an executable
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SEMINAR 4.
INTRODUCTION
TO REVERSING
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