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INTRODUCTION o
Redondo Lépez

» You may wonder why all current focus on security these days...
 Even with no technical knowledge, you can have a lot of information about people / companies that
can be exploited to obtain advantages
« Allis over the Internet for you to pick up...if you know where (and how) to look

* This seminar will show you tools explaining how to do it
« |f you are serious about uses (and misuses) of the information over the Internet, you should enroll in

the optional course Web Information Systems (SIW)
* |f you contact Daniel Gayo, he can give you access to the course materials and videos for you to check!

¢ Let's do something that does not require a lot of technical skill ©

« OSINT (Open-Source INTelligence)
« Some of these applications will be used in laboratories

« NOTE: If, using these tools, you find yourself exposing too many information on Internet

(“egosurfing”), there are ways of recovering your privacy
* You can follow this guide: https://open.nytimes.com/how-to-dox-yourself-on-the-internet-d2892b4c5954?gi=57af4dc583d
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»| OSINT with machines
»] OSINT with people

O Social networks
O Reconnaissance from multiple sources

»| OSINT with source code




Source: zona-militar.com

< Go to Index

OSINT AGAINST THE
MACHINE

Investigating machines using only public information
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SHODAN . N

- Web Technologies
htt WATAWASS hOda n g .CO Z Rizzim,afgs:az Ezzl{q;nz.ﬂglu:eb 2622 02:36:16 GHT

Server: Apache/2.4.38 (Debian)

‘ ) noootE H e PHP H O ReauiRess ‘
Set-Cookie: MoodleSession=j2509nbcmantakarptfvspenup; pathe/; secure

« Machine (not web) search engine

(ache-Control: private, pre-check=B, post-check=8, max-age=8, no-transforn

» Routers, servers, cameras... (oT) - o |

{ontent-Language: es

* Reports the type of service found, Vierbiis e s
X-UA-Compatible: IE=edqe

V e rS I O n ) et C . Note: the dewice may not be impacted by 2l of these issuss. The vulnerabilifes are implied based on the Software and version. Accept-Ranges: none

X-Frame-Options: sameorigin

* Finds SCADA (Supervisory Control And

CVE-2019-0196 A vuerabiity was found in Apache HTTP Server 2.4.17to 2.4.38. Using fuzzed network input, the Transfer-Encading: chunked

Isiti Content-Type: text/htnl; charset=utf-8
D at a A C q u I S lt I 0 n ) htip/2 request handling could be mads to access freed memary in string comparison when orien-ipe: Test/als charset=
° I N d u S‘t r| a | e N g | N e e r| N g d ev | C e S determining the method of a raquest and thus process the request incorrecty. SSL Cerlificate
(ertificate:

CVE-2018-0220 A vulnerabilty was found in Apache HTTP Server 2.4.0 10 24.38. When the path component of a Data:

) [ ]
@ SearCh for u p to 1 0 deVIces request URL contains mulliple consecutive slashas ('), directives such as LocationMatch and Versian: 3 (B42)

. . . ) ' Serial Humber:
RewritaRule must account for duplicates in regular expressions while ther aspects of the servers 7 b5 05+ 0032 16O B 6L 3

¢ F reere g I St rat I ona | | OWS more an d processing willimplicilly collapse them, Signature Algorithm: shaZSWLthRSAEncryption
u S i n g | Og i Ca | 0 pe rato rS Tssuer: (=US, O=Let's Encrypt, CH=R3

Valigity
CVE-2013:0217 I Apache HTTP Server 2.4 release 2.4.36 and prior, a race condiion in mod_auth_digest when Vot Before: Jan 12 G4:06:45 7600 AT

i U S e d t O V | eW d EV | C e S EX p 0 S e d t 0 t h e running in a threaded server could allow a user with valid credantials to authenticate using another Not After : Apr 12 B4:66:44 2022 GHT
Subject: CN=virtual.ingenieriainformatica.uniovi.es

I nte rn et a n d If t h ey p O S e a d a n g e r usemame, bypassing configured access control restrictions. it i ey o

Public Key Algorithm: rsaEncryption

® Th ey h ave mana g eme nt S OftW are t h at CVE-2019-0197 A wulnerability was found in Apache HTTP Server 2.4.34 to 2.4.38. When HTTP/2 was enabled for a RSA Public-Key: (2048 bit)
can b e accesse d an d att ac ke d htip: host or H2Upgrade was enabled for h2 on a hitps: host, an Upgrade request from hitp/1.1 o Mm;:; T
! http/2 that was not the first request on a connection could lsad to a misconfiguration and crash. ab:4f:cd:0a:9F:66:33: 30:66:07:a8:61:8a:a:25:

Server that never enabled the h2 protocol or that only enabled it for hitps: and did notset ~—— ~ HEERRERREIR AR

°
‘a T t I L 35:04:50:70:79: 1574441 1 far 022 T e 36275
) u orla s *H2Upgrade on" are unaffected by this issue.

* https://danielmiessler.com/study/shodan/
* https://hacking-etico.com/2016/02/12/4979/

CVE-2018-0215 In Anache HTTP Server 2 4 releases 2.4.37 and 2.4.38. 2 bun in mad ssl when using ner-location 31:00:eL:A4:B5:30:CL:3f:abed3:6:86:00: e
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SHODAN

www.shodan.io

SHODAN apache site"ingenienainformatica.uniovi.es'| Q  Explore  Enterprise Access  Conta

The search engine for Webcams

vv @ ¢ 2 shodan test search

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account Getting Started

Explore the Internet of Things

Use Shodan to discover which of your devices are connected to the Internet,
where they are located and who is using them.

Monitor Network Security

O
@

Keep track of all the computers on your network that are directly accessible
from the Internet. Shodan lets you understand your digital footprint.

P

i
56% of Fortune 100

Shodan is used around the world bv researchers_ securitv nro

- Y in @ @ s

Login or Register

Websites are just one part of the Internet. There are power plants, Smart TVs,
refrigerators and much more that can be found with Shodan!

@ See the Big Picture

TOTAL RESULTS
14,301,988

TOP COUNTRIES

United States
Mexico
China
Germany

Japan

TOP SERVICES

HTTP
HTTPS
HTTP (8060}
8081

HTTP (81)

Get a Competitive Advantage

Who is using your product? Where are they located? Use Shodan to perferm

4,765,632
1,234,983
1,051,604
1,044,601

896,419

7,055,184
5,376,265
620,781
203,495
174,230

« FTP
 SSH
o Telnet
« SNMP

Explore Enterprise Access Contact Us

v nes [
72.29.75.120
HostDlme‘.com‘

h T

®E Unied States, Odando
Details

SerranoArt
p;air Ne;\;oll§

B2 Unted States, Pittsburgh

HTTP/1.1 2088 K

Date: Mon, B4 Dec 2617 15:17:07 GMT

Server: Apache

Last-Modified: wed, 20 Jul 2016 ©5:33:@9 GHT
ETag: “"6f-5382332495500"

Accept-Ranges: bytes

Content-Length: 111

Connection: close

Content-Type: text/htal

<html><head>META HTTP-EQUIV="refresh" CONTENT="@ URL=/cgi-sys/def...

HTTP/1.1 2080 K

Date: Mon, 84 Dec 2817 15:17:87 GMT

Server: Apache/2.4.29

Last-Modified. Wed, 02 Jan 2008 18:82:16 GHT
ETag: “241d-442cleacdsede”

Accept-Ranges: bytes

Content-Length: 9245

Content-Type: text/htal

« SIP (IP telephony)
« RTSP (video streaming and
webcams)

José Manuel
Redondo Lépez

Search these service's banners
- HTTP/HTTPS

n? Login or Register
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SHODAN CLI =y
https:/cli.shodan.io/

José Manuel
Redondo Lépez

o Python library providing Shodan's
capabilities from the command line
 Useful in GUI-less contexts

o Allows to integrate Shodan's features

into our own scripts or programs

 Or automate pentesting tasks including
Shodan

 The official website has usage examples

o Its capabilities are equivalent to the
web interface

o Set of useful searches

« https://qgithub.com/jakejarvis/awesome-shodan-queries
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CENSYS =

,/

https://censys.io/ eyl

o Like Shodan, but with structured info

 Searches server features: interesting running
services (RDP), 0S/web server banners...
 Multiple search criteria
* |P (v4 only) and networks: https://censys.io/ipv4/
« Website domain names: https://censys.io/domain?q=
 Certificates: https://censys.io/certificates?q=

« Search Tutorial

» https://developerinsider.co/censys-find-and-analyze-any-server-
and-device-on-the-internet/

o A similar tool is Onhype.io:
* https://fwhibbit.es/descubrimiento-y-recopilacion-de-activos-con-
onyphe-io
« Comparison with other tools (ZMap, Mr Looquer)

* https://www.dragonjar.org/shodan-vs-scans-io-vs-censys-io-vs-zmap-
vs-mr-looquer.xhtml

g: Censys 156.35.0.0/16

Quick Filters
For all fields, see Data Definitions

Autonomous System:

307 REDIRIS RedIRIS
Autonomous System

Protocol:

148 3380/rdp

138 80/http

91 443/https

22 8080/http

13 143/imap
@ More

Tag:

160 hitp
150 remote_display
148 rdp
89 https
13 imap
® More

IPv4 Hosts
Page: 1/14 Results: 327 Time:159ms Query Plan: expanded

& 156.35.151.5 (orion.edv.uniovi.es)

REDIRIS RedIRIS Autonomous System (766)
Ubuntu 80/http
Apache2 Ubuntu Default Page: It works

£1156.35.11.15

REDIRIS RedIRIS Autonomous System (766)
443/https, 80/http
IBM HTTP Server 8.5.5 wnB.net.uniovi.es

O 156.35.25.195 (crisa25195.econo.uniovi.es)

REDIRIS RedIRIS Autonomous System (766)
3389/rdp

m REMOTE_DISPLAY

& 156.35.225.33 (portalgp.uniovi.es)

REDIRIS RedIRIS Autonomous System (766)
443/https
portalgp.uniovi.es

0 156.35.172.86 (imprisa.epv.uniovi.es)

REDIRIS RedIRIS Autonomous System (766)
3389/rdp

m REMOTE_DISPLAY

£ 156.35.119.112 (hercules.lsi.uniovi.es)

REDIRIS RedIRIS Autonomous System (766)
3389/rdp

m REMOTE_DISPLAY

O 156.35.81.145 (llama81145.euitio.uniovi.es)

iZ Results 9 May

Oviedo, Principality of Asturias, Spain

Oviedo, Principality of Asturias, Spain

Oviedo, Principality of Asturias, Spain

Oviedo, Principality of Asturias, Spain

Oviedo, Principality of Asturias, Spain

Oviedo, Principality of Asturias, Spain
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(1) Using Shodan to find
Uniovi-bound resources
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GOOGLE HACKING OR “GOOGLE DORKING” @

o Ability of doing certain searches that reveal compromising information

« Using standard search engines (normally targeting a concrete domain with the site: operator)
« These queries find information leading to vulnerabilities, configuration issues, or facilitate an attack
* It can be done in other search engines too (although Google is the most used one)

o There is a database of organized prebuilt searches: Google Hacking Database
 These are called “Google Dorks” : https://www.exploit-db.com/google-hacking-database
» Choose the right search category: each one represents a possible vulnerability!
« Search the target with the chosen query (site:)

¢ “Dorking” can also be used with other products
« https://qgithub.com/cipher387/Dorks-collections-list

o Examples
« https://wifibit.com/google-hacking/
« https://ciberpatrulla.com/osint-con-google/
« https://ciberpatrulla.com/buscar-google/

* https://medium.com/@Ilogicbomb_1/one-misconfig-jira-to-leak-them-all-including-nasa-and-hundreds-of-fortune-500-companies-
a70957ef03c7
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GOOGLE HACKING: PROCESS
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GHDB-1D: Auth

intitle:"Apache2 Ubuntu Default Page: It works"

or: Goaogle Dork Description:
intitie"Apachel Lbuntu Defull Page B woric”

Fbdithed 0190731

I Goagle Seascrintitie Apacte? Lbunty Defaut Page it wories” I

e

Wil GEFET SETECOLEA;
intitle:"spache2 Ubuntu Defoult Page: [t works?

Rega Abasi [Turku)

_— 7 N

___',pl‘ instle"Apache? Utuntu Defaull Page: Bworks®

@ Toss [Dwviseos [ imagenes EDecticas &P Sroppng I Mas  Confiqueacion

silec®/server-slales infext: Apaghe sarver stalus for

inurliisstan. him itle 15T

2019-08-30 inurL/phpreyadmndchang ph gEhub -gtll
250812 inurkWebPortalfbank

20150731

201 807-31 intitle 1S Windows Server-inurt 113 Windowes Server”
2010729 inurl/serves-siatus  "Server MPMS

2019-06-14 inurlprpnTo php nlex buidd 2600

250617 inurk Qs ganizationCharl.ce

20150617 intext Brought to you by eetSes”

201 5-06-06 inteot: Pomered by GetSimple® -siterget-simple info

a10.0e a0 oebic lobho

Weh Server Detection
Wieb Server Detection
Wieh Server Detection
Wich Server Detection
Wieh Server Detection
Weh Server Detection
Web Server Detection
Wieh Server Detection
Wieh Server Detiection
Wi Server Detection
Wb Server Detection

Lk G Pt et L

Aprdmpdamente 27.000 resultsdos (0,40 3 ndos)

TrAgUC 518 pAgina
Apache2 Ubuntu Default Page: It works Annex02!
Apache2 Ubuntu Default Page: It works AnnexC2! [ vorks! Thes is the defau® welcome
page used 1 test the conrect operation of the Apache? server sher insiallation en Ubuntu
Syatems, I is basad on the squivalant page on Debian, toem wiech the Lburtu Apachs
packagng s dermed.

[ acs.cx esia pagina

Apache2 Ubuntu Default Page: It works ** PROXY ***
This is the defaul welicome page wsed 10 ey the oomrect operanen of the Apache? server afier
insialation on Ubuniu systems, | & based on the equamlent page ...

Traducir esta pdgina
Apache2 Ubuntu Default Page: It warks
Apache UBunty Derault PAge: It works. 1T works! X000 TS i5 the defaull aeicome page
used 10 best the correct cperation of the ApacheZ server afier inssalaton on Uburiu systems. I5
is based on the eguamlent page on Debian, from which the Ubuntu Apache packaging is
derived,

Traducir esta pdgina
Apache2 Ubuniu Default Fage: It warks
mmorks

HeETarmiertas.
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FINAL RECON

https:/qithub.com/thewhiteh4t/FinalRecon José Manuel

Redondo Lopez

« Python script for web
reconnaissance

« Implements a lot of features to
create a full profile of a web
page server and its contents

* DNS and WHOIS information
 Full crawler
 Traceroute

* Directory search
 Port scanning the server

« Tutorial:

« https://hakin9.org/final-recon-osint-tool-
for-all-in-one-web- reconnaissance/

url

optional arguments:

python3 finalrecon.py -h

FinalRecon - The Last Recon Tool You Will Need | v1.0.7

positional arguments:

usage: finalrecon.py [-h] [--headers] [--sslinfo] [--whois] [--crawl] [--dns] [--
sub] [--trace] [--dir] [--ps] [--full] [-t T] [-T T] [-w W] [-r] [-s]
[-m M] [-p P] [-tt TT] [-0 O] url

Target URL

-h, --help show this help message and exit

--headers
--sslinfo
--whois
--crawl
--dns
--sub
--trace
--dir
--ps
--full

-t T
-TT
-W W
-r
-S
-dD
-e E
-mM
-p P
-tt 1T
-00

Extra Options:

Header Information

SSL Certificate Information
Whois Lookup

Crawl Target

DNS Enumeration

Sub-Domain Enumeration
Traceroute

Directory Search

Fast Port Scan

Full Recon

Number of Threads [ Default : 30 ]

Request Timeout [ Default : 30.0 ]

Path to Wordlist [ Default : wordlists/dirb_common.txt ]
Allow Redirect [ Default : False ]

Toggle SSL Verification [ Default : True ]

Custom DNS Servers [ Default : 1.1.1.1 ]

File Extensions [ Example : txt, xml, php ]

Traceroute Mode [ Default : UDP ] [ Available : TCP, ICMP ]
Port for Traceroute [ Default : 80 / 33434 ]

Traceroute Timeout [ Default : 1.0 ]

Export Output [ Default : txt ] [ Available : xml, csv ]

[-d D] [-e E]
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UDORK

https://github.com/m3n0sdOn4ld/uDork ~ ose Manel

Redondo Lopez

The results will appear below. This may take several minutes, please wait .

Domain/IP: nasa.gov
Find links with:

°
Bash script that uses Google
. o ° https:/fwww. stl.nasa.gov/thesvoll. pd
Hacking to obtain various types  |seseataetonsn
y https:/ . nasa. gov/centers/dryden/pdf /88798main_srfcs. pdf
s ® ° ° https:/fwww.nasa. gov/specials/apollo50th/pdf/a10_PressKit. pdf
Of SenSItlve Informatlon https://www. nasa. gov/specials/apolloS0th/pdf/Al4_PressKit. pdf
https:/ M. nasa. gov/specials/apolloSath/pdf /a07_Presskit. pdf
https:/www.nasa. gov/specials/apollo50th/pdf/al15_PressKit. pdf

Fl I es Or d | recto rles https://ww.nasa.gov/specials/apollosoth/pdf/A009_PressKkit.pdf

https:/ S, gov/specials/apollosth/pdf/a08_Presskit, pdf

Flnd IOT dEVlCES Files found:
Web application framework / CMS vonain/Ip: nasa. gov

Find Llinks with: xml

https:/'www.nasa.gov/sitemap.xml

Files found:

Domain/IP: nasa.gov

Tutorial Find links with: x1s
 https://www.enhacke.com/2020/03/21/udor
k-google-hacking-tool/

Domain/IP: nasa.gov

Find links with: txt

https:/fwww.nasa. 2ov/37857Imain_0728NASAMesting. txt
https://seabass.gsfc.nasa.gov/archive/INIDEP_LPPE/EPEASarchive/pigments/EPEA_PD2012-03_HPLC. txt
https://seabass. gsfo.nasa.gov/archive/MLIMarouche optigue_st_laurent/2000_15/archive/SPMRADLIS104_CASTE.
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Source: zona-militar.com

= Goltolindex Social Networks >

Data Integration >

OSINT AGAINST THE PEOPLE

Investigating people using public information only



https://github.com/jose-r-lopez

Source: zona-militar.com

Index -> OSINT against the people

Social networks

Know what the people do...and post ©



https://github.com/jose-r-lopez

TINFOLEAK

.,/

https://qgithub.com/vaguileradiaz/tinfoleak José Manuel

Redondo Ldopez

o Analyzes / extracts information

from open Twitter accounts
 Searches messages using terms
« Has multiple actions to find data

» Typical tool to search “compromising”
tweets of public personalities
* Very frequent nowadays...

o Requires a Twitter API key

 Hence an active Twitter account

« Links (installation, help)

« https://ciberpatrulla.com/tutorial-tinfoleak/
* https://www.isecauditors.com/herramientas-tinfoleak
* http://www.noise-sv.com/tutorial-de-tinfoleak/

@WguileraDiaz vaguilera@isecauditors. com Internet Security Auditors v20

tinfeleak

Screen Name: stevewoz
Account Created at: 03/05/2009
Verified: True

Twitter 1D: 22938914

URL: http:/iwoz.org

Location: Los Gatos, Califomia

. Time Zone: Pacific Time (US & Canada)
Steve Wozniak : i

Engineers first! Human rights. Gadgets. Geo enabled: True
Jokes and pranks. Segways. Music and
concerts. Gameboy Tetris. Listed count: 9645
Followers: 570 246 | Following: 85 | Likes: 2
Tweets: 5,714 (1.99 tweets/day) Language: en

CLIENT APPLICATIONS A
Source Uses Percentage First Use First Tweet LastUse Last Tweet
Foursquare 185 92.5% 09/26/2016 view 01/18/2017 vievs

0sSX 4 20% 10/16/2016 view 011672017 view

Twitter for iPhone 2 1.0% 12/11/2016 view 01/03/2017 view

Twitter Web Client 9 45% 09/27/2016 view 121172016 view

Total: 4 results,

SOCIAL NETWORKS A
Social Network Username Picture Name Additional info

[ 1 1 ahas £ alifeee

Sourée: https://www.rédeszone.net/201 7/1 0/08/tinfoléak-récopiIar—informacion—
usuarios-twitter/
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TWINT

twint -u <username> - Scrape all the Tweets from user's timeline.

twint -u <username> -s pineapple - Scrape all Tweets from the user's timeline containing
pineapple.

twint -s pineapple - Collect every Tweet containing pineapple from everyone's Tweets.

twint -u <username> --year 2014 - Collect Tweets that were tweeted before 2014.

twint -u <username> --since "2015-12-20 20:30:15" - Collect Tweets that were tweeted

Python script since 2015-12-20 20:30:15.

twint -u <username> --since 2015-12-20 - Collect Tweets that were tweeted since 2015-12-
* Hence usable from our own code! 20 00:00:00.

twint -u <username> -o file.txt - Scrape Tweets and save to file.txt.

twint -u <username> -o file.csv --csv - Scrape Tweets and save as a csv file.

[ ] [
lee TlnfOIeak, but uses web twint -u <username> --email --phone - Show Tweets that might have phone numbers or

email addresses.

o o
scrapplng teChnlques twint -s "Donald Trump" --verified - Display Tweets by verified users that Tweeted about

Donald Trump.

° InStead Of the TWItter API NO HGEd Of -l twint -g="48.880048,2.385939,1km" -o file.csv --csv - Scrape Tweets from a radius of

o I 1km around a place in Paris and export them to a csv file.
TWItter API key/ account' twint -u <username> -es localhost:9200 - Output Tweets to Elasticsearch
-, twint -u <username> -o file.json --json - Scrape Tweets and save as a json file.
° -
NO rate Ilmlted twint -u <username> --database tweets.db - Save Tweets to a SQLite database.

° Maximum Of around 3200 tweets per twint -u <username> --followers - Scrape a Twitter user's followers.

twint -u <username> --following - Scrape who a Twitter user follows.

query, due to SCI’O” I|m|tat|0nS twint -u <username> --favorites - Collect all the Tweets a user has favorited (gathers ~3200
tweet).
» Very easy to set up and use

twint -u <username> --following --user-full - Collect full user information a person
follows

H H H M twint -u <username> --profile-full - Use aslow, but effective method to gather Tweets
Slmllar tOOIs eXISt for Other SOCIaI from a user's profile (Gathers ~3200 Tweets, Including Retweets).
twint -u <username> --retweets - Use a quick method to gather the last 900 Tweets (that
networks

includes retweets) from a user's profile.
twint -u <username> --resume resume_file.txt - Resume a search starting from the last

 Facebook, LinkedIn, Instagram... saved scroll-id.

https:/github.com/twintproject/twint José Manuel

Redondo Lopez



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/twintproject/twint

HUNTER.I0 o
https://hunter.io/ B ontio Lthez

#® hunter Product v Pricing

o Website that allows you to discover
email addresses related to domains /

companies
@ With th em, OSI NT attaCkS, ph is i n g Most commeon pattern: {last{first}@uniovi.es 2,672 email addresses
attempts or APTs (Advanced

Persistent Threats) can be started

o It is not a free service, but a free
registration enable a limited usage of o inseumivies o

its features
» Complete results
« CSV downloads g zalezcristinguniovi.es o 3 sources
 Up to 50 searches/month

5 rezfaustino@uniovi.es @ 1 source w

b tranjose@uniovi.es @ 5 sources ¥

5 isjaime@uniovi.es ® 2 soUrces v

2,667 more results for "uniovi.es"
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SocIAL MAPPER

https://qgithub.com/Greenwolf/social_mapper

José Manuel
Redondo Lopez

‘This Python script correlates users in
different social media using facial
recognition

 Can be used to locate fake users that use the

same profile image in different social networks

* |t has other usages for Red Team operations

‘Accepts different input types

 An organization's name, searching via LinkedIn

* A folder of named images

« A CSV with names and URLs to online images

» Works with Facebook, Instagram, Twitter,
LinkedIn, VKontakte (Russian “Facebook”),
Weibo, Douban...

- Results can be used with Maltego
 Seen later

4 parameters must be provided. 3 are an input format, the input file or folder and the basic running mode:

-f, --format : Specify if the -i, --input is a 'name', 'csv', 'imagefolder' or 'socialmapper' resume file

-i, --input : The company name, a CSV file, imagefolder or Social Mapper HTML file to feed into Social
Mapper
-m, --mode : 'fast' or 'accurate' allows you to choose to skip potential targets after a first likely

match is found, in some cases potentially speeding up the program x20

Additionally, at least one social media site to check must be selected:

-a, --all : Selects all of the options below and checks every site that Social Mapper
has credentials for

-fb, --facebook : Check Facebook

-tw, --twitter : Check Twitter

-ig, --instagram : Check Instagram

-1i, --linkedin : Check LinkedIn

-gp, --googleplus : Check Google Plus

-vk, --vkontakte : Check VKontakte

-wb, --weibo : Check Weibo

-db, --douban : Check Douban

Additional optional parameters can also be set:
-t, --threshold
accuracy. Default is 'standard', but can be set to 'loose', 'standard', 'strict' or ‘'superstrict'. For example

: Customizes the facial recognition threshold for matches, this can be seen as the match

'loose' will find more matches, but some may be incorrect. While 'strict' may find less matches but also contain
less false positives in the final report.

-cid, --companyid : Additional parameter to add in a LinkedIn Company ID for if name searches are not picking the
correct company.

-s, --showbrowser : Makes the Firefox browser visible so you can see the searches performed. Useful for debugging.
-w, --waitafterlogin : Wait for user to press Enter after login to give time to enter 2FA codes. Must use with -s
-v, --version : Display current version.

-vv, --verbose : Verbose Mode (Useful for Debugging)

-e, --email : Provide a fuzzy email format like "<f><last>@domain.com" to generate additional CSV files for each
site with firstname, lastname, fullname, email, profileURL, photoURL. These can be fed into phishing frameworks
such as Gophish or Lucy.

Example Runs

* A quick run for Facebook and Twitter on some targets you have in an imagefolder, that you plan to manually
review and don't mind some false positives: python3 social_mapper.py -f imagefolder -i ./Input-
Examples/imagefolder/ -m fast -fb -tw

* The same as above but with the browser showing, and waiting enabled to allow a user to enter 2FA codes and
manually rectify changed Login processes: python3 social_mapper.py -f imagefolder -i ./Input-Examples/imagefolder/
-m fast -fb -tw -s -w

* An exhaustive run on a large company where false positives must be kept to a minimum:

python3 social_mapper.py -f company -i "Evil Corp LLC" -m accurate -a -t strict

* A Llarge run that needs to be split over multiple sessions due to time, the first run doing LinkedIn and
Facebook, with the second resuming and filling in Twitter, Google Plus and Instagram:

python3 social_mapper.py -f company -i "Evil Corp LLC" -m accurate -1i -fb

python3 social_mapper.py -f socialmapper -i ./Evil-Corp-LLC-social-mapper-linkedin-facebook.html -m accurate -tw -
gp -ig

* A quick run (~5min) without facial recognition to generate a CSV full of names, email addresses, profiles and
photo Links from up to 1000 people pulled out of a LinkedIn company, where the email format is known to be
"firstname. lastname": python3 social_mapper.py -f company -i "Evil Corp LLC" -m accurate -1li -e
"<first>.<last>@evilcorpllc.com"



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/Greenwolf/social_mapper

y Iran K S A
*—$ sherlock Ibaillanos
[*] Checking username Ibaillanos on:
[+] Academia.edu: https://independent.academia.edu/Ibaillanos
[+] CapFriendly: https://veaw.capfriendly.com/users/Ibaillanos
[+] chaturBate: https://chaturbate.com/Ibaillanos
[+] Coil: https://coil.com/u/Ibaillanos
[+] DeviantART: https://Ibaillanos.deviantart.com
[+] Duolingo: https://waw.duolingo.com/profile/Ibaillanos
[+] F3.cool: https://f3.cool/Ibaillanos/
. o o [+] Facebook: https://vww.facebook.com/Ibaillanos
¢ Finds a username on lots of different [EREresao it bessaiiiim.
R [+] FortniteTracker: https://fortnitetracker.com/profile/all/Ibaillanos
[+] Giphy: https://giphy.com/Ibaillanos
social networks and webpages e
[+] Gumroad: https://vwww.gumroad.com/Ibaillanos
[+] Instagram: https://ww.instagram.com/Ibaillanos
o More than 320' [+] Leetcgde: https://leetcode.cgm/IbaiLlanos
[+] Lichess: https://lichess.org/a/Ibaillanos
° ° o [+] Linktree: https://linktr.ee/Ibaillanos
= [+] Minecraft: https://api.mojang.com/users/profiles/minecraft/Ibaillanos
It Is very common to flnd users WIth [+] PSNProfiles.com: https://psnprofiles.com/Ibaillanos
° ° [+] Pinterest: https://www.pinterest.com/Ibaillanos/
the same name on dlfferent SOCIaI [+] Pokemon Showdown: https://pokemonshowdown.com/users/Ibaillanos
[+] Pornhub: https://pornhub.com/users/Ibaillanos
[+] Quizlet: https://quizlet.com/Ibaillanos

netwarks [+] Reddit: https://www.reddit.com/user/Ibaillanos

[+] Roblox: https://ww.roblox.com/user.aspx?username=Ibaillanos

PROJECT SHERLOCK

https://github.com/sherlock-project/sherlock  José Manuel

Redondo Ldopez

[+] RuneScape: https://apps.runescape.com/runemetrics/profile/profilez?user=Ib

 We can use it to collect information from aillanos

,ff r‘ [+] Scratch: https://scratch.mit.edu/users/Ibaillanos
[+] SlideShare: https://slideshare.net/Ibaillanos

dl erent Sources abOUtt e Same person [+] Smule: https://vwaw.smule.com/Ibaillanos

[+] Spotify: https://open.spotify.com/user/Ibaillanos

 This may reveal data about people with [ 1l aetearamsibr s /i = ianes

[+] Tenor: https://tenor.com/users/Ibaillanos

closed prof”es 0n|y in a network, but an [+] TikTok: https://tiktok.com/aIbaillanos

. . [+] TradingView: https://vwaw.tradingview.com/u/Ibaillanos/
Open proflle In ano‘ther One [+] Trello: https://trello.com/Ibaillanos
[+] Twitch: https://ww.twitch.tv/Ibaillanos

[+] Twitter: https://twitter.com/Ibaillanos

° ° ° [+] Venmo: https://venmo.com/u/Ibaillanos
) BaSIc usage Is SImpIe [+] wattpad: https://waw.wattpad.com/user/Ibaillanos

[+] WordPress: https://Ibaillanos.wordpress.com/
[+] Xbox Gamertag: https://xboxgamertag.com/search/Ibaillanos

¢ pyth0n3 pher‘lOCk.py <username> [+] YouNow: https://wwaw.younow.com/Ibaillanos/
[+] mercadolivre: https://vww.mercadolivre.com.br/perfil/Ibaillanos
[+] osu!: https://osu.ppy.sh/users/Ibaillanos
[+] xHamster: https://xhamster.com/users/Ibaillanos



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/sherlock-project/sherlock

Source: zona-militar.com

Index -> OSINT against the people

User reconnaissance integration
/ from multiple sources

Aggregating user data


https://github.com/jose-r-lopez

MAI—TEGO %/ Source: https://en.wikipedia.org/wiki/Maltego

https:/wyvyw.paterva.com/buy/maltego- -
clients/maltego-ce.php Redondo Lopez N
W
maltego.com

o Collects information from
Internet entities ® E . B

Office 365

® C re a t e S C u St 0 m e nt it i e S t h at ns59.domaincontrol.com maltego-com.mail.protection.outl... wildcard-in-use.maltego.com www.maltego.com
represent any kind of information
« Specializes in finding relationships
= D - = D D D
b etw e e n t h e m 97.74.100.31 104.47.5.36 104.47.4.36 185.199.109.153 185.199.108.153 185.199.111.153 185.199.110.153

« Social networks, computer
networks, domains...
e Uses DNS and whois records, ok & ok ® 4 ® 4
search engines, known social
networks, APls... as sources

97.74.100.0-97.74.100.255 104.47.5.0-104.47.5.255 10447.4.0-104474.255 185.199.109.0-185.199.109.255  185.199.108.0-185.199.108.255  185.199.111.0-185199.111.255  185.199.110.0-185.199.110.255

$ = 9 - 9 * :9 * '
O ll orials
26496 Scottsdale, United States Helsinki, Finland 8075 Amsterdam, Netherlands 54113 Cambridg

https://www.fwhibbit.es/introduccion-a-maltego
* https://ciberpatrulla.com/maltego/

o www.elladodelmal.com/2010/08/mineria-de-datos- ﬁ @ @ %
con-maltego-1-de-2.html

GoDaddy.com, LLC Microsoft github gitbhub inc. Fastly
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https://www.paterva.com/buy/maltego-clients/maltego-ce.php
https://en.wikipedia.org/wiki/Maltego

RECON ‘N6 Gy

José Manuel
Redondo Lépez

o Used for recollecting information R —
about users from different sources T R T

« It has modules to search on different

sources of information
 Search engines, APIs...

o Copies Metasploit Ul to make it easier
for people who are already familiar
with it

o Tutorials

* https://hackertarget.com/recon-ng-tutorial/

» https://noticiasseguridad.com/tutoriales/recon-ng-
herramienta-para-recoleccion-de-informacion/ Source: https://www.nosolohacking.info/recon-ng-instalacion/

Sponsored by ...

[+] No modules enabled/installed.

[recon-ng][default] > ||



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://hackertarget.com/recon-ng-tutorial/
https://noticiasseguridad.com/tutoriales/recon-ng-herramienta-para-recoleccion-de-informacion/
https://kali-linux.net/article/recon-ng/
https://www.nosolohacking.info/recon-ng-instalacion/

A

José Manuel
Redondo Lépez

» Automated discovery and cataloging tool for network, email and social media
assets

o Includes employees / assets on cloud platforms
» Creates reports that can be saved in a BBDD for further research

« More information
* https://www.qgurudelainformatica.es/2019/05/descubrimiento-y-catalogacion.html

« Similar applications

« https://blog.sequ-info.com.ar/2019/05/aplicaciones-para-osint.html?m=0



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/chrismaddalena/ODIN
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https://blog.segu-info.com.ar/2019/05/aplicaciones-para-osint.html?m=0

THE HARVESTER &
https:/github.com/laramies/theHarvester José Manuel

Redondo Lépez
« Obtains data of a certain target using

many different sites as sources
* You get a lot of information from public sources:

File Edit View Search Terminal Help

emails, names, subdomains, IPs, URLS... MR

Warning: Pycurl is not compiled against Openssl. Wfuzz might not work correctly when f|

® Uses known Search englnes for dlfferent klndS uzzing SSL sites. Check Wfuzz's documentation for more information.
Of inform ation sk sk sk ok sk sk sk sk ok ok ok ok ok sk sk ok ok oK ok ok 3k ok 3k 3k 3k sk ok ok ok sk sk sk sk ok ok ok ok sk ok ok ok oK ok 3K ok 3K 3k 3k 3k 3k sk ok ok sk ok sk sk ok ok ok ok ok ok ok ok 4

« baidu, bing, bingapi, censys, Comodo Certificate
search, dnsdumpster, dogpile, duckduckgo, github-
code, Google (optional Google dorking), google-
certificates, hunter, intelx, Linkedin, Netcraft Data
Mining, securityTrails (DNS history information),
Shodan, threatcrowd, trello, Twitter, Bing virtual hosts
search, Virustotal, and Yahoo search engine Usage: | theta o .

theHarvester Ver. 3.0.6
Coded by Christian Martorella
Edge-Security Research

cmartorella@edge-security.com
sk ok ok ok ok ok sk sk sk sk sk sk ok ok sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok ok sk sk sk sk sk sk ok ok sk sk sk sk sk sk sk ok ok sk sk sk sk sk ok ok ok ok ok sk sk sk

*
ES
*
*
ES
ES
*
ES
*
*

-d: Domain to search or company name

[ ] [ ]
@ Also Informatlon from DNS -b: data source: baidu, bing, bingapi, censys, crtsh, dogpile,
)

google, google-certificates, googleCSE, googleplus, google-pro

° Brute force’ reverse |00kup' TLD expanS|0n". hunter, linkedin, netcraft, pgp, threatcrowd,

twitter, vhost, virustotal, yahoo, all
-g: use Google dorking instead of normal Google search

- T [ I -s: start in result number X (default: 0)
@ utorla -v: verify host name via DNS resolution and search for virtual hosts

* https://www.welivesecurity.com/la-es/2015/04/08/the-
harvester-riesgo-nformacion-publica/
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SCRUMMAGE =

https://aithub.com/matamorphosis/Scrummage José Manuel

Redondo Lépez
e Centralizes OSINT scans

* Provides a high-level view of sites with information about a
target

o Implements plugins to customize the type of
scans and optimize resource usage

« Such plugins provide diverse capabilities
* Blockchain search
« Domain fuzzing
 Twitter analytics
* Instagram search
« Search on Have | Been Pwned? (https://haveibeenpwned.com/)
* In case any account identities have been leaked ...

o Similar tools
« OSINT Framework: https://qgithub.com/lockfale/osint-framework

« Scumblr: https://portunreachable.com/automated-osint-with-scumblr-
a4d81a048e54?gi=aebebac43a92



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://haveibeenpwned.com/
https://github.com/lockfale/osint-framework
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https://github.com/matamorphosis/Scrummage
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AlIL FRAMEWORK

https.//github.com/CIRCL/AlL -framework José Manuel ‘@

Redondo Lépez ﬁi‘mmm o
e Pase Processed pastes
. Q . unnamed feecer
» Highly modular framework that vl
analyzes filtered information m :
 From unstructured sources 'g s
« A popular source is Pastebin B
@Displayqueues Filtered duplicated ‘ : : : : : : —
o Its highly modular so it could be TP i s s s
g s " iy e e
extended Stk s L JRCE R R R QRN B IV
» And used to mine and process private — [ [ T

information of different kinds 0 - M -
me annel £Ve| trlpl ame 0Urce ate aste name essage ctions
 And therefore, detect and prevent s S 0 | o oy e e e oo :

pastebin.com_pro

. o Phone.83039 0
I n fO rm at I 0 n | e a k a g e 11721 Serpt WARNING Credential pastehin.com pro 20180620 KeTHWgY g2 b 234 crecntils found. ]
WebStats 88152 2
113338 Seript WARNING CredtCard pastehin.com pro 20180620 5RQaplch. gz i 1 vald number(s) q
- ° Keys.e77e7 0
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MOoREe OSINT ToOLS... G

José Manuel
Redondo Lépez

« OSINT's techniques are very popular
and powerful due to the information [ ==

CiberPatrulla EBook OSINT BASICO  Masterclass GRATIS Herramientas Blog Sobre Mi  Q

they can find

 There are a huge number of tools that get Enlaces a Herramientas OSINT
information from different media and social
networks On InternEt Llévate un eBook GRATUITO con tres de mis herramientas de investigacion

° I_l:lS Ve ry d iffi C u I_t to I iSt _the m a | I preferidas y encuentra toda esa informacion que ahora se te resiste.

e There's a classified list of tools

available: https://ciberpatrulla.com/links/ a
 This web is probably the most complete pueaserey | rorvery | mrvmrseey B rosssseny | Py s rees | peemsserey B e
repository on OSINT tools ) ] (] (] (2] ] (o] (i) (o] (o) [
* |t contains hundreds of tools classified for its
basic usefulness in one of the operations that Anonimacién Bing Hacking
contemplates the discipline of OSINT

« Social networks, vehicles, phones,
documents... 38+ categories of tools!

S Datos Bancarios Distribuciones OSINT DNI/CIF Documentos Emails Empresa/Profesional Extensiones Facebock

& Whonix - Sistema operativo navegacion anénima gg [ sitios alojados en la misma IP L
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https://ciberpatrulla.com/links/

DO YOU HAVE EXAMPLES? %/

o With such a number of tools available, it is very easy to get lost when starting an
OSINT research

o Therefore, it is best to see examples of how to make one
« You can follow this four-part tutorial

» https://delta.navisec.io/osint-for-pentesters-part-1-passive-recon-and-asset-discovery/

« https://delta.navisec.io/osint-for-pentesters-part-2-linkedin-is-not-just-for-jobs/

» https://delta.navisec.io/osint-for-pentesters-part-3-password-spraying-methodology/

« https://delta.navisec.io/a-pentesters-guide-part-4-grabbing-hashes-and-forging-external-footholds/

¢ Or this OSINT guide

* https://www.hackers-arise.com/osint

o We can find more tools in this web page

» Metadata extraction, geolocation, subdomain extraction...
« https://derechodelared.com/herramientas-osint-recopilatorio/
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https://www.hackers-arise.com/osint
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(1) Using Google Hacking to find
Uniovi-bound resources

(2) Using Tinfoleak

obtain a Twitter API Key & tutorial: http://ww m/tutorial-de-tinfoleak/



https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://www.noise-sv.com/tutorial-de-tinfoleak/

Source: zona-militar.com

< Go to Index

OSINT AGAINST THE SOURCE

Source code can be an OSINT threat too



https://github.com/jose-r-lopez

GITGOT G
https://qithub.com/RishopFox/GitGot B ontio Lthez

-

o Finding private information is, disgracefully, common in source code

« Connection strings, usernames, keys, API Keys (with which to request services on behalf of the
application), DB server addresses, unprotected Amazon buckets...

» When code is uploaded to GitHub, this information is an OSINT target!

¢ GitGot allows searching for sensitive data in code hosted on GitHub

 General searches, search for a particular purpose, or only for certain types of sensitive information
* A similar tool, but specialized in finding API Keys, is GitHound: https://www.kitploit.com/2019/07/qit-hound-find-

‘a

exposed-keys-across.html?m=1

dme}], [bhlack, [gluit, next
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GITROB &2

https://qithub.com/michenriksen/qi José Manuel

Redondo Lépez

o Tool used to find files with sensitive
information in public GitHub repos

[*] Starting Gitrob version 0.0.1 at 2015-01-06 08:46 CST
. . . [*] Loading configuration,,. done
* You can clone repositories belonging to the ] Prepardng L detabase. .. don
. . [*] Loading file patterns... done
|nd|Cated targ et [*] Collecting organization repositories... done
. . [*] Collecting organization members.,. done
* Cloning has a configurable depth, to control [] Collecting nember repositoriss. ..
[#] Collected 1 repository from aden
resource Usage [#] Collected 12 repo mi’rnfiﬂ from adelcambre
: : : [=] Collected 11 repositories from achiu
¢ Once Cloned' It WI” gO through the repo fIIES [=] Collected 6 repositories from alanjrogers
I I I [2] Collected 3 repositories from amateurhuman
SearChlng .lshose It be“eYeS relevant [=] Collected 16 repositorles from alysonla
* The result is presented in a web report for [°] Collacted § repositories fron amacep
f '[h I . [=] Collected 13 repositories from arfon
[»] Cellected 13 repositories from antondo
urther ana ySIS [#] Collected 5 repositories from aroben
o [#] Collected 6 repositoriss fromsarrbee
® Tutorlal [>] Collacted 17 repositories from atmos
) ) ) ) [»] Collected & repositories from\azizshamim
* https://michenriksen.com/blog/gitrob-putting-the-open- [2] 'EﬂHEufteg ? repositories fron balevine
. . =] Collectad 19
source-in-osint/ e /i

Source: https://blog.sequ-info.com.ar/2018/06/gitrob-herramienta-de-
reconocimiento-de.html?m=0
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GITGRABER -9
https.//github.com/hisxo/gitGraber

José Manuel
Redondo Lépez

-

» Tool to find sensitive data in GitHub
repositories

@ Includes data from various Sources that [1] Github query : https://api.github.com/search/code?q=yahoo access_key&sort=indexed&o=desc

[1] Status code : 200
1 1 1 [!] POSSIBLE AWS TOKEN FOUND (keyword used:yahoo)
may have been left in repository files  [RES SNSRI Scas
[+] RAW URL : https://raw.githubusercontent.con/ N/ /I cnd_bash.md

=

root@ugbounty# python3 gitGraber.py -k wordlists/keywords.txt -q “yahoo" -s

® I I I [+] Token : |EEEEEEEN
L Among Other Informatlon Sources It [+] Repository URL : https://github.com/ [ EGENI/GN
includes [1] Github query : https://api.github.com/search/code?q=yahoo access_token&sort=indexed&o=desd
[1] Status code : 200
[!] POSSIBLE GOOGLE_FIREBASE_OR_MAPS TOKEN FOUND (keyword used:yahoo)
¢ GOOQ|€ [+] Commit date : 2019-09-11720:12:28Z by |HEEEEN
[+] RAW URL : https://raw.githubusercontent.com// N/ connectApp/ NN rp - is
[
Amazon (AWS) 4] Token : I
. Paypal [+] Repository URL : https://github.con/ | EGENG/GG
[!] POSSIBLE TWILIO TOKEN FOUND (keyword used:yahoo)
e Github [+] Commit date : 2019-07-30706:28:32Z by [ NG
. book [+] RAW URL : https://raw.githubusercontent.con// /NGNGB project . htnl
« Faceboo [+] Token :
. [+] Repository URL : https://github.con/EEG_NGGE
» Twitter
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SELF-EVALUATION ACHIEVEMENT LIST: SEMINAR 1 e

José Manuel
Redondo Lépez

Understand the OSINT concept

Understand what types of devices we can find on the internet

Know what type of information you should not put into source code

Know how to use Shodan and Censys OSINT tools to find machines of a concrete target
Know how to use Google Hacking to find information of a concrete target

Know multiple OSINT tools that work with personal information of individuals / companies
Know tools to study source code in public repositories

Know how to study a target using Google Hacking

Know how to study a person using Tinfoleak

Social Animal: Be able to locate information about machines, users, and source code on Internet
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SEMINAR 1. TOOLS
FOR INTERNET
RESEARCH
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