
Source: zona-militar.com

Logo: @creative_vanesa (Instagram)

Departamento de Informática

Universidad de Oviedo
Universidad de Oviedo

JOSÉ MANUEL REDONDO LÓPEZ “S-81 ISAAC PERAL” PROJECT V3.0

Defending and attacking the network 
environment

https://github.com/jose-r-lopez
https://www.instagram.com/creative_vanesa/?hl=es
https://www.di.uniovi.es/
https://www.uniovi.es/
https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/jose-r-lopez
https://www.researchgate.net/profile/Jose-Redondo-3
https://github.com/jose-r-lopez


José Manuel 
Redondo López

• Complementing topic 1 

• Typical second phase of a pentesting operation / CTF (our “kill chain”)

• Including common tools (netstat / nslookup)
• This is done in ASR!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Rules are typically defined in RFC (Request For Comments) documents

• Each has its own set of rules that must be enforced in order to enable communication

• IP (Internet Protocol)
• It uses IP addresses as machine addressing scheme (Topic 1): the basis of the modern Internet!
• More details about this protocol are reviewed in the ASR course

• TCP (Transmission Control Protocol)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: zona-militar.com

New types of network traffic controllers

Index -> Networking concepts

https://github.com/jose-r-lopez
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• Part of a computer system (software) 
• Or a whole network (specialized hardware)
• Also provides connection logging and auditing functions

• Hardware firewalls are custom machines whose hardware is especially designed to maximize 
network throughput and packet processing power
• The most expensive but more powerful option
• They allow faster processing and enhanced rule customization

• Hybrid firewalls are a powerful software-based firewalls running on standard PC hardware
• A compromise between processing power and cost
• Also implement powerful rule customization features

• Software firewalls is just running a firewall program on your PC
• Cheap (or free!) solution, but with less processing power
• Typically, they implement less rule customization features

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Source and destination address
• Protocol
• Destination port number

• Packets are dropped if they do not comply with its ruleset
• Examines packets one by one 

• No packet context (service, connection...) is used to decide if 
drop or accept packets

• Ex.: You define a rule block telnet access
• A PF firewall will drop any TCP packet destined for port 23

• Linux has an integrated PF firewall with multiple frontends
• Ufw
• IPSet (https://wiki.archlinux.org/title/Ipset)

• Firewalld

PF FIREWALL

Source: 
https://support.huawei.com/enterprise/es/doc/EDOC10001547
76/88191a64/packet-filtering-firewall

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://wiki.archlinux.org/title/Ipset
https://support.huawei.com/enterprise/es/doc/EDOC1000154776/88191a64/packet-filtering-firewall
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• When new packets arrive, the firewall compares information in the packet header to that state table 
• And determines whether it is part of an already established connection or not

• If it is, then the packet is allowed through without further analysis
• If not, it is evaluated according to a rule set for new connections

• Advanced firewalls allow powerful rules
• Time, geo-based … 
• Also including intrusion detection (IDS)
• Among other features

• ConfigServer is a free SPI firewall product 
• https://www.configserver.com/cp/csf.html

• Some Linux distributions are just SPI firewalls
• IPFire (https://www.ipfire.org/) 
• pfSense (https://www.pfsense.org/)

Source: https://flylib.com/books/en/2.282.1.10/1/

SPI FIREWALL

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.configserver.com/cp/csf.html
https://www.ipfire.org/
https://www.pfsense.org/
https://flylib.com/books/en/2.282.1.10/1/
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• Examine packet contents
• Differentiating valid requests, data…
• And malicious code disguised on them!

• Also known as 
• Application firewalls or gateway firewalls
• Web Application Firewall (WAF) for web application 

protection specifically

• E. g.: they could allow/deny specific telnet
commands from particular users
• A PF firewall can only control general incoming 

requests from particular hosts
• Not users! (don’t use packet data to take decisions)

• mod_security is a very popular WAF
• We will describe it in future slides

PROXY FIREWALL (WAF)

Source: https://learn.microsoft.com/es-es/azure/web-application-firewall/ag/ag-
overview

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://learn.microsoft.com/es-es/azure/web-application-firewall/ag/ag-overview
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• Combining features of traditional enterprise firewalls 
with more powerful functionality
• Intent-based networking, including SSL/SSH traffic 

inspection
• https://www.cisco.com/c/en/us/solutions/intent-based-

networking.html

• Deep packet inspection (DPI)
• https://digitalguardian.com/blog/what-deep-packet-inspection-how-it-works-

use-cases-dpi-and-more) 

• Reputation-based malware detection
• Application awareness

• https://www.fortinet.com/lat/products/next-generation-
firewall

Source: https://firewall.firm.in/what-is-a-next-generation-firewall-ngfw/

NGFW

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisco.com/c/en/us/solutions/intent-based-networking.html
https://digitalguardian.com/blog/what-deep-packet-inspection-how-it-works-use-cases-dpi-and-more
https://www.fortinet.com/lat/products/next-generation-firewall
https://firewall.firm.in/what-is-a-next-generation-firewall-ngfw/
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• Allowed (ALLOW)
• Rejected (REJECT)
• Dropped (DROP)

• Rejected without noticing the sender

• In the image connections are allowed from anywhere 
using IPv4 or IPv6
• But only to ports 22 (ssh) or 80 (http)!

Source: https://www.incibe.es/protege-tu-empresa/blog/dmz-y-te-
puede-ayudar-proteger-tu-empresa

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.incibe.es/protege-tu-empresa/blog/dmz-y-te-puede-ayudar-proteger-tu-empresa
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1. “This server can only be accessed by the IP 192.168.3.10, when connecting to the port 22 using TCP”: only that machine can 
connect through SSH (22), rest of connections are dropped

2. “TCP traffic between 192.168.10.0/24 and 192.168.25.0/24 are only allowed through port 3306”: MySQL (port 3306) 
connections are only possible between any machine on the network 192.168.10.X to any machine on the network 
192.168.25.X

3. “TCP/UDP traffic from any IP address are only allowed to the 192.168.59.15 address, port 443”: Traffic from the internet can 
only connect to that web server using HTTPs (port 443)

Source: https://campus.barracuda.com/product/cloudgenfirewall/doc/79463228/firewall-rule-list-interface-and-icons

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://campus.barracuda.com/product/cloudgenfirewall/doc/79463228/firewall-rule-list-interface-and-icons
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• These are called host firewalls (e. g. iptables from ASR and its interface, ufw)
• Normally with an ingress allow list approach

• All incoming traffic is dropped unless explicitly allowed
• Outgoing traffic (connections initiated on the own machine to the outside) is normally allowed

• Rules 1 and 3 in the previous examples are typical host firewall rules

• Typically, custom hardware or Linux distros that only implement firewall functionality
• Usually drop all connections not explicitly allowed between two networks bidirectionally
• They are a “first line of defense”

• If broken, attackers will have access to the restricted network

• Rule 2 on the previous example is a typical perimetral firewall rule

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Sometimes they need maintenance / optimization
• With programs like Springbok
• https://ciberseguridad.blog/optimizando-la-ciberseguridad-del-

firewall/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://ciberseguridad.blog/optimizando-la-ciberseguridad-del-firewall/
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• Web servers, email servers…

• Connections from the DMZ to the local network are 
normally forbidden (exceptions can be made)

• If a DMZ server is compromised, access to the 
important data in the LAN is very complicated
• DMZ servers are the most likely to be compromised
• They face the highest threat exposure 

Source: https://www.incibe.es/protege-tu-empresa/blog/dmz-y-te-
puede-ayudar-proteger-tu-empresa

*excluding exceptions

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.incibe.es/protege-tu-empresa/blog/dmz-y-te-puede-ayudar-proteger-tu-empresa
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• They establish network segments
• Decide if allowing or disallowing communications 

between them

Source network Destination network Action

Internet DMZ Allow

Internet LAN Deny

DMZ Internet Allow

DMZ LAN Deny*

LAN DMZ Allow

LAN Internet Allow

Source: https://www.incibe.es/protege-tu-
empresa/blog/dmz-y-te-puede-ayudar-proteger-tu-empresa

*Access to certain services / machines from specific machines and to concrete ports can be made

*

Allowed connections

Denied connections

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.incibe.es/protege-tu-empresa/blog/dmz-y-te-puede-ayudar-proteger-tu-empresa
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• Firewalls isolate the DMZ both from the internet and 
the LAN side

• Strict connection control can be established in both 
sides of the DMZ

• Facilitates creating networks in different address 
spaces, so they cannot see each other

• Minimizing their potential impact 
• Attackers will be confined inside the DMZ

Source: https://www.incibe.es/protege-tu-empresa/blog/dmz-y-
te-puede-ayudar-proteger-tu-empresa

*

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.incibe.es/protege-tu-empresa/blog/dmz-y-te-puede-ayudar-proteger-tu-empresa
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• Described in ASR
• Everything on this file has priority to be consulted and 

resolved 
• First than any query to a remote DNS!
• If it has the name information, it is resolved, and the DNS is 

not used

• Linux: /etc/hosts
• Windows: C:\Windows\System32\drivers\etc\hosts

• https://github.com/StevenBlack/hosts

• This implements a malicious URL blocker for ANY program 
that makes remote connections

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/StevenBlack/hosts
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https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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More information: https://www.osi.es/servicio-antibotnet

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.osi.es/servicio-antibotnet


Source: zona-militar.com

< Go to Index

How to create a truly secure network

Network attacks >

SNI >

https://github.com/jose-r-lopez


Source: zona-militar.com

How networks are attacked nowadays

Index -> Secure network design principles

https://github.com/jose-r-lopez
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• Stateful firewalls, Intrusion Detection Systems (IDS), network access segmentation, VLANs… 
• Increased employee awareness

• So, what it is attacked nowadays network-wise?

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Allowing employees to use personal devices for work may increase productivity 
• But gives attackers new entry points to a network 
• Undetectable to perimeter defenses, as the device is directly introduced inside the perimeter

• Advances in technology (and the pandemic crisis) increased it
• But it could reduce the effectiveness of perimeter security

• Employees are not covered by their defenses

• Connection via VPN bypasses most of these defenses
• Client - network communication through VPNs usually cannot be inspected

• Malware can then be “injected” from the client computer to the company’s network

• 83% of enterprise workloads will move to the cloud in the 2020s
• Without a way to secure connections to these applications, attackers will compromise the network 
• ¡Regardless of the investment in perimeter cybersecurity!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Typically compromising vulnerable Internet browser activity and using social engineering 
• The goal is to obtain employee credentials, gaining access to the network

• It is an impersonation of a legitimate network user
• Remember the Twitter 2020 bitcoin scam? https://en.wikipedia.org/wiki/2020_Twitter_bitcoin_scam

• Requires specialized and very advanced security tools 
• Like UEBAs, User and Entity Behavior Analytics - see Topic 6

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://en.wikipedia.org/wiki/2020_Twitter_bitcoin_scam
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• Perimeter defenses are just one layer of the multi-layered approach, not the only one

• To both perimeter defenses and endpoint security strategy
• Instead of trust all internal traffic, validate each user and device accessing resources
• E. g.: a recent NASA case related to zero trust in devices

• https://www.bbc.com/news/technology-48743043

• A popular implementation is Google’s BeyondCorp: https://cloud.google.com/beyondcorp?hl=es

• Restrict web traffic to prevent users from accessing known malicious sites 
• They could lead to compromised credentials and endpoints
• Stateful perimetral firewalls like pfSense or IPFire can do that with a Squid proxy plugin (ASR)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.bbc.com/news/technology-48743043
https://cloud.google.com/beyondcorp?hl=es
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• Continuously monitor endpoints for suspicious activity 
• And send responses in real time when potentially malicious behavior is detected
• Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), SIEM… 

• E. g.: OSSEC Alienvault, Suricata, Snort …
• SIEM systems that centralize log analysis to detect anomalous behavior

• https://www.incibe.es/protege-tu-empresa/blog/son-y-sirven-los-siem-ids-e-ips

• Choose a remote browser isolation solution
• Protecting users from zero-day attacks, unauthorized downloads, malicious content…

• https://www.tecmint.com/secure-linux-tcp-wrappers-hosts-allow-deny-restrict-access/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.incibe.es/protege-tu-empresa/blog/son-y-sirven-los-siem-ids-e-ips
https://www.tecmint.com/secure-linux-tcp-wrappers-hosts-allow-deny-restrict-access/
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• Secure remote connections with strong gateways, VPNs…
• Implement two-factor authentication for all users and devices
• Log all remote sessions
• Implement a highly secure remote access solution and policy 

• https://www.ccn-cert.cni.es/comunicacion-eventos/comunicados-ccn-cert/9638-como-implantar-una-politica-de-acceso-remoto-
seguro.html

Source: https://blog.360totalsecurity.com/en/how-vpn-works

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.ccn-cert.cni.es/comunicacion-eventos/comunicados-ccn-cert/9638-como-implantar-una-politica-de-acceso-remoto-seguro.html
https://blog.360totalsecurity.com/en/how-vpn-works
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• Single Point of Failure due to no 
network segmentation

• No machine specialization that allow 
optimized services

• Cloud-based protection only fixes 
part of the problems (Ex.: Cloudflare)

• Cloud-based hosting is insufficient, 
even if paying premium services

• Application code must be created 
with security practices (Topic 6)

Clients

INTERNET

TCP 443

TCP 80

TCP 443

On-premises (local) 
single server with 
every app layer

Cloud-based protection 
for on-premises server
- Anti-DDoS
- WAF
- Traffic filtering
- HTTPs only

Cloud-based hosting
- Hardened machines 

(CIS, STIGs)
- Automatic updates
- Perimetral defenses
- Firewall rules
- …
- (But only if we pay for 

them)

FRONT

BACK

DBMS

Clients

INTERNET

TCP 443

FRONT

BACK

DBMS

* Logos are property of the corresponding companies. Icons from PowerPoint

DDOS LEAK

Totally 
inadequate Insufficient 

Viable in some scenarios 
(limited budget)

Clients

INTERNET

DDOS LEAK

NOT
HARDENED

NOT
HARDENED

FRONT

BACK

DBMS

HARDENED

CLOUD PROVIDER 
(AWS, GOOGLE CLOUD, AZURE...)

FIREWALL
/ IPS

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The code must follow a methodology/rules for secure application development
• The database may be badly configured or may not adequately protect sensitive information 
• We can unconsciously "break" the security baseline that the cloud provider implements if we make 

inadequate platform modifications
• We need to know what we are doing, even when the cloud manages most of it

• We must know how to properly arrange / setup communications between the different machines we 
put on the cloud, using the vendor tools
• Again, we must know what we are doing to take advantage of the cloud provider features

• We might have something in production that we don't really/fully understand or control
• Relying only on third-party products is not enough
• Cybersecurity knowledge is needed to make the most of the tools we pay for

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Budget (strong security require strong investments) 
• To implement network segmentation (not single servers, multiple specialized ones in different networks)
• For good hardening procedures (Topic 4) and security appliances (Firewalls, IDS, IPS, SIEMs…see later)

• Ability to handle infrastructures of different complexities
• Criticalness of data/services
• Legal regulations/certifications to be met, software policies compliance, ISMS implementation, and 

security audit reviews (topic 4)

• All or part of these elements can be deployed in a cloud provider 
• To save management cost / money (private, public, hybrid clouds) 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: zona-militar.com

How to design a strong network architecture

Index -> Secure network design principles

https://github.com/jose-r-lopez
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Strong and Highly 
Secure (but expensive)
*Layers can be less if budget 

is limited

Firewall / 
IPS

Reverse
Proxies

HTTP Servers / Cluster.
Front-end only: 

HTML, JS, CSS...

Application Servers / Cluster.
Backend only: 
PHP, .NET,…

DBMS Servers / Cluster
(Oracle, MySQL,…)

PUBLIC DMZ

DBMS Servers / Cluster
(AES Ciphered)

PRIVATE DMZ INTRANET SECURE INTRANET

ADMINISTRATION 
INTRANET  

(all machines 
are hardened)

Global IDS/IPS/SIEM Global LDAP/Kerberos
Authentication

Global Log
Storage Server

Company DNS
Server

VLAN1 (Admin)

VLAN2 (Work)

TCP 54066

TCP 59065
TCP 30012TCP 31443

TCP 443

TCP 443

TCP 443

Honeypots

Segmentation Segmentation Segmentation

Segmentation

Segmentation

Clients

INTERNET

DDOS LEAK

FRONT

HARDENED

Firewall / 
IPS

Firewall / 
IPS

Firewall / 
IPS

Firewall / 
IPS

Firewall / IPSFirewall / IPS

HARDENED

BACK DBMS

HARDENED

PRIVATE 
DATA
DBMS

HARDENED

Central Time
Server

* Logos are property of the corresponding companies. Icons from PowerPoint

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Infrastructure OS and services are configured and secured using an adequate security framework 
(ISO 27001)
• Based on validated security control lists (CIS, STIGs, …previous topic)
• Using stricter security policies for public-facing servers

• Application code follows secure code development methodologies and practices (Topic 6)
• Properly secured DBMS, with appropriate role and permission systems
• Critical role servers do not accept interactive user behavior 

• Webmail, browsing, watch videos…

• Reduce threats from application-based attacks (code injections, etc.) that network firewalls cannot 
detect

• Individual host-based PF firewalls, only opening authorized ports, for each server: ufw, firewalld

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The public one faces Internet, the other is private
• Servers in the public DMZ contain application UI logic only 

• And are isolated (perimetral SPI firewall) from the systems with the application logic in the private DMZ

• Servers in this private DMZ contain the application/business logic 
• Server-side code, PHP, ASP, …
• And links to internal systems for additional processing capabilities

• This allows more detailed rules for accessing the application logic
• So, application-based attacks will have a much more difficult time to work!

• The internal LAN containing the employee-accessible servers 
• And systems that do not store sensitive information 

• The secure LAN, containing servers with encrypted and sensitive information 
• That could be used for identity theft or other frauds (credit card numbers, checking account numbers, etc.)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Default ports for HTTPS (tcp/443) are only used in the public DMZ 
• HTTP usage must be removed in every part of the infrastructure (we don’t do that here)
• We want our public-facing services to be reachable in the usual places

• Web services must use ALWAYS an adequate encryption (tcp/443)
• Non-standard TCP and UDP ports are used for all other connections to necessary services

• Reduces the possibility of outside attackers accidentally identifying services and information assets 
• A lot of attacks are fully automated and only look for standard service ports

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Rules must be configured to strongly restrict and control inbound and outbound traffic
• We must achieve the best possible network isolation
• Requires a mechanism to identify servers fulfilling a critical role (i. e. static IP assignment)

• For example, the public DMZ network firewall… 
• Will allow only inbound and outbound TCP traffic to the respective IP addresses of the public-facing HTTP servers 

(reverse proxies / honeypots)
• The reverse proxies totally hide the underlying network architecture

• Between the public DMZ and the private DMZ…
• Only port 30012 should be open
• Restricting their communications to the IP addresses of the servers involved in our example

• Between the private DMZ and the internal LAN…
• Only ports required to communicate to the various servers should be open
• And restricted to their specific authorized origin IP addresses

• Likewise, between the internal LAN and the secure LAN…
• Only the port necessary to gain access to the encrypted DBMS server should be open
• And restricted to allowed IP addresses in the internal LAN

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Requests to the perimeter firewall are filtered by CDNs like CloudFlare or TransparentEdge

• Comprehensive and powerful DDoS protection
• Ensures proper https connections
• Web Application Firewall: mod_security with a custom ruleset 

• Protecting against XSS, SQL Injection, XSRF, parameter poisoning, private file filtering…
• And data leaks due to misconfiguration

• “Collective intelligence” techniques to prevent new threats
• Reputation-based protection/blocking against potentially malicious client connections
• Protection against comment spam
• Protection against hotlinking or content stealing
• …

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Reverse proxies + WAF: The only machines reachable behind the perimeter firewall
• Distributes requests to the appropriate machines, according to its type / port inside the public DMZ 
• This allows you to hide the type and number of servers deployed in the public DMZ
• A WAF should be installed on these servers (unless we paid a CDN for it)
• Other security measures could be implemented in these servers

• Blocking repeated unsuccessful access attempts for popular services: Fail2Ban

• Blocking port scanning techniques, like the ones implemented by nmap: PortSentry

• Honeypot: Captures attack attempts by users or automated attack tools, blocking their IPs
• We can derive plain-http connection attempts to the honeypot 
• Real servers must use encrypted connections always!

• Real clients will not attempt to downgrade https to http; it is an indication of potentially malicious activities

• Opening ports associated to known vulnerable servers, but putting the honeypot behind them
• There is software to block scan attempts to these “trap” ports: PortSentry

• More resources about honeypots: https://github.com/paralax/awesome-honeypots

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/paralax/awesome-honeypots
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• Comes in only from authorized places (thanks to the firewall)
• Is encrypted and stored using a strong ciphering method (AES, see cryptography topic)
• Can only be retrieved through a very strict security policy

• An extremely limited number of systems, network administration staff / apps, and application processes 
have access to these servers (and the secure LAN itself)

• Application processes with access to these servers are restricted and monitored 
• To ensure that only appropriate information flows are processed
• When approved, information is decrypted for processing needs

• Those information outflows are severely restricted, documented in detail, and restricted by firewalls
• Also monitored and approved by management to comply with the current law

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Intrusion Detection/Prevention System(s) (IDS/IPS) 
• Security Information and Event Management (SIEM)
• Domain Name Services (DNS)
• Kerberos servers (authentication)
• Time server(s) 

• System log (syslog) server(s) (syslog)

• To allow better control and protection

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• NIDS (Suricata, SNORT…) monitor critical DMZ subnets and secure LAN
• This allows detecting any network-based attacks or unexpected network traffic anomalies
• Additional NIDSs can be placed on other network segments, but this may result in significant amounts of 

tuning to minimize false positive alerts and other issues

• HIDS detect file changes, brute force attacks, etc., on the servers they should be installed
• All servers in the DMZs  and in the secure LAN 
• Any servers that process sensitive information in the internal LAN
• Examples of popular HIDS software are: OSSEC, AIDE, tripwire…

• Alienvault OSSIM (SIEM) is an event management system able to do that

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• A single, consistent time zone and time-keeping method for all devices is critical 
• Especially when diagnosing or identifying an attack that may be occurring against multiple devices in 

different parts of the network

• Using UTC allows all events to be shown in the same timeframe without performing time zone 
conversions

• If time is accidentally out-of-sync with external servers that interactuate with our infrastructure, 
strange errors could be reported

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Into a centralized log system (topic 3)
• Large organizations typically have servers attached to a large Network-Attached Storage (NAS) 

through a Storage Area Network (SAN) device 
• This way, a large amount of storage is available to the store logs of the whole infrastructure

• Analysis that may be done with ML/IA techniques like the ones given in the SI course

• Only then can we can maintain a complete picture of events for analysis and diagnostic
• This also applies to application events of the software running in our infrastructure (Topic 6)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Blocking accesses to known malicious sites (malware, ads…)
• There are suitable IP blocklists available

• https://github.com/StevenBlack/hosts, https://blocklistproject.github.io/Lists/

• Especially important in servers supporting user interaction
• Like having an adblocker plugin without installing one and working with all devices passing through the DNS
• Not only web browsers!
• Therefore, reducing the probability of attacks

• Example: PiHole (https://pi-hole.net/)

• We can also block connections to certain web sites for other reasons
• Any non-blocked requests for DNS should be forwarded to the Internet service provider’s (ISP) DNS servers 
• For resolution or further forwarding

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/StevenBlack/hosts
https://blocklistproject.github.io/Lists/
https://pi-hole.net/
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• Supported by all major popular OS (more details in ASR)
• Kerberos uses strong cryptography so a client can prove its identity to a server (and vice versa) 

through an insecure network connection
• After that, they can also encrypt all their communications to ensure privacy and data integrity

• Every individual application transaction session should generate its own Kerberos keys 
• This way sessions are individually secured and encrypted

• It also provides an extra level of security by encrypting all communications between systems 
• Even if an attacker finds a way into the internal network, all communication is encrypted
• Windows Active Directory infrastructures use Kerberos as an authentication mechanism

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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THESE DIAGRAMS ARE PROVIDED ONLY

AS REFERENCE
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• And not only the management LAN 
• Firewalls with multiple NICs can be used to isolate different subnets between network layers
• Each DMZs could have its own IP subnets that do not reflect any other subnet

• i.e., if the 10.x.x.x subnet is used internally, and the 192.168.x.x private subnet is used for the 
management LAN, the DMZs should use IP addresses in the 172.16-31.x.x subnets 

• The secure LAN should also have its own IP subnet, not used in any other

• The amount of routing 
• The complexity of the network architecture

• The likelihood that an attacker gaining access to systems 
• The implementation time to fine-tune the network monitoring activities

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Used to separate traffic based on its “risk”, quality of service, or other considerations
• Operational control and monitoring traffic
• Different internal LANs traffic
• Internet-originated traffic and transactions 

• Only network, system, and security administration personnel should have access to it
• Should use static IP addressing, with a different scheme of any other network
• Most servers come with several NICs; one of them can be configured to use only VLAN1
• This allows servers to be monitored and controlled over a secure network 

• That can only be accessed by network and system administration personnel

• The key to good VLAN implementations is to rigorously plan them
• Attacks that allow to circumvent VLAN segregation are based on VLAN misconfiguration

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• If a HIDS detects that a server has been corrupted, it can be configured to reboot it
• But a second “clean” hot-swappable image will replace the corrupted one

• The system restarts from a known uncompromised image 
• And is then placed back in service
• If an attacker compromises a server, any rootkits or malware is automatically wiped out!

• The server always reboots from a clean, known image

• Attack effects are detected and immediately removed due to this response mechanism

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Security Information and Event Management or SIEM

• These could indicate an attack or a network anomaly that should be investigated
• Patterns may be identified by rule-based systems or other IA techniques explained in the SI course

• Requires careful planning and information monitoring
• However, once implemented, these systems can significantly reduce the number of alerts 
• Network and security administration employees can focus on the more likely threats and anomalies 

(threat hunting)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Source: https://www.sofistic.com/productos/security-
information-and-event-management-siem/

SIEMs are one of the main tools 
used in SOCs (Security Operations 
Centers) to detect and early 
respond to security incidents

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.sofistic.com/productos/security-information-and-event-management-siem/
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ithinkupc.com

All this client system information is 
examined in the SOC control room (own 
or rented), with specialized programs

Detected alerts are managed by 
SOC operators following 
documented response 
procedures
If the alert is severe, is 
“escalates” to higher SOC levels 
to appropriately deal with it
If it is very severe, it escalated to 
level 3, to be managed by the 
most experienced and 
specialized personnel

Source: https://blog.elhacker.net/2021/03/que-es-como-
funciona-centro-de-operaciones-de-seguridad-soc.html

Source: https://digitalguardian.com/blog/how-build-security-
operations-center-soc-peoples-processes-and-technologies

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://blog.elhacker.net/2021/03/que-es-como-funciona-centro-de-operaciones-de-seguridad-soc.html
https://digitalguardian.com/blog/how-build-security-operations-center-soc-peoples-processes-and-technologies
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• Up to date, worldwide-used…the best source for learning how to “attack”!

• Called the adversary lifecycle

• This covers the first two stages of our “kill chain” 
• Rest of the stages belong to the exploiting and post-exploiting phases

• It will be reviewed in the last theory topic

• But you can follow the links to study attack techniques and tactics in detail

Phase 1

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/
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• I did not tell you the whole truth...☺

• Although only for newer products versions…

• That you can use CIS Benchmark technical 
security control to “fight against” MITRE 
ATT&CK techniques!

• Defense and attack can be related this way!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The information also aids to future phases of the attack lifecycle 

• It may include data of the victim organization, infrastructure, staff…

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• https://attack.mitre.org/techniques/T1595/

• As opposed to other reconnaissance forms, that do not involve direct interaction
• It scans IP blocks and/or potential vulnerabilities
• Interacts with the target infrastructure, trying to obtain as much information as possible
• These active scans may be easily detectable by some of the network security solutions we mentioned

• IDS, IPS…

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/techniques/T1595/
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• Locate “alive” systems (done on topic 1)
• Create a profile of each one to investigate them

• How many ports are open in each system
• What services are running behind these ports

• Name, version, other useful information…

• Extended service information 
• Potential vulnerabilities, configuration, files…

• With specialized tools
• Locate potential software vulnerabilities 

• General, specialized by its technology (CMS…)

• Directories and potentially compromising files

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Scans the statistically N most used ports worldwide (N 
is 20 in this example)

• Only shows ports open or half-open (special state)
• If we add the -il <file> option, it will scan 

multiple Ips read from a file

• Advisable before perform a “deeper” scan

• Providing cheatsheets to facilitate your work

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Services running in the target machine: each one may be an opportunity to 
acquire further information, identify vulnerabilities, or launch exploits: we 
have 6 different potential ways of going forward

VirtualBox virtual machine

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


• Port numbers bellow 1024 are normally 
assigned to well-known services

• Port numbers over 1000 are "free“, although 
some known services are typically there

• Unknown open ports may indicate malware 
presence!
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• -sS: Use the TCP SYN scan type
• Potentially more effective if there are firewalls

• -A: Detects service / OS versions, performs a 
traceroute, and runs some scripts

• -sV: Probe open ports 
• To determine services and versions running

• -O: Enables OS type and version detection
• -p -: Scans a range of ports 

• - scans all ports, but we can specify a range

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Specific software (and its version) that provide the FTP and SSH services. 
Very useful to search for their vulnerabilities / exploits in DBs that list them 
(https://www.cvedetails.com/)

Public key of the machine to distinguish it from others when connection via SSH (PKI)

Web / telnet server and version: same as the previous services

The owner gave us the running Ubuntu version for free ☺. It could be fake, but in this case it's unlikely. In addition, it 
can also be inferred by the specific versions of the exposed services (each OS version usually has slightly different 
versions of their services, and we could look in the repositories to see which versions are distributed with different 
OS). Again, with this we can search for specific vulnerabilities of this version

SMB installation data

SAMBA service (Microsoft file sharing SMB protocol, but its Linux implementation)

Standard PC (not a mobile phone, printer, IoT device...) with a Linux on the same 
subnet as ours (1 hop implies that it has not “jumped” between networks)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cvedetails.com/
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• Burp proxy for deep HTTP Request / Response inspection (described in seminars)
• HTTP directory enumeration tools

• dirb (https://tools.kali.org/web-applications/dirb)

• dirbuster (https://www.owasp.org/index.php/Category:OWASP_DirBuster_Project/es): Like dirb
• gobuster (https://github.com/OJ/gobuster): Brute-force tool to enumerate 

• URIs (directories and files)
• DNS subdomains
• Virtual hosts (different web pages on the same server)

• CMSs identification tools
• wpscan (https://github.com/wpscanteam/wpscan)

• droopescan (https://github.com/droope/droopescan): CMS security scanner with a built-in plugin system
• Allowing it to work with several ones

• Joomscan (https://github.com/rezasp/joomscan): Open-source project to automate the detection of 
vulnerabilities on websites that use the Joomla CMS

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://tools.kali.org/web-applications/dirb
https://www.owasp.org/index.php/Category:OWASP_DirBuster_Project/es
https://github.com/OJ/gobuster
https://github.com/wpscanteam/wpscan
https://github.com/droope/droopescan
https://github.com/rezasp/joomscan
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• Unlinked directories, hidden websites, 
• “secret” parts (/admin, /login, /debug, /auth...)…

• Unlinked web pages

• It can lead to downloading the source code of an 
application or other important files
• E. g.: If we have a .php we can try to get .php.bak, 

.php.2, .php.old...
• It can also be tested with .conf, .db, .txt...

• A URL that ends in a directory name (no page) can 
generate a list of its contents
• All your files would be visible to download!

 -a <agent_string>: Specify your custom USER_AGENT.

 -c <cookie_string>: Set a cookie for the HTTP request.

 -f: Fine tunning of NOT_FOUND (404) detection.

dirb 2.22 Cheatsheet (ingenieriainformatica.uniovi.es)

HTTP directory and content discovery tool

https://tools.kali.org/web-applications/dirb

GENERAL USAGE

./dirb <url_base> [<wordlist_file(s)>] [options]

 NOTES 

 HOTKEYS 

 OPTIONS 

 <url_base> : Base URL to scan. (Use -resume for session resuming)

 <wordlist_file(s)> : List of wordfiles. (wordfile1,wordfile2,wordfile3...)

 'n' -> Go to next directory.

 'q' -> Stop scan. (Saving state for resume)

 'r' -> Remaining scan stats.

 -v: Show also NOT_FOUND pages.

 -H <header_string>: Add a custom header to the HTTP request.

 -i: Use case-insensitive search.

 -l: Print "Location" header when found.

 -N <nf_code>: Ignore responses with this HTTP code.

 -P <proxy_username:proxy_password>: Proxy Authentication.

 -o <output_file>: Save output to disk.

 -p <proxy[:port]>: Use this proxy. (Default port is 1080)

 -r: Don't search recursively.

 -R: Interactive recursion. (Asks for each directory)

 -S: Silent Mode. Don't show tested words. (For dumb terminals)

 -t: Don't force an ending '/' on URLs.

 -u <username:password>: HTTP Authentication.

 ./dirb http://url/ /usr/share/dirb/wordlists/vulns/apache.txt (Test with 

apache.txt wordlist)

 ./dirb https://secure_url/ (Simple Test with SSL)

 -w: Don't stop on WARNING messages.

 -X <extensions> / -x <exts_file>: Append each word with this extensions.

 -z <milisecs>: Add a miliseconds delay to not cause excessive Flood.

 EXAMPLES 

 ./dirb http://url/directory/ (Simple Test)

 ./dirb http://url/ -X .html (Test files with '.html' extension)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Another attack vector, another product 
with potential vulnerabilities

• The server has/works with a MySQL or 
similar

• It retains unnecessary documentation / 
default files (sloppy installation?)

• Many routes to look at its contents

• dirbuster and gobuster are similar
• We can also use different wordlists

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Used to indicate search engines that follow it to not to index the entries 
under the keyword Disallow

• Accessible via: <my web URL>/robots.txt

• But doing this declares that the content exist!
• And anyone can access this robots.txt file…

• DON’T UPLOAD THEM TO THE SERVER
• Content not linked by any page is not indexed 

• Tools like dirb can still find them

• Protect it with login and password

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://www.myweb.com/robots.txt


Why hide these specific 
.pdf files from the 
results of a search engine?

Free web app map! If any of 
these subsections are not 
supposed to be public, we are 
now declaring their existence Why is this placed 

in a production 
website?

More information: https://www.synopsys.com/blogs/software-security/robots-txt/

https://www.synopsys.com/blogs/software-security/robots-txt/
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• Comments with usernames / passwords (or clues about them)
• Comments with typical data that identify certain technologies / CMS / APIs of the website: default 

comments from known frameworks (or directly declaring using a specific framework)
• "Secret" sections that have not been "uncovered" by dirbuster or similar
• IPs/URLs from other related systems that we previously do not know
• Access points to well-known web services APIs
• API Keys
• SGBD connection strings/addresses
• ... (anything!)

Source: https://ironhackers.es/writeups/resolviendo-retos-de-ctf-parte-1/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://ironhackers.es/writeups/resolviendo-retos-de-ctf-parte-1/
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• They happen when accessing to a route on the web without 
indicating a file

• Instead of a default page, it lists all its contents
• This allows us to see all the files, whether they are linked on 

the web pages or not
• In addition, it gives away the server version
• And indicates a very lousy administration

• Backup files with code: Server code with passwords / users 
/other hardcoded private information

• Unlinked files/folders
• Text/configuration files with private data

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• They can be frameworks or tools with a higher level of abstraction
• Like CMSs: WordPress, Django, PhpBB...

• Such as Nmap scans
• Product vulnerability pages, CVEs of the products versions

• Whatweb: https://tools.kali.org/web-applications/whatweb

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://tools.kali.org/web-applications/whatweb
https://www.owasp.org/index.php/Fingerprint_Web_Application_(OTG-INFO-009)
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Whatweb

Source: https://esgeeks.com/whatweb-escaner-web-nueva-generacion/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://esgeeks.com/whatweb-escaner-web-nueva-generacion/


José Manuel 
Redondo López

• https://sourceforge.net/projects/wapiti/files

• Discovers many potential vulnerabilities
• Generates vulnerability reports in various 

formats
• Pause/resume attacks
• Modules that implement different attack 

variants and can be enabled or disabled
• Supports HTTP proxies and HTTPs
• Restriction of the scanning scope

• https://jonathansblog.co.uk/wapiti-tutorial

• https://www.securitynewspaper.com/2018/11/15/scan-
websites-with-wapiti/

GENERAL USAGE
wapiti [-h] [-u URL] [--scope {page,folder,domain,url,punk}] 

[-m MODULES_LIST] [--list-modules] [-l LEVEL] [-p PROXY_URL]   

[--tor] [-a CREDENTIALS]  

[--auth-type {basic,digest,kerberos,ntlm}] [-c COOKIE_FILE]   

[--skip-crawl] [--resume-crawl] [--flush-attacks]  

[--flush-session] [--store-session PATH] [-s URL] [-x URL]  

[-r PARAMETER] [--skip PARAMETER] [-d DEPTH]  

[--max-links-per-page MAX] [--max-files-per-dir MAX]   

[--max-scan-time MINUTES] [--max-parameters MAX] [-S FORCE]  

[-t SECONDS] [-H HEADER] [-A AGENT] [--verify-ssl {0,1}]  

[--color] [-v LEVEL] [-f FORMAT] [-o OUPUT_PATH]   

[--external-endpoint EXTERNAL_ENDPOINT_URL]  

[--internal-endpoint INTERNAL_ENDPOINT_URL]   

[--endpoint ENDPOINT_URL] [--no-bugreport] [--version]

  --resume-crawl: Resume the scanning process (if stopped) even if some 

attacks were previously performed

Wapiti 3 Cheatsheet (ingenieriainformatica.uniovi.es)

Website vulnerability scanner

https://wapiti.sourceforge.io/

 OPTIONAL ARGUMENTS

  -c COOKIE_FILE, --cookie COOKIE_FILE:   Set a JSON cookie file to use

  --color:  Colorize output

  -d DEPTH, --depth DEPTH:  Set how deep the scanner should explore the 

website

  --endpoint ENDPOINT_URL: Url serving as endpoint for both attacker and 

target

 EXAMPLES 

wapiti http://<url> -n 10 -b folder -u -v 1 -f html -o /tmp/scan_report

wapiti http://<url>/path -u -n 5 -b domain -v 2 -o /tmp/outfile.html

wapiti http://<url>/path -u -n 5 -b domain -m "-all,sql,blindsql" -v 2 -o 

/tmp/outfile.html

  -A AGENT, --user-agent AGENT: Set a custom user-agent to use for every 

requests

  --no-bugreport: Don't send automatic bug report when an attack module 

fails

  -o OUPUT_PATH, --output OUPUT_PATH: Output file or folder

  -p PROXY_URL, --proxy PROXY_URL: Set the HTTP(S) proxy to use. Supported: 

http(s) and  socks proxies

  -r PARAMETER, --remove PARAMETER: Remove this parameter from urls

  -a CREDENTIALS, --auth-cred CREDENTIALS:  Set HTTP authentication 

credentials

  --auth-type {basic,digest,kerberos,ntlm}:   Set the authentication type to 

use

  --max-parameters MAX:  URLs and forms having more than MAX input 

parameters  will be erased before attack.

  -m MODULES_LIST, --module MODULES_LIST: List of modules to load

  --max-files-per-dir MAX:  Set how many pages the scanner should explore per  

directory

  --store-session PATH:  Directory where to store attack history and 

session  data.

  -t SECONDS, --timeout SECONDS: Set timeout for requests

  --tor:  Use Tor listener (127.0.0.1:9050)

  -u URL, --url URL: The base URL used to define the scan scope (default 

scope is folder)

  -v LEVEL, --verbose LEVEL: Set verbosity level (0: quiet, 1: normal, 2: 

verbose)

  -h, --help: Show this help message and exit

  --internal-endpoint INTERNAL_ENDPOINT_URL: Url serving as endpoint for 

attacker

  -l LEVEL, --level LEVEL: Set attack level

  -s URL, --start URL:  Adds an url to start scan with

  --scope {page,folder,domain,url,punk}: Set scan scope

  --skip PARAMETER: Skip attacking given parameter(s)

  --skip-crawl:  Don't resume the scanning process, attack URLs scanned  

during a previous session

  --max-scan-time MINUTES:  Set how many minutes you want the scan to last 

(floats  accepted)

  -x URL, --exclude URL: Adds an url to exclude from the scan

  --max-links-per-page MAX:  Set how many (in-scope) links the scanner should  

extract for each page

  --verify-ssl {0,1}: Set SSL check (default is no check)

  --version: Show program's version number and exit

  -S FORCE, --scan-force FORCE: Easy way to reduce the number of scanned 

and attacked URLs. 

Possible values: paranoid, sneaky, polite, normal, aggressive, insane

  --list-modules: List Wapiti attack modules and exit

  --flush-attacks: Flush attack history and vulnerabilities for the    

current session

  --external-endpoint EXTERNAL_ENDPOINT_URL: Url serving as endpoint for 

target

  -f FORMAT, --format FORMAT: Set output format. Supported: json, html 

(default), txt, openvas, vulneranet, xml

  --flush-session: Flush everything that was previously found for this  

target (crawled URLs, vulns, etc)

  -H HEADER, --header HEADER: Set a custom header to use for every requests

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://sourceforge.net/projects/wapiti/files
https://jonathansblog.co.uk/wapiti-tutorial
https://www.securitynewspaper.com/2018/11/15/scan-websites-with-wapiti/
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• Also, one of the most attacked
• Periodic monitoring of WordPress

installations is necessary

• You can also discover weak 
passwords and security 
configuration issues

• https://blog.sucuri.net/espanol/2015/12/usa
ndo-wpscan-encontrando-vulnerabilidades-
de-wordpress.html

 --version: Display the version and exit

 --wp-content-dir DIR: The wp-content directory if custom or not detected, such as 

"wp-content"

 --wp-plugins-dir DIR: The plugins directory if custom or not detected, such as "wp-

content/plugins"

 -t, --max-threads VALUE: The max threads to use (Default: 5)

 --throttle MilliSeconds:  Milliseconds to wait before doing another web request. If 

used, the max threads will be set to 1.

 -U, --usernames LIST: List of usernames to use during the password attack. 

(Examples: 'a1', 'a1,a2,a3', '/tmp/a.txt')

 --user-agent, --ua VALUE: Change the identification data that the tool sends to the 

server

 -v, --verbose: Verbose mode

wpscan --url http://<url> --wp-content-dir /wp-content/ --enumerate vp --plugins-

detection aggressive

Allowed Protocols: http, https

Default Protocol if none provided: http

 EXAMPLES 

 -e, --enumerate [OPTS]: Enumeration Process. 
    Separator to use between the values: ','

    Default: All Plugins, Config Backups (Value if no argument supplied: 

vp,vt,tt,cb,dbe,u,m)

    Incompatible choices (only one of each group/s can be used):

                - vp, ap, p

                - vt, at, t

    Available Choices:

                vp   Vulnerable plugins

                ap   All plugins

                p    Popular plugins

                vt   Vulnerable themes

                at   All themes

                t    Popular themes

                tt   Timthumbs

                cb   Config backups

                dbe  Db exports

                u    User IDs range. e.g: u1-5. Range separator to use: '-' 

                  (Value if no argument supplied: 1-10)

                m   Media IDs range. e.g m1-15. Range separator to use: '-' 

                  (Value if no argument supplied: 1-100)

                  (Permalink setting must be set to "Plain" for those to be detected)

 -o, --output FILE: Output to FILE

 -P, --passwords FILE-PATH: List of passwords to use during the password attack. (If 

no --username/s option supplied, user enumeration will be run.)

 --password-attack ATTACK: Force the supplied attack to be used rather than 

automatically determining one. (Available choices: wp-login, xmlrpc, xmlrpc-multicall)

 --plugins-detection MODE: Use the supplied mode to enumerate Plugins. (Default: 

passive) (Available choices: mixed, passive, aggressive)

 --plugins-version-detection MODE: Use the supplied mode to check plugins' versions. 

(Default: mixed) (Available choices: mixed, passive, aggressive)

 --proxy protocol://IP:port: Supported protocols depend on the cURL installed

 --proxy-auth login:password: Credentials to send to a potential proxy in the network, 

so scan can take place in these scenarios

 --random-user-agent, --rua: Use a random user-agent for each scan

 --request-timeout SECONDS: The request timeout in seconds (Default: 60)

 --stealthy: Alias for --random-user-agent --detection-mode passive --plugins-version-

detection passive

 --[no-]banner: Whether or not to display the banner (Default: true)

 --[no-]update:  Whether or not to update the Database

 --api-token TOKEN:  The WPVulnDB API Token to display vulnerability data

wpscan 3.8.7 Cheatsheet (ingenieriainformatica.uniovi.es)

A vulnerability scanner for WordPress websites

https://github.com/wpscanteam/wpscan

GENERAL USAGE

wpscan --url URL [options]

 NOTES 

 OPTIONS 

 --connect-timeout SECONDS:  The connection timeout in seconds (Default: 30)

 --cookie-jar FILE-PATH: File to read and write cookies (Default: 

/tmp/wpscan/cookie_jar.txt)

 --cookie-string COOKIE:  Cookie string to use in requests, format: cookie1=value1[; 

cookie2=value2]

 --detection-mode MODE: Default: mixed (Available choices: mixed, passive, aggressive)

 -f, --format FORMAT: Output results in the format supplied (Available choices: cli-no-

colour, cli-no-color, json, cli)

 --disable-tls-checks: Disables SSL/TLS certificate verification, and downgrade to 

TLS1.0+ (requires cURL 7.66 for the latter)

 --exclude-content-based REGEXP_OR_STRING: Exclude all responses matching the Regexp 

(case insensitive) during parts of the enumeration. (Both the headers and body are 

checked. Regexp delimiters are not required.)

 --force:  Do not check if the target is running WordPress

 -h, --help: Display the simple help and exit

 --hh: Display the full help and exit

 --http-auth login:password: Credentials to send if HTTP auth is used in the server

 --multicall-max-passwords MAX_PWD: Maximum number of passwords to send by request 

with XMLRPC multicall (Default: 500)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://blog.sucuri.net/espanol/2015/12/usando-wpscan-encontrando-vulnerabilidades-de-wordpress.html
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• Possible vulnerabilities and links to 
how to exploit them

• If it is a vulnerable old version
• If we register on https://wpvulndb.com/, 

the tool provides comprehensive, 
detailed and automated vulnerability 
detection

• Even if we don't, we can get quite a lot 
of information

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://wpvulndb.com/


Source: zona-militar.com

Techniques to study persons and websites

Index -> Introduction to network pentesting

https://github.com/jose-r-lopez
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• https://attack.mitre.org/techniques/T1592/

• Administrative data (e. g.: name, assigned IP, functionality, etc.)
• Configuration (e. g.: operating system, language, etc.)
• Information about other hardware, software, and firmware elements 
• Nmap can also provide information like this

• https://attack.mitre.org/techniques/T1590/

• Administrative data (e. g.: IP ranges, domain names and DNS properties, etc.) 
• Specifics regarding its topology and operations

• Network Trust Dependencies, Network Topology, Network Security Appliances (like firewalls)…
• Most of the times with specialized tools

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/techniques/T1592/
https://attack.mitre.org/techniques/T1590/
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• https://attack.mitre.org/techniques/T1589/

• Personal data (e. g.: employee names, email addresses, etc.) 
• Sensitive details (such as credentials)

• https://attack.mitre.org/techniques/T1591/

• Names of divisions/departments, physical locations… 
• Specifics of business operations (relationships, business Tempo (working hours/days)…)
• Roles and responsibilities of key employees

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1591/
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• DNS: dig
• SMB (see ASR): Enum4Linux, but we could also use these alternatives

• Smbclient and related tools (included in Kali)
• https://blog.desdelinux.net/samba-smbclient/

• https://eltallerdelbit.com/clientes-smb-samba

• SMBMap: enumerates SMB/Samba shared files and folders in a domain
• Lists shared drivers, drive permissions, contents, if upload or download is available…
• It even runs commands remotely if possible
• https://github.com/ShawnDEvans/smbmap

• SMNP: SMNPWalk
• … (there are many, many more, like NFS (shown on ASR))

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://blog.desdelinux.net/samba-smbclient/
https://eltallerdelbit.com/clientes-smb-samba
https://github.com/ShawnDEvans/smbmap


José Manuel 
Redondo López

• It locates domain and subdomain names

• But mainly locate all names tied to a base name
• This way, we can locate unknown admin, backup, 

secondary… domains
• These could be additional enumeration targets
• Their security might be weaker that the main one

• https://www.hostinger.es/tutoriales/comando-dig-linux/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.hostinger.es/tutoriales/comando-dig-linux/
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• The image shows typical queries and 
options of enumeration tasks

• Who manages the domain
• Aliases
• If they have a mail server
• The DNS name of a certain IP
• Everything you (commonly) need! ☺

• https://github.com/swisskyrepo/PayloadsAllTheThings/b
lob/master/Methodology%20and%20Resources/Subdom
ains%20Enumeration.md

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Subdomains%20Enumeration.md


José Manuel 
Redondo López

• RID cycling (enumerating users on older systems)
• List of users, group members, and shares
• Detecting whether a host belongs to a domain or a 

workgroup
• Identification of the OS of the server examined
• Identifying the passwords policy used

• https://noticiasseguridad.com/tutoriales/enum4linux-extraiga-informacion-
de-una-maquina-windows/

• https://highon.coffee/blog/enum4linux-cheat-sheet/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://noticiasseguridad.com/tutoriales/enum4linux-extraiga-informacion-de-una-maquina-windows/
https://highon.coffee/blog/enum4linux-cheat-sheet/
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• That the passwords policy is very lax: the 
likelihood of weak passwords is very high

• That there is a user called “operario", which 
is very useful for brute-force attacks

• Names of system user groups: we are dealing 
with a Windows machine

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Used by network devices to exchange 
information

• Eases to monitor, operate, and troubleshoot 
the network

• The most used SNMP versions are version 
1 (SNMPv1) and 2 (SNMPv2)

• SNMP version 3 (SNMPv3) includes 
changes and is more secure
• But has deployment issues and 

incompatibilities

  w:  enable warnings when MIB symbols conflict

  W:  enable detailed warnings when MIB symbols conflict

  R:  replace MIB symbols from latest module

  b:  do best/regex matching to find a MIB node

  h:  don't apply DISPLAY-HINTs

  r:  do not check values for range/type legality

  R:  do random access to OID labels

  u:  top-level OIDs must have '.' prefix (UCD-style)

  s SUFFIX:  Append all textual OIDs with SUFFIX before parsing

  S PREFIX:  Prepend all textual OIDs with PREFIX before parsing

  X:  extended index format

  u:  allow the use of underlines in MIB symbols

  c:  disallow the use of "--" to terminate comments

  d:  save the DESCRIPTIONs of the MIB objects

  e:  disable errors when MIB symbols conflict

  T:  print human-readable text along with hex strings

  u:  print OIDs using UCD-style prefix suppression

  U:  don't print units

  v:  print values only (not OID = value)

  x:  print all strings in hex format

  q:  quick print for easier parsing

  Q:  quick print with equal-signs

  s:  print only last symbolic element of OID

  S:  print MIB module-id plus last element

  t:  print timeticks unparsed as numeric integers

  f file:      log to the specified file

  (variants)

  n:           don't log at all

  o:           log to standard output

  e:           log to standard error

  [FS] p1-p2 token:  log to file/syslog for levels 'p1' 

to 'p2'

  [FS] pri token:    log to file/syslog for level 'pri' 

and above

  [EON] p1-p2: log to standard error, output or 

/dev/null for levels 'p1' to 'p2'

  [EON] pri:   log to standard error, output or 

/dev/null for level 'pri' and above

  s facility:  log to syslog (via the specified 

facility)

 OPTIONS 

General options (II)

EXAMPLES

snmpwalk -v 2c -c public 192.168.56.10

  -H: display configuration file directives understood

  -M DIR[:...]: look in given list of directories for MIBs   (default: <user 

home>/.snmp/mibs:/usr/share/snmp/mibs:/usr/share/snmp/mibs/iana:/usr/share/s

nmp/mibs/ietf)

  -L LOGOPTS: Toggle various defaults controlling logging:

  -O OUTOPTS: Toggle various defaults controlling output display:

  -P MIBOPTS: Toggle various defaults controlling MIB parsing:

  -Z BOOTS,TIME: set destination engine boots/time

  -r RETRIES: set the number of retries

  -t TIMEOUT: set the request timeout (in seconds)

  E:  escape quotes in string indices

  f:  print full OIDs on output

  n:  print OIDs numerically

  p PRECISION:  display floating point values with 

specified PRECISION (printf format string)

  e:  print enums numerically

  b:  do not break OID indexes down

  a:  print all strings in ascii format

  0:  print leading 0 for single-digit hex characters

General communication options

General options (I)

  -C APPOPTS: Set various application specific behaviours:

  -I INOPTS: Toggle various defaults controlling input parsing:

  -m MIB[:...]: load given list of MIBs (ALL loads everything)

  E {OID}:  End the walk at the specified OID

  T:  Display wall-clock time to complete each request

  t:  Display wall-clock time to complete the walk

  c:  do not check returned OIDs are increasing

  I:  don't include the given OID, even if no results are 

returned

  i:  include given OID in the search range

  p:  print the number of variables found

    -V, --version: display package version number (SNMP Version 1 or 2c specific)

  -c COMMUNITY: set the community string

  -h, --help: display this help message

snmpwalk 5.9 Cheatsheet (ingenieriainformatica.uniovi.es)

Tool to discover flaws when using the SNMP protocol

http://www.net-snmp.org/

GENERAL USAGE

snmpwalk [OPTIONS] AGENT [OID]

 NOTES 

Be sure to understand the various entities handled by this protocol to 

properly understand how to use this tool

  -x PROTOCOL: set privacy protocol (DES|AES)

  -v 1|2c|3: specifies SNMP version to use

SNMP Version 3 specific

  -E ENGINE-ID: set context engine ID (e.g. 800000020109840301)

  -A PASSPHRASE: set authentication protocol pass phrase

  -a PROTOCOL: set authentication protocol (MD5|SHA|SHA-224|SHA-256|SHA-384|SHA-512)

  -e ENGINE-ID: set security engine ID (e.g. 800000020109840301)

  -l LEVEL: set security level (noAuthNoPriv|authNoPriv|authPriv)

  -n CONTEXT: set context name (e.g. bridge1)

  -u USER-NAME: set security name (e.g. bert)

  -X PASSPHRASE: set privacy protocol pass phrase

  -D[TOKEN[,...]]: turn on debugging output for the specified TOKENs (ALL 

gives extremely verbose debugging output)

Debugging

  -d: dump input/output packets in hexadecimal

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://hacking-etico.com/2014/03/27/leyendo-informacion-snmp-con-snmpwalk/
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• Search and use nmap NSE scripts linked to the service name (see the cheat sheets)
• locate *nse* grep <service name>

• And use the documentation of the scripts you find to see how we can run them against the target
• https://nmap.org/nsedoc/

• Most of them do not only perform enumeration tasks: it also allows exploiting vulnerabilities 
• For enumeration tasks only, it is advisable to search for the word “enum” in the script description

• Use Metasploit Auxiliary modules (seen on future topics)

• Wireshark: https://www.wireshark.org/

• Example: https://null-byte.wonderhowto.com/how-to/spy-traffic-from-smartphone-with-wireshark-0198549/

• Sparrow-wifi - Graphical Wi-Fi Analyzer for Linux: https://github.com/ghostop14/sparrow-wifi

• Ehtools Framework: https://github.com/entynetproject/ehtools

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://nmap.org/nsedoc/
https://www.wireshark.org/
https://null-byte.wonderhowto.com/how-to/spy-traffic-from-smartphone-with-wireshark-0198549/
https://github.com/ghostop14/sparrow-wifi
https://github.com/entynetproject/ehtools
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• Facilitating techniques like brute-force attacks later
• Sometimes this information does not require technical 

skill, just using the published information

• What if usernames are variations of these names?
• nick_fury, thor, iron_man, black_widow, etc. could be 

valid usernames in this company…
• At least, is a suitable starting point!

• If unsuccessful, tools described in seminars may help 
locating usernames or other useful information

• To gather data about employees and their roles
• Leading to spear phising data-gathering techniques

Source: https://www.inkntoneruk.co.uk/Meet-The-Team.html

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.inkntoneruk.co.uk/Meet-The-Team.html
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• Creation place / date, camera type / brand...

• apt-get install exiftool

• It was reviewed in lab 4

• FOCA: https://www.elevenpaths.com/es/labstools/foca-2/index.html

• Metashield: 
https://www.elevenpaths.com/es/tecnologia/metashield/index.html

Source: https://github.com/ElevenPaths/FOCA

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.elevenpaths.com/es/labstools/foca-2/index.html
https://www.elevenpaths.com/es/tecnologia/metashield/index.html
https://github.com/ElevenPaths/FOCA


Source: zona-militar.com

More techniques to obtain information about the victim

Index -> Introduction to network pentesting

https://github.com/jose-r-lopez
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• https://attack.mitre.org/techniques/T1598/
• Attempt to trick targets into divulging information, frequently credentials or other actionable 

information
• This time the attacker do not aim to execute malicious code
• Attackers may use a spear phising third-party service, spear phising attachment or link 

• https://attack.mitre.org/techniques/T1597/
• Information about victims may be purchased from reputable private sources and databases

• Such as paid subscriptions to feeds of technical/threat intelligence data (threat intelligence vendors)

• But it may be also purchased from less-reputable sources such as dark web or cybercrime black 
markets

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/techniques/T1598/
https://attack.mitre.org/techniques/T1597/
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• https://attack.mitre.org/techniques/T1596/
• Information about victims may be available in online DBs and repositories (registrations of 

domains/certificates…) 
• Also, in public collections of network data/artifacts gathered from traffic and/or scans

• This includes DNS/Passive DNS, WHOIS, Digital Certificates, CDNs, Scan Databases (Shodan, Censys) 

• https://attack.mitre.org/techniques/T1593/
• Information about victims may be available in various online sites, such as social media or news sites
• Also, those hosting information about business operations, such as hiring or requested/rewarded 

contracts
• This also includes search engines (Google Hacking) 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://attack.mitre.org/techniques/T1596/
https://attack.mitre.org/techniques/T1593/
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• Seminar 1 (phishing against users)
• Tinfoleak, Twint, Hunter.io, Social Mapper, Project Sherlock, and other tools

• Twint was also covered in Laboratory 2
• The complementary materials hosted here (and talk video)

• https://www.researchgate.net/publication/359146160_Las_Ciberestafas_en_la_Actualidad_Formas_de_reconocerlas_y_prevenirlas

• Describe multiple forms of phising and spear phising

• Seminar 1 (Source code): GitGot, GitGraber and GitRob can obtain highly sensitive data
• Google Hacking was described in seminar 1 and in laboratory 2

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.researchgate.net/publication/359146160_Las_Ciberestafas_en_la_Actualidad_Formas_de_reconocerlas_y_prevenirlas
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Rank Concept

Understand the concept of DMZ

Know about modern network attacks

Know about the services provided by CDNs

Know how to enumerate CMSs

Be able to search resources to enumerate any possible network service 

Understand the concept of host firewall and its different types

Being able to differentiate insecure from secure network designs

Understand why network segmentation and defense in depth is important

Know how to enumerate ports and services with active scans

Know how to enumerate HTTP services and extract information from their files 

Understand the purpose and articulate the different reconnaissance techniques of MITRE ATT&CK

Understand the multiple components of the Secure Network Infrastructure

We didn’t start the firewall: Learn how to protect and attack devices in a network

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: zona-militar.com

https://github.com/jose-r-lopez
https://github.com/jose-r-lopez

