
Source: zona-militar.com

Logo: @creative_vanesa (Instagram)

Departamento de Informática

Universidad de Oviedo
Universidad de Oviedo

JOSÉ MANUEL REDONDO LÓPEZ “S-81 ISAAC PERAL” PROJECT V3.0

Defense against the dark arts

https://github.com/jose-r-lopez
https://www.instagram.com/creative_vanesa/?hl=es
https://www.di.uniovi.es/
https://www.uniovi.es/
https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/jose-r-lopez
https://www.researchgate.net/profile/Jose-Redondo-3
https://github.com/jose-r-lopez


⚪️ Spanish Esquema Nacional de Seguridad (ENS)

⚪️ The SCAP protocol

⚪️ SCAP security guide

⚪️ STIGs

⚪️ CIS Benchmarks

⚪️ How ISMS are implemented

IN
D

E
X



Source: zona-militar.com

< Go to Index

Hardening could not be hard

ENS >

SCAP >

https://github.com/jose-r-lopez


José Manuel 
Redondo López

• A source of lists of validated, properly documented, and maintained security controls 
• For any software product / OS we need to harden
• A way to automate their verification and/or resolve the vulnerabilities they prevent

• Relating them to a much higher abstraction level elements
• Like security policies, frameworks, and Information Security Management Systems

• We will begin with the technical low-level part
• And show the path up to the much more abstract security management techniques

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Prevent non-compliance by automatically asserting planned changes are compliant
• Detect non-compliance through automated scanning, notifying when problems are identified
• Remediate non-compliance by making immediate changes to the infrastructure to ensure the 

maximum level of compliance at scale

• So their adherence, application and remediation can be automated
• This can be applied to cybersecurity (compliance controls are the security controls)
• In this topic we are going to review different ways of achieving this 
• And how this can be used to facilitate the implementation of security frameworks

• We are software engineers! Programming languages are our bread and butter!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Check and implement adequate and validated technical Security Controls 
in a software product / OS in a highly automated way (several hundreds)

Group the implemented security controls in CIS Critical Security 
Controls  (CSC) (20) and subcontrols (170 maximum, normally far less)

Use Implementation Groups (only 3) to implement only the most 
adequate CIS CSC Subcontrols to my particular scenario

Map the implemented controls and subcontrols to a worldwide-
recognized Security Framework (ISO 27001, PCI-DSS…) to facilitate the 
implementation of an ISMS

Using a Security Audit Methodology (like OSSTMM) to review systems 
security and compliance with the implemented Security Frameworks

Can be grouped into

Can be distributed into

Map to

Managed by

1

2

3

4

5

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• ENS Contents:  https://www.ccn-cert.cni.es/publico/ens/ens/index.html

• Regulatory framework: https://ens.ccn.cni.es/es/ens-marco-normativo/ens-
marco-normativo-es

• So they achieve ENS compliance, 
• The CCN-STIC publish free security guides for many products

• They have lists of security controls with detailed explanations

• Guides are organized in series. Examples:
• Windows (series 500): https://www.ccn-cert.cni.es/guias/guias-series-

ccn-stic/500-guias-de-entornos-windows.html

• Other OS (series 600): https://www.ccn-cert.cni.es/guias/guias-series-
ccn-stic/600-guias-de-otros-entornos.html

• Software (series 800): https://www.ccn-cert.cni.es/guias/guias-series-ccn-
stic/800-guia-esquema-nacional-de-seguridad.html

Guides are created for public administrations, but 
private companies can use them too

Source: https://www.ccn-cert.cni.es/series-ccn-stic/guias-de-acceso-
publico-ccn-stic/4095-ccn-stic-599b19-configuracion-segura-de-
windows-10-cliente-independiente.html

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.ccn-cert.cni.es/publico/ens/ens/index.html
https://ens.ccn.cni.es/es/ens-marco-normativo/ens-marco-normativo-es
https://www.ccn-cert.cni.es/guias/guias-series-ccn-stic/500-guias-de-entornos-windows.html
https://www.ccn-cert.cni.es/guias/guias-series-ccn-stic/600-guias-de-otros-entornos.html
https://www.ccn-cert.cni.es/guias/guias-series-ccn-stic/800-guia-esquema-nacional-de-seguridad.html
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• https://www.ccn-cert.cni.es/soluciones-seguridad.html

• One is CLARA, a free an automated ENS-compliance 
checking tool for Windows and CentOS

• Tutorial: http://kinomakino.blogspot.com/2020/08/si-quieres-
auditar-tu-windows-y-no-lo.html

• They are not structured as other solutions
• Problem - description - how to check - how to 

remediate
• Some lack of detailed technical procedures

• Automated remediation measures are custom scripts 
• While very useful, they do not follow international 

security automation standards (SCAP, shown later)
• The image shows these for Windows Server 2016

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.ccn-cert.cni.es/soluciones-seguridad.html
http://kinomakino.blogspot.com/2020/08/si-quieres-auditar-tu-windows-y-no-lo.html
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Standardized automation protocol for hardening operations that 
facilitate Compliance as Code
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• Standardized by NIST

• SCAP-compatible tools load files built in two XML-based markup language formats
• OVAL and XCCDF

• These files are used to automate 
• Security control evaluation (see if the control is already applied) 
• And also, remediation (apply the security control to solve the associated vulnerabilities)

• A set of open-source tools complying with the SCAP 1.2 standard: https://www.open-scap.org/
• These tools allow

• Automated configuration, checking for vulnerabilities, and patches
• Technical security control compliance activities
• Measuring the current security level

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.open-scap.org/
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• XML-based language created by MITRE (https://www.mitre.org/)

• Allows to represent the information of the different 
elements that form the configuration of a computer system
• It also allows to analyze and evaluate these elements 
• To detect if a machine is in a certain state (vulnerability, 

configuration, patch level…)

• Finally, it allows to create a report with the evaluation results

• Another XML-based language specification created by NIST
• It allows writing security controls lists, security benchmarks 

and other related documents Source: 
https://www.researchgate.net/figure/XCCDF-
sample-use-case-scenario_fig3_311447068

Source: 
https://www.ipa.go.jp/security/
english/vuln/OVAL_en.html

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://oval.mitre.org/language/
https://www.mitre.org/
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/xccdf
https://www.researchgate.net/figure/XCCDF-sample-use-case-scenario_fig3_311447068
https://www.ipa.go.jp/security/english/vuln/OVAL_en.html
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• https://access.redhat.com/documentation/en-
us/red_hat_enterprise_linux/6/html/security_guide/sect-scap_format-data_stream

• File format compatible only with the SCAP protocol 1.2+ 
• It bundles XCCDF, OVAL, and other component files 

• To define a compliance policy expressed by an XCCDF
checklist

• It also contains an index and catalog 
• That allow splitting the given data stream into files according 

to the SCAP components

• It is also an XML-based language to create a table of 
contents of the contained files
• These files contain multiple components of the same type
• Covering all security policies needed an organization

• For this reason, it is the recommended format to use, if 
available, as it should be more complete that the other two

• It has its own editing tool, SCAP Composer
• https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8290.pdf

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html/security_guide/sect-scap_format-data_stream
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8290.pdf
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• Check software configurations
• Manage vulnerabilities
• And evaluate if a system complies with a particular security policy
• All with a high degree of automation

• Automatically evaluating security controls application (is this already done?)
• Automatic remediation of security controls (if the answer is no, resolve it)
• Generating a report with the results of the evaluation / remediation (typically, HTML)

• SCAP security policies: https://www.open-scap.org/security-policies/

• OpenSCAP user manual: https://static.open-scap.org/openscap-1.2/oscap_user_manual.html

• Documentation, user manuals and security guidelines for several OS: https://static.open-scap.org/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.open-scap.org/security-policies/
https://static.open-scap.org/openscap-1.2/oscap_user_manual.html
https://static.open-scap.org/
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• Next section will review popular sources of these files

• Different lists of security controls to check or remediate
• Depending on how we are going to use the software (e. g.: server, workstation…)
• The definition of what is a usage profile / security policy depends on the source of the files 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Where to obtain adequate technical guidelines 
(security control lists) for our products
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• https://www.open-scap.org/security-policies/choosing-policy/

• We are going to review three of them
• This way, you don't need to be an expert to deploy a policy

• Or know anything about the SCAP standard to write one

• There are many already available in a standardized form!
• Private infrastructures can be made compliant with any government / company / institution policy 

easier this way
• So they can apply for public contracts!

• But created from existing ones
• They are used as starting points, and modified to suit an organization requirements

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.open-scap.org/security-policies/choosing-policy/
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• Otherwise, it will not do anything!

• The oscap tool (the OpenSCAP implementation)
• A set of SCAP-compatible preconstructed security policies

• Covering several security areas of different versions of software products / OS (Red Hat, Fedora, Ubuntu,…)
• Using these files, we can attain substantially higher security levels than default installations with little 

effort
• Not every security control contained in these files can be remediated using OpenSCAP (yet)

• But alternatives are provided to try to overcome some limitations
• Support for remediation also improves as development of the SCAP files continues

• They are created using parts of other security recommendations we will review (CIS, STIG…) 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.open-scap.org/security-policies/scap-security-guide/
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• https://github.com/ComplianceAsCode/content

• Support for automated security control validation and remediation of more types of software / OS
• Support for enhanced control lists 

• Solving bugs, adding more security controls, make more security controls automatically remediable…

• Support for alternative remediation procedures: If the policy lacks OpenSCAP compatible content to 
perform automatic remediation, sometimes these alternatives are supported
• Ansible content: Ansible playbooks (sets of directories and .yml files)

• Ansible is an automatic infrastructure configuration tool 
• And can be used to secure multiple machines in the same operation!

• These can be used to evaluate compliance (check), as well as to put machines into compliance (remediate)

• Bash fix files: bash scripts meant to be run on machines to put them into compliance

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/ComplianceAsCode/content
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• A standard security profile, representing a minimum 
security baseline that every Ubuntu should comply

• Four profiles from the French security regulation 
ANSSI DAT-NT28

• A security profile based on the CIS benchmarks 
security control lists (reviewed later)

• They take time to develop
• If using a recent OS released version, updating the 

package frequently is even more important

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


José Manuel 
Redondo López

• This is the evaluation-only mode
• It can be run with --remediate to try to remediate the 

not yet implemented controls

• Ansible or Bash content could be included to replace or 
complement SCAP automatic remediation

• The image shows an Ubuntu bash remediation script 
• Supplied with the SCAP security guide package

• These scripts can be also used to harden systems that do 
not have the oscap package installed!

• But following the CIS security controls we will review

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Available for free
• Substantially increase the base security level of a newly installed compatible software with little 

effort, facilitating Compliance as Code
• Frequently maintained and improved
• Include a selection of security controls from other validated sources, combining them
• Easily updatable

• Incomplete for some products, or remediation is not fully available
• Supports much less software products than other options (basically, only Linux OS)
• They are not as validated as the other security control sources, as they are not backed up by 

governments / private companies

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Free and public STIG archive: 560+ security benchmarks (security control lists) for many products
• A lot of them are also SCAP-compatible: https://public.cyber.mil/stigs/scap/
• Each benchmark is a detailed guide on how to properly configure an OS, application, software...

• They are free because civilian companies that gain public contracts with the US government can be 
required to provide software systems that comply with certain STIGs

• Therefore, they could be considered military-grade security guidelines

• Assist organizations in planning and conducting technical information security tests & examinations 
• Analyzing findings, and developing mitigation strategies: 

• https://csrc.nist.gov/publications/detail/sp/800-115/final

• Description: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-70r4.pdf

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.nist.gov/
https://public.cyber.mil/stigs/scap/
https://csrc.nist.gov/publications/detail/sp/800-115/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-70r4.pdf
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• For example, a Windows Server STIG specifies how to configure the password, assign permissions to 
users, configure auditing...

• CAT I: Any vulnerability whose exploitation directly causes a loss of confidentiality, availability or 
integrity (very serious)

• CAT II: Any vulnerability whose exploitation can potentially cause a loss of confidentiality, availability 
or integrity (intermediate)

• CAT III: Any vulnerability whose exploitation causes a degradation of measures that prevent loss of 
confidentiality, availability or integrity (less severe)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• MAC I: Systems managing vital information for the effectiveness of its functionality 
• Losing one is unacceptable, strongest security measures

• MAC II: Systems managing important information for the performed functionality 
• Losing one is a major problem, medium security measures

• MAC III: Systems that manage information necessary for daily system activity
• But losing them do not affect to meet the functionality of the system in the short term 
• Losing one is acceptable, security based on best management practices

• Defined by the DoDI 8500.2: https://fas.org/irp/doddir/dod/d8500_2.pdf: Classified, Sensitive, Public

• MAC I systems can handle public information, MAC III classified information…

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://fas.org/irp/doddir/dod/d8500_2.pdf
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• STIGs document library (1)
• https://public.cyber.mil/stigs/downloads

• National Checklist Program Repository (2)
• https://nvd.nist.gov/ncp/repository

• Also contains links to many other third-party 
authorities SCAP-compatible files, not only 
STIGs

• Even CIS Benchmarks (see next section)

• Third-party search engines
• https://cyber.trackr.live/stig

• Many can also be found in the SCAP Security 
Guide package we saw

1

2

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://public.cyber.mil/stigs/downloads
https://nvd.nist.gov/ncp/repository
https://cyber.trackr.live/stig
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• We have 13 CAT I, 133 CAT II and 21 CAT III

• Selecting one varies the number of tests to be 
performed on each CAT 

• And therefore, the length of the security control list to 
validate

• XML/JSON files to automatically check whether this 
level is met with proper tools

• Excel file to facilitate manual checks

Source: 
https://www.stigviewer.com/stig/canonical_ubuntu_20.04_lts/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.stigviewer.com/stig/canonical_ubuntu_20.04_lts/
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• Finding ID: Unique control ID
• Severity: Severity of the associated 

vulnerability if discovered in the 
target system 

• Title: Summary of test objectives
• Description: More detailed 

description of the effects or 
particularities of the test

Source: https://www.stigviewer.com/stig/canonical_ubuntu_20.04_lts/2022-06-
06/MAC-3_Sensitive/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.stigviewer.com/stig/canonical_ubuntu_20.04_lts/2022-06-06/MAC-3_Sensitive/
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• Therefore, they are validated, 
documented, and trustable ways of 
checking for potential vulnerabilities 
• And how to remediate them

• But classified according to a military 
point of view
• The confidentiality and mission criticality 

of the computers

Source: https://www.stigviewer.com/stig/canonical_ubuntu_20.04_lts/2022-06-06/finding/V-
238215

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.stigviewer.com/stig/canonical_ubuntu_20.04_lts/2022-06-06/finding/V-238215
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• Validated security guides are available for a wide range of products
• These are highly secure (military-grade) and free
• Facilitate Compliance as Code

• They are very focused on military / certain US departments needs
• Therefore, some of them may require modifications to adapt them to civilian requirements

• Requires constant monitoring of new versions in case their specifications change
• The official SCAP tool (SCC, SCAP Compliance Checker) that automatize them is restricted

• Only for US government employees and contractors with a .gov or .mil email address, not public
• https://www.public.navy.mil/navwar/Atlantic/Technology/Pages/SCAP.aspx

• Therefore, we need to rely in third-party automated implementations of the STIG guides 
• Like the one provided in Ubuntu Pro!
• Or maybe develop our own automation scripts, or use the guidance for manual checking only
• However, some of them have public Ansible automated remediation procedures freely available!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.public.navy.mil/navwar/Atlantic/Technology/Pages/SCAP.aspx
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• Recommend values and technical security controls applicable to network devices, OS, software...
• One guide per product and version
• Currently more than 100 are available: https://www.cisecurity.org/cis-benchmarks/

• Together with 1800 well-known companies from different industries (Adobe, HP,...)
• Which guarantees the quality and reliability of their contents... 
• They contain the most up-to-date knowledge and best security practices

• Acquired from several major private civilian companies and public institutions worldwide

• Prebuilt hardened VMs on Azure, AWS, Google Cloud
• https://www.cisecurity.org/cis-hardened-image-list

• Build kits to automate configuration of existing software according to benchmark specifications
• https://www.cisecurity.org/cis-securesuite/cis-securesuite-build-kit-content

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisecurity.org/
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-hardened-image-list
https://www.cisecurity.org/cis-securesuite/cis-securesuite-build-kit-content
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• Free, and registration is not required! 
• https://downloads.cisecurity.org/#/

• With its own SCAP tool (CIS CAT Pro)
• Free for US educational / authorized 

institutions
• A limited (3 benchmarks) free version of 

the tool also exist 
• CIS-CAT Lite: https://learn.cisecurity.org/cis-cat-lite

• Validate and remediate CIS Benchmarks 
security controls for a few OS

• They are still incomplete

Source: https://www.cisecurity.org/cis-benchmarks/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://downloads.cisecurity.org/#/
https://learn.cisecurity.org/cis-cat-lite
https://www.cisecurity.org/cis-benchmarks/
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• Not a blog, an internet article, a tutorial…or sources whose reliability cannot be checked

• There's no missing element to get a certain level of security

• It tells you what is wrong, how to fix it, and why it needs fixing

• Errata are corrected and adapted to new versions of the products (they are maintained)

• Complying with these benchmarks enables systems to operate in environments requiring official 
security certifications or assurances

• The security of a system can be evaluated and expressed with a score
• You can measure and compare against others

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• An audited system will get a score as a result
• Scores are calculated per benchmark category and 

aggregated at the end
• See the image of CIS-CAT Lite to see an example
• Scored: The security control affects the score

• If it is met, increases it
• If not, decreases it 

• Not Scored: The score does not change whether the 
security control is fulfilled or not
• It is a recommendation that should be considered
• Desirable, but not critical

Source: Ubuntu 18.04 Benchmark PDF file

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The Ubuntu 18.04 CIS Benchmark has a total 241 security controls
• 214 are scored and 27 are not

• The Windows Server 2019 CIS Benchmark has 384 security controls
• And all of them are scored (all are important!)

• …

• CIS Benchmarks adapt to the product

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Usage profiles depend on what functionality the OS / software is going to fulfill
• The Ubuntu 18.04 CIS Benchmark defines two usage profiles: Server and Workstation
• The Windows Server 2019 CIS Benchmark also defines two: Member Server and Domain controller

• Levels are typically two in all products covered by CIS benchmarks
• Level 1: controls of this level intend to

• Be practical and not cause unnecessary harm
• Provide a substantial security advantage
• Keep the functionality of the product operative within acceptable limits

• Level 2: extends level 1 with controls that have the following characteristics
• Designed for environments or use cases where security is key (above other things)
• Implement an in-depth defense
• They could affect the functionality of the product in some way, or its performance

• Special levels: some products have special levels defined just for them
• E. g. Windows Server 2019 has a third level called “Next Generation Windows Security”

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• One, several or all the defined profiles

• The Ubuntu 18.04 CIS Benchmark has 
• 204 as Level 1 - Server
• 37 as Level 2 - Server
• 200 as Level 1 - Workstation
• 40 as Level 2 - Workstation

• And the Windows Server 2019 CIS Benchmark has
• 289 as Level 1 - Domain Controller
• 60 as Level 2 - Domain Controller
• 6 as Next Generation Windows Security - Domain Controller
• 293 as Level 1 - Member Server
• 61 as Level 2 - Member Server
• 6 as Next Generation Windows Security - Member Server

Source: Ubuntu 18.04 Benchmark PDF file

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Details the action

• Describes why it is necessary to do this security 
control

• And its impact on the product security

• Technical procedure to check whether the security 
control is currently implemented or not

• Implemented by automatic verification procedures

• How to implement the security control 
• If the audit section returns it is not currently 

implemented
• Implemented by automatic remediation procedures

Source: Ubuntu 18.04 
Benchmark PDF file

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• https://ubuntu.com/pro

• Enables 10 years of package support
• And gives you access to the Ubuntu Security Guide

• That includes automated Ubuntu Pro CIS Compliance!
• This enables you to automatically harden Ubuntu machines 

following CIS or STIG security controls
• https://ubuntu.com/tutorials/comply-with-cis-or-disa-stig-on-ubuntu#1-

overview

• https://ubuntu.com/security/certifications/docs/cis

• Free for up to 5 Ubuntu 18.04LTS or 20.04LTS machines 
• 22.04 is not yet supported!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://ubuntu.com/pro
https://ubuntu.com/tutorials/comply-with-cis-or-disa-stig-on-ubuntu#1-overview
https://ubuntu.com/security/certifications/docs/cis
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• A comprehensive and detailed guide of technical security controls that turns a system more secure 
and facilitate Compliance as Code

• It tells you precisely what to do, why to do it, and how to do it
• Validated in terms of effectiveness and completeness by 1000s of experts around the world
• Their profiles let you adapt the securing operations to the purpose of each systems

• Only cover part of the most used products
• Best official tools to automate their security control verification and application are not free

• The free Lite version only supports Windows 10, Ubuntu, and Chrome: https://learn.cisecurity.org/cis-cat-lite

• Or we must rely on unofficial tools to automate its verification / application
• Or just trust that the current OpenSCAP support for CIS benchmarks will substantially improve

• Being so extensive, adapting them to a specific functionality can be tedious

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://learn.cisecurity.org/cis-cat-lite
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• Both client (Windows 10, 11) and server versions
• Bash remediation is replaced by PowerShell remediation
• Ansible cannot be directly installed in Windows, but a Windows machine can be configured from a 

remote Linux one if we have appropriate access
• Our student María Flórez implemented this as her final degree project

• https://github.com/Yori1999/vagrant-ansible-hardening

• Hence, Microsoft has their own standard to do this
• https://learn.microsoft.com/es-es/windows/security/threat-protection/windows-security-configuration-

framework/windows-security-baselines

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://github.com/Yori1999/vagrant-ansible-hardening
https://learn.microsoft.com/es-es/windows/security/threat-protection/windows-security-configuration-framework/windows-security-baselines
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Using technical security controls to create security 
policies
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Check and implement adequate and validated technical Security Controls 
in a software product / OS in a highly automated way (several hundreds)

Group the implemented security controls in CIS Critical Security 
Controls  (CSC) (20) and subcontrols (170 maximum, normally far less)

Use Implementation Groups (only 3) to implement only the most 
adequate CIS CSC Subcontrols to my particular scenario

Map the implemented controls and subcontrols to a worldwide-
recognized Security Framework (ISO 27001, PCI-DSS…) to facilitate the 
implementation of an ISMS

Using a Security Audit Methodology (like OSSTMM) to review systems 
security and compliance with the implemented Security Frameworks

Can be grouped into

Can be distributed into

Map to

Managed by

1

2

3

4

5
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• But they are difficult to handle when security is implemented in an infrastructure (too many!)

• We need to identify what kind of hardening have been performed on each system more easily
• This is key to implement security frameworks and facilitate security audits

• On a higher abstraction level, we need things like “passwords must meet a high security standard”
• Not low-level technical actions like the ones in the security controls. E. g.:

• To install and configure the Linux libpam package 
• Assign the values X, Y, Z to certain entries of a Windows Domain Controller security policy

• Therefore, we need something that isolate us for the technical details of each system
• Focusing on “what” instead of “how” (detailed technical information does not belong to this level!)
• Ideally, these “what” abstractions should group hundreds of “how” security controls in fewer entities

• Starting from the implemented technical security controls we previously described

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• CSC Controls represent 20 (v7) or 18 (v8) recognized best defensive cybersecurity practices
• They are subdivided in 170 CSC subcontrols (v7) or 153 CSC Subcontrols (v8)

• https://www.cisecurity.org/controls/cis-controls-list/

• Basic (6 controls)
• Foundational (10 controls) 
• Organizational (4 controls) 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisecurity.org/controls/cis-controls-list/
https://www.cisecurity.org/controls/v8/
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• Are developed by consensus, containing expert 
information about cybernetic threats & technologies

• Model different types of actions: from basic 
cybersecurity operations to very advanced ones

• Are used to quickly set the protections that could 
benefit any company

• Sometimes they are named just “CIS Controls”

• No matter the software product / OS
• They were designed to cover the security 

considerations of ALL software / OS that could have a 
CIS Benchmark

Source: https://www.cisecurity.org/insights/blog/cis-
controls-version-7-whats-old-whats-new

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisecurity.org/insights/blog/cis-controls-version-7-whats-old-whats-new
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• Technical security controls of products do not map to each available CSC Control and Subcontrol!

• E. g. The Google Chrome CIS Benchmark explains how to harden this browser
• It does not have any technical security control mapping to the “Inventory and Control of Hardware 

Assets” CSC Control: It is a browser, not an infrastructure!

• 241 technical security controls that are classified in 38 (out of 170) CSC Subcontrols v7
• These 38 CSC Subcontrols belong to only 11 of the 20 CSC Controls v7 available
• This way, 241 technical procedures…

• Are grouped in 38 CSC Subcontrols
• And these CSC Subcontrols are again grouped in only 11 CSC Controls 

• Each grouping has more abstraction level than the previous, facilitating security management
• 38 or 11 high-level entities are easier to manage than 241 low-level ones!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Ubuntu 18.04 
CIS Benchmark (PDF)

CSC Controls v7 
(and its CSC Subcontrols)

CSC Control 4 – Controlled use of Administrative 
Privileges
- 4.9 Log and Alert on Unsuccessful Administrative 

Account Login

CSC Control 12 – Boundary Defense
- 12.11 Require all Remote Login to Use Multi-Factor 

Authentication
- 12.12 Manage All Devices Remotely Logging into 

Internal Network 

CSC Control 16 – Account Monitoring and Control
- 16.6  Maintain an Inventory of Accounts 
- 16.8  Disable Any Unassociated Accounts 

All technical security controls 
belonging to Subcontrol 4.9

All technical security controls belonging 
to Subcontrols 12.11 and 12.12

All technical security controls 
belonging to Subcontrols 16.6 and 16.8

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• 4 of them (light orange) have been 
fused in 2 
• Therefore, from 20 CSC Controls we 

now have 18 total

• Some have been reformulated
• Old ones (dark orange) have been 

integrated in new ones (light green)

Source: https://www.sans.org/blog/cis-controls-v8/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.sans.org/blog/cis-controls-v8/
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Check and implement adequate and validated technical Security Controls 
in a software product / OS in a highly automated way (several hundreds)

Group the implemented security controls in CIS Critical Security 
Controls  (CSC) (20) and subcontrols (170 maximum, normally far less)

Use Implementation Groups (only 3) to implement only the most 
adequate CIS CSC Subcontrols to my particular scenario

Map the implemented controls and subcontrols to a worldwide-
recognized Security Framework (ISO 27001, PCI-DSS…) to facilitate the 
implementation of an ISMS

Using a Security Audit Methodology (like OSSTMM) to review systems 
security and compliance with the implemented Security Frameworks

Can be grouped into

Can be distributed into

Map to

Managed by

1

2

3

4

5
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• With widely different risk exposures
• So an efficient cybersecurity policy can be set up

• Especially when the security budget is limited

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• A new classification / prioritization of the CSC Subcontrols of each CSC Control
• A methodology to improve the evaluation of the security level of the company resources

• Now they have only to focus to fulfill all the CSC Subcontrols belonging to that IG

• But considering the company perceived security risks and economic resources
• As you saw, all technical security controls are mapped to one or more IG
• Therefore, IGs filter what technical actions you must implement on your systems
• Only those that have been included in the IG you choose!

• In the previous table, that technical security control must be implemented, no matter the IG you chose

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Based on relevant cybersecurity attributes
• So, each IG identifies what CSC subcontrols (and CSC Controls) are reasonable for companies with a 

certain risk profile and economic resources to implement security operations
• This way, any company can easily classify itself into one IG

• And focus their economic resources to improve security using only the CSC Subcontrols included in that IG 

• IG1: a basic set of CSC subcontrols to implement by companies with a limited risk exposure, 
experience, and resources to invest in cybersecurity
• They provide an effective security level with already available technologies and processes
• It is the “cyber-hygiene” level: essential protections that must be established to defend against attacks
• Every company should implement at least an IG1 level

• IG2: additional CSC subcontrols for companies with more resources and experience, but also with a 
higher risk exposure than IG1 companies, must implement

• IG3: incorporates the rest of CSC subcontrols not included in the previous levels 
• Maximum risk exposure and necessary economical cost, but also the maximum security level

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Source: https://www.cisecurity.org/blog/v7-1-introduces-implementation-groups-cis-controls/

E. g.: I’m a small shop that sells a limited catalog of clothes on Internet. All my 
payments are managed by PayPal, and user authentication relies on Google, so I don’t 
really store critical data.
I will classify myself as IG1, so now I will follow only the CIS subcontrols of this 
Implementation Group, and implement all the related security controls of the CIS 
Benchmark of my Ubuntu 18.04 + Apache web server that are related to them 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisecurity.org/blog/v7-1-introduces-implementation-groups-cis-controls/
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• Resource usage considering their risk is maximized

• We may need something that follows international security standards and frameworks
• We need worldwide-accepted management procedures

• But this does not mean that we wasted our time using the CIS Benchmarks as technical guidelines!
• Quite the contrary, lots of popular security frameworks mention or use them
• https://www.cisecurity.org/cybersecurity-tools/mapping-compliance/

• The following slide show some of them

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisecurity.org/cybersecurity-tools/mapping-compliance/
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• Used by some of the major retailers in the world
• Mentions CIS Benchmarks as a recommended hardening standard
• CIS Benchmarks and CIS controls help facilitates compliance with this framework

• NIST is a leader agency in technical compliance; FISMA is a part of NIST
• CIS controls greatly facilitate to achieve compliance with NIST security standards
• The National Checklist Program Repository recommends CIS Benchmarks to federal agencies and 

companies that try to achieve compliance with FISMA standards

• Security baselines to protect patient data on health-related companies/organizations
• CIS controls have lots of common characteristics with HIPAA, can be a complement
• They are also a way to enable health-related companies/organizations to better respond to the latest 

attack techniques 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• CIS controls can help to achieve GDPR compliance 
• https://www.cisecurity.org/gdpr/

• Provides independent and validated worldwide 
standards to ensure cybersecurity

• It helps companies to defend against cybernetic 
threats and security risks

• CIS Controls are also commonly used to achieve 
compliance with ISO standards

Source: https://www.praxiom.com/iso-27002-overview.htm

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisecurity.org/gdpr/
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• CSC controls and subcontrols can be mapped to 
elements used by other frameworks 

• https://www.cisecurity.org/controls/cis-controls-navigator/

• CIS benchmarks technical controls ensure proper 
hardening of any of the OS / software they cover

• Once implemented, you can calculate how many 
CIS Controls and subcontrols you are covering

• Then, you can map them to a cybersecurity 
framework you must implement in your company

• This way, your technical work can be translated to 
any of those frameworks
• Saving time and resources!

• So, you can now implement an ISMS easier (see 
next section)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• https://www.cisecurity.org/blog/new-options-from-cis-for-stig-compliance/

• As both can be mapped to the ISO 27001 controls, a “bridge” can be created between them

• https://www.cisecurity.org/cis-hardened-image-list/

• This is unrelated to CIS Benchmarks or any SCAP-compliant technology
• It is a Microsoft-only solution
• https://www.microsoft.com/en-us/download/details.aspx?id=55319

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cisecurity.org/blog/new-options-from-cis-for-stig-compliance/
https://www.cisecurity.org/cis-hardened-image-list/
https://www.microsoft.com/en-us/download/details.aspx?id=55319
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Check and implement adequate and validated technical Security Controls 
in a software product / OS in a highly automated way (several hundreds)

Group the implemented security controls in CIS Critical Security 
Controls  (CSC) (20) and subcontrols (170 maximum, normally far less)

Use Implementation Groups (only 3) to implement only the most 
adequate CIS CSC Subcontrols to my particular scenario

Map the implemented controls and subcontrols to a worldwide-
recognized Security Framework (ISO 27001, PCI-DSS…) to facilitate the 
implementation of an ISMS

Using a Security Audit Methodology (like OSSTMM) to review systems 
security and compliance with the implemented Security Frameworks

Can be grouped into

Can be distributed into

Map to

Managed by

1

2

3

4

5
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• Through a systematic, documented and known process
• Fully accepted company-wide (no exclusions, no matter experience, position…)

“Guarantee that information security risks are known, assumed, managed and minimized by a company 
using a documented, systematic, structured, repeatable, efficient procedure, that must also be adapted to 
respond to risk, environment and technology changes”

• But ensures that a company is ready to assume loss of information confidentiality, integrity and/or 
availability

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Studied the potential risks that their information may suffer
• Evaluated its risk level
• Implemented technologic and organizational security controls for risks that are beyond this risk level
• Documented related policies and procedures
• Deployed a continuous review and improvement process of the whole system

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Threats are reduced; damage, if any, is minimized

• Correct risk estimation eliminates unnecessary and inefficient investments 

• https://www.agpd.es/portalwebAGPD/canalresponsable/obligaciones/medidas_seguridad/index-ides-idphp.php

• http://administracionelectronica.gob.es/ctt/ens

• If they want to compete for contracts/resources related to information systems
• In Spain, the CCN CERT forces compliance with the ENS to the software of the public admins

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.agpd.es/portalwebAGPD/canalresponsable/obligaciones/medidas_seguridad/index-ides-idphp.php
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1. Crimes against privacy: illegal treatment of personal data
2. Distribution of illegal content
3. Economic crimes: (un)authorized access to computer systems to commit fraud, sabotage or 

counterfeiting
4. Intellectual property crimes: protection of computer programs, databases, copyrights…

• Organic Law 15/99 on the protection of Personal Data (LOPD)
• Law 34/2002 on Information Society Services and Electronic Commerce (LSSI)
• General Law 32/2003 on Telecommunications
• Law 59/2003 on Electronic Signature
• Law 11/2007 Citizens' Electronic Access to Public Services
• … this is the subject of another course (ASLEPI, 4th year)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The International Organization for Standardization (ISO) 
• International Electrotechnical Commission (IEC)

• Contains the requirements for establishing, implementing, operating, monitoring, maintaining, and 
improving an ISMS

• Collects system components, the minimum documents that are part of it, the records, security 
controls to be implemented, and the security measures tailored to the needs of each organization

• It describes 14 domains or areas of action, 35 control objectives or aspects to be secured within each 
area, and 114 controls or mechanisms to secure the objectives

• The only one in the 27000 family that is certifiable once it is implemented
• As it is a management standard

• AENOR is the main Spanish certification agency
• Asociación Española de NORmalización y Certificación: http://www.aenor.es/aenor/inicio/home/home.asp

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://www.aenor.es/aenor/inicio/home/home.asp
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• About the measures to take to secure organization's information systems

• ISO 27001 Appendix A contains the basic overview of the security controls needed to build an 
Information Security Management System (ISMS)

• ISO 27002 provides much more detail about the controls necessary to implement ISO 27001
• In other words, it shares the same list 114 controls of ISO 27001, but explains each control much more  

• Essentially, you can't meet ISO 27001 without implementing ISO 27002
• But ISO 27002 is NOT a management standard

• It explains all the controls, no matter if a company needs them or not
• Companies CANNOT be certified against ISO 27002, only ISO 27001

• ISO 27002 is extensively used by multinational corporations and for companies that do not 
have to specifically comply with US federal regulations

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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1. PLAN: Set up the ISMS
2. DO: Implement and use it
3. CHECK: Monitor, review and verify it
4. ACT: Maintenance and improvement of the 

ISMS

• Define the ISMS scope
• Define a security policy
• Risk evaluation methodology
• Asset inventory
• Identify threats and vulnerabilities
• Identify impact
• Analyze and evaluate risks
• Choosing controls and SOA

• Define a risk 
management plan

• Implement the risk 
management plan

• Control implementation
• Training and awareness
• Manage the ISMS

• Revise the ISMS
• Improve the control 

effectiveness
• Revise residual risks
• Implement internal ISMS 

audits
• Log actions and events

• Implement 
improvements

• Corrective actions
• Preventive actions
• Check the effectiveness 

of the actions

• Compromise of the 
management staff

• Plan
• Establish dates
• Establish people in 

charge

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://www.iso27000.es/sgsi_implantar.html
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• Just one department, certain buildings, some business areas…

• Organization size
• Initial security state
• Resource investment into the ISMS implementation

1
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• 800 employees (operators, administrative…)
• Multiple departments

• Payroll management: 4 employees
• Human Resources (HR): 3 employees
• Systems: 5 employees
• Design: 8 employees
• Production: rest of employees

• An ISMS is only really needed in departments where 
sensitive information is handled
• Payroll management, HR, systems and design
• 20 employees + CEO only!

1

Source: https://www.pexels.com/es-
es/foto/edificio-blanco-15120-269077/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Formally written and approved by the company management

• Frequently involve the participation of a lot of people during their 
creation and maintenance

• General goals and limitations
• Express support and approval from the CEO / management
• Organization security values
• General and particular responsibilities about how to manage 

information security 
• References to supporting documents

2
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Source: http://wp.presidencia.gov.co/sitios/dapre/sigepre/manuales/M-TI-
01%20Manual%20general%20Sistema%20de%20Seguridad%20de%20la%20Informacion.pdf
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• Information
• Buildings
• Computer systems
• Applications
• Databases
• Networks
• Storage media
• …

• An inventory: Description, localization, owner
• Dependencies between assets
• Asset rating, depending on how relevant they are and the potential impact they may have if any 

incident occur over them

3
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3

Source: https://www.metrici.com/metrici/forum/threads/Thread4

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.metrici.com/metrici/forum/threads/Thread4


José Manuel 
Redondo López

• The ISO 27001 standard do not force to use a concrete one
• MAGERIT is commonly used in the Spanish administration

4
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• Identify threats to assets covered by the 
ISMS

• Identify vulnerabilities that could be 
exploited by threats

• Identify and evaluate the impact (cost) of a 
failing asset

• Evaluate the probability of failures, 
• Considering the 3 previous elements

• Calculate risk levels using an objective 
method

• Determine if calculated risk are acceptable
or some action is required

4

THREAT VULNERABILITY

Attack by a cybercriminal 
organization / individual

A configuration problem allows connection 
to sensible ports evading firewall rules

XSS due to lack of proper validation leading 
to scrip execution

XST caused by a filtering error and using the 
TRACE HTTP verb

Computer overheat No temperature monitoring controls

Server information leak Default Tomcat installation

Fire No fire extinguisher in the building

Asset Threat Vulnerability

Impact

Probability Risk
Risk 

Classification

C
o

n
fi

d
e

n
ti

a
li

ty

In
te

g
ri

ty

A
v

a
il

a
b

il
it

y

Laptop Theft Portability 2     3     1 1 3

File server Malware Lack of updates 3     3     3 1 4

Client 
contract

Theft
No safe to store 
documents

4     4     1  2 5

Client data Leak
No 
authenticated 
access

5     4     3 2 6
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• Eliminate the risk 
• E. g. remove an obsolete server

• Mitigate the risk 
• E. g. apply a control to eliminate it

• Transfer the risk management to an external agent 
• E. g. subcontract the service

• Assume the risk

• Existing risk level after safeguards have been implemented

5
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• Measures, actions, and documents 
allowing auditing and covering a risk

• Implementation instructions of tasks / 
processes of a control

• Establishes the steps to follow to 
implement the tasks concisely

• The control goals
• What have been chosen from the standard
• Why these controls have been chosen
• The adopted security measures

Source: https://www.nqa.com/es-es/certification/standards/iso-27001/implementation
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• CIS CSC Controls (if there is a mapping) and CIS 
Benchmarks (technical procedure)

• ISO 27002 contents
• Other similar information sources

A.9 Access control (area of application)

User Access control (managed entity)

User password management (security control)

1. They must be a combination of digits, 
alphabetic and special characters

2. Upper and lowercase characters must be 
used

3. They will be changed periodically

4. Password reuse is forbidden

6

A.5. Information security policies
These controls describe how the organization should handle its information security policies.

A.6. Organization of information security
These controls provide a framework for information security by defining the internal organization, such as roles and 
responsibilities, as well as other information security aspects of the organization such as the use of mobile devices, project 
management and even teleworking.

A.7. Human resource security
This domain presents controls that tackle the information security aspects of HR.

A.8. Asset management

These controls concern assets that are used in information security as well as designating responsibilities for their security.

A.9. Access control

These controls limit access to information assets and are both logical access controls and physical access controls.

A.10. Cryptography
This domain presents us with a proper basis for use of encryption to protect the confidentiality, authenticity and integrity of your 
organization’s information.

A.11. Physical and environmental security
These controls are concerned with physical areas, equipment and facilities and protect against intervention, both by humans and 
nature.

A.12. Operations security

These controls ensure that the organization’s IT systems, operating systems and software are protected.

A.13. Communications security

These are controls for the network (infrastructure and services) and the information that travels through it.

A.14. System acquisition, development and maintenance

Controls to ensure that information security is paramount when purchasing or upgrading information systems.

A.15. Supplier relationships
These controls are meant to ensure that suppliers/partners use the right Information Security controls and describe how third-
party security performance should be monitored.

A.16. Information security incident management
This domain contains controls related to security incident management related to security incident handling, communication, 
resolution and prevention of incident reoccurrence.

A.17. Information security aspects of business continuity management

Controls to ensure information security management continuity during disruptions as well as information system availability.

A.18. Compliance

The controls in this domain are a framework to prevent legal, regulatory, statutory and breaches of contract. They also can be 
used to audit whether your implemented information security is effective based upon the ISO 27001 standard.

Source: https://resources.infosecinstitute.com/topic/iso-27001-
framework-what-it-is-and-how-to-comply/
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• We implement part of its controls through the 
CIS Benchmarks contents

• Current version is ISO/IEC 27701:2021 
• https://www.une.org/encuentra-tu-norma/busca-tu-

norma/norma?c=N0067527

Source: https://www.cisecurity.org/controls/cis-controls-navigator/
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Ubuntu 18.04 
CIS Benchmark (PDF)

CSC Controls v7 
(and Subcontrols)

ISO 27001:2013 Technical Security 
Controls

CSC Control 4 – Controlled use of 
Administrative Privileges
- 4.9 Log and Alert on Unsuccessful 

Administrative Account Login

CSC Control 12 – Boundary Defense
- 12.11 Require all Remote Login to Use Multi-

Factor Authentication
- 12.12 Manage All Devices Remotely Logging 

into Internal Network 

CSC Control 16 – Account Monitoring and 
Control
- 16.6  Maintain an Inventory of Accounts 
- 16.8  Disable Any Unassociated Accounts 

A.9.2.1: User registration and de-
registration

A.9.4.2: Secure log-on procedures

Map to*

Map to*

All technical security controls 
belonging to Subcontrol 4.9

All technical security controls belonging 
to Subcontrols 12.11 and 12.12

All technical security controls belonging 
to Subcontrols 16.6 and 16.8

If instead of PDFs we had the non-free 
SCAP-compatible CIS Benchmark, this 
could have been done much easier! 

* Not every ISO 27000 control has a CSC Controls equivalent: The A5, A15, and A17 currently lacks an equivalent

A.9: Access Control
…

…

6
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• It reflects the actions that will be taken to implement the security controls chosen to create the ISMS

• Security goals
• Responsibilities
• Budget
• Estimated resources (HR, materials…) and timetable to implement the actions

7
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• The hardening automation technologies we explained may be a major help

8
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• Training and security awareness courses regarding information security must be created
• Especially against cyber fraud, that is a major threat nowadays

• Includes how to properly perform their assigned tasks and the implemented controls
• Must be given to all employees directly involved in the ISMS
• But all company employees must be aware of the security implications of their actions and possible 

threats

9
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• Network Access control: Firewall stats -> attempts to access forbidden web pages
• Cryptography controls: Percentage of systems that handle sensitive or valuable data and use proper 

cryptography methods

10
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• Regularly review its effectiveness, considering 
• The compliance with their objectives
• Results of security audits, incidents
• Effectiveness measurements
• Suggestions, and observations of all parties involved

• Regularly review risk assessments, residual risks and acceptable levels at planned intervals, 
considering possible changes

• Periodically perform internal audits at planned intervals
• Review it periodically by management employees 

• To ensure that the defined scope remains adequate and that improvements in its process are evident

11
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• Implement the identified improvements in the ISMS
• Perform appropriate preventive and corrective actions in relation to clause 8 of ISO 27001 (continuous 

improvement)
• Considering everything learned from the experience itself and from other organizations

• Communicate actions and improvements to all stakeholders 
• In the appropriate level of detail
• And agree, if relevant, about how to proceed

• Ensure that the improvements that are made meet the intended targets

12
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9

4

1

Scope

Security 
Policy

2

Assets

3

Risk 
analysis

5

Procedures and 
Controls (SOA)

7 6Implement risk
management

8

Training and
awareness

Check 
Control

effectiveness10

Monitor and
Review

11

Maintain and
Improve
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Source: https://www.pexels.com/es-es/foto/edificio-blanco-15120-269077/
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Check and implement adequate and validated technical Security Controls 
in a software product / OS in a highly automated way (several hundreds)

Group the implemented security controls in CIS Critical Security Controls  
(CSC) (20) and subcontrols (170 maximum, normally far less)

Use Implementation Groups (only 3) to implement only the most 
adequate CIS CSC Subcontrols to my particular scenario

Map the implemented controls and subcontrols to a worldwide-
recognized Security Framework (ISO 27001, PCI-DSS…) to facilitate the 
implementation of an ISMS

Using a Security Audit Methodology (like OSSTMM) to review systems 
security and compliance with the implemented Security Frameworks

Can be grouped into

Can be distributed into

Map to

Managed by

1

2

3

4

5
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• This will determine the vulnerabilities of the organization's assets

• It is one of the most comprehensive and commonly used professional standards to review systems 
security

• Provides a standardized method to perform exhaustive security tests to each security-related section 
of an organization

• Also covers compliance with standards and best practices such as those set out by ISO 27001 –
27002, NIST, or ITIL
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1. Information Security
2. Process Security
3. Internet Technology Security 
4. Communications Security 
5. Wireless Security
6. Physical Security

• https://www.isecom.org/OSSTMM.3.pdf

Source: https://www.researchgate.net/figure/The-figure-illustrates-the-
security-testing-sections-in-the-Open-Source-Security_fig6_268418932
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• …

• Intrusion Detection System (IDS) review

• Network probe

• Services and systems reconnaissance 

• Testing internet applications

• Password decryption

• Denial of Service test

• …

Security in 
Internet Technologies
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• Decrypting passwords is the process of validating password robustness using automated password 
recovery tools

• These could expose 
• Usage of weak cryptographic algorithms
• Incorrect implementations of these algorithms
• Weak passwords due to human factors
• …

• Decrypted and undecrypted password files
• List of accounts with users or system passwords
• List of systems vulnerable to password decryption attacks
• List of files or documents vulnerable to password decryption attacks
• List of systems with user or system accounts using the same passwords
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• Obtain the system password file
• Initiate an automated dictionary attack on the password file
• Initiate a brute force attack on the password file
• Use the obtained passwords or their variations to access additional systems or applications
• Start automated decryption programs in encrypted files that have been found (PDF, Office documents, 

compressed files…) to attempt to collect more data
• Check the date when the passwords were set
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• But also, incident response ones

• https://www.crest-approved.org/cyber-security-
incident-response-maturity-assessment/index.html

Source: https://www.lifars.com/2021/03/crest-incident-response-maturity-assessment/
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• Risk management is part of a future course (DPPI, 4th year)
• Law-related topics is also part of another future course (ASLEPI, 4th year)

• Automate the evaluation and remediation of the potential security vulnerabilities we detected
• Have trustable information sources to secure OS and common software products (Firefox, Chrome…) 

following a series of guidelines
• Know how to use this work to facilitate “getting serious” and implement security frameworks
• This way, we have a way to quickly achieve hardening of a system in an efficient way
• And, with time, use this to implement something more complex on a higher abstraction level
• Best of both worlds! ☺
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Rank Concept

Know the SCAP hardening automation protocol and its components

Know what the SCAP security guide package offers

Know what the STIGs offer

Know what the CIS benchmark offers and the difference with other security control sources

Understand the CIS Control and subcontrols approach 

Understand the intended usage of Implementation Groups

Know how to use security controls to facilitate security framework implementation

Understand the procedures followed to perform security audit and review methodologies

Understand how an ISMS is implemented 

Identify and choose the best security control list for a particular problem

This world doesn’t need a hero, it needs a professional: Master the previous concepts
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