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Hackers are NOT criminals, hence you must abide to 
an ethical code

https://github.com/jose-r-lopez


José Manuel 
Redondo López

• Using them against targets without authorization IS A CRIME
• Misusing some of them can do a lot of damage or disable a target

• Becoming a criminal will sooner or later ruin your life and others’
• There will be always someone that know more than you, and may “hunt” you
• You can leave families without any form of income (it is NOT funny)
• You can even indirectly kill people (it is a major crime)

• Do not believe me? Search about ransomware on health institutions…

• Defending against criminals is a way of obtaining a well-paid job
• But for that, you need to know how they operate 
• That’s the reason why we teach certain things

• Your choice, your responsibility, your life

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• And that the odds of being "hunted" are very high

• You've been hired to assess the security of some systems (it is your job)
• You are working with a legal cybersecurity training platform (it is your legal “playground”)
• You are targeting a system you created locally as a training ground (it is your private “playground”)

• Typically called “pentest labs” (you can also find prebuilt ones too)

• By the contract you signed (it is your job)
• By the rules of the platform you are using (no DoS...) (it is your legal “playground”)
• By the capacity (resources) of your infrastructure (it is your legal private “playground”)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Web shells, privilege scalation, Metasploit characteristics...

• But also, in hacking and CTF contests or “legal hacking playground” sites 
• Hack the Box, Try to Hack me…
• That’s the reason why we explain these techniques!
• You win obtaining information or data ("flags") by exploiting vulnerabilities
• And they also are a very useful learning resource

• By preparing you to be able to tackle typical CTF challenges…
• We are setting a baseline for your future cybersecurity self-education (if you like this world)
• Even if not, you will be able to be a much better software engineer
• Your applications are less likely to be “assaulted” ☺

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Battlecruiser operational! ☺
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• Allows every legitimate user to perform all operations that they are authorized to
• Prevents users to perform unauthorized operations

• Confidentiality: Private data are only viewable by their legitimate owners
• Integrity: Data can be modified only by their legitimate owners
• Availability: Data are always readily accessible to their legitimate owners

• To identify vulnerabilities that a computer system may have
• To create and set up countermeasures against them
• To avoid existing threats that exploit these vulnerabilities

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


José Manuel 
Redondo López

• Studying possible threats, risks…
• Improve the security of computer systems (hardening)
• Design security management policies for information systems (ISMS)
• Ethical Hacking, pentesting, and computer forensics

• Will skip multiple system administration topics to focus only on system hardening ones
• Our “brother course”, Network and Systems Administration (ASR) deals with this

• Will skip forensics 
• The optional Computer Forensics and Audit course (IFA)  deals with this

• Will only mention risk management
• The Project Management course (4th year) (DPPI) will deal with this

• Will only mention law-related topics 
• The Social, Legal, Ethical and Professional Aspects of C. Eng. (ASLEPI) course (4th year) will deal with this

• Will not focus on web security, only its foundations 
• The Master on Web Engineering (MIW) of the “Cobra Kali” initiative will deal with this

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Access to restricted data (files, private information…) 
• Access to restricted software (licensed products, custom software…)

• Access to data that the target sends and/or receives 
• Messages, files, private information…

• Or a storage device (stealing data or the device itself)

• By social engineering techniques
• Through malware or privilege scalation

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


José Manuel 
Redondo López

• Introduce fake or malicious data / software
• Corrupt existing data / software (trojanized versions)
• Modify existing data / software to attain other unwanted effects 

• Denial of service, increase resource consumption, propagate fake information, alter the company 
operations…

• Previously called “Man-in-the-Middle” (MitM)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Flooding via certain malware types (substantially reducing performance)
• Resource exhaustion through DoS (Denial of Service) or DDoS (Distributed DoS) attack variants
• Removing or purposely damaging existing hardware, including communication hardware
• System or important peripheral power down

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Backup often, and in external devices
• Ideally, have more than one (rotate backups)
• More ideally, at least one should be in a 

different place 
• Dropbox, OneDrive…can help

Source: https://www.cybervista.net/what-every-executive-
really-needs-to-know-about-cyber-part-1/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.cybervista.net/what-every-executive-really-needs-to-know-about-cyber-part-1/
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• https://cso.computerworld.es/ciberseguridad/
cuales-son-los-perfiles-mas-buscados-en-los-
departamentos-de-seguridad

• https://cybermap.kaspersky.com/

• Examples are in the news daily…

• E. g.: The pandemic health crisis has 
greatly increased remote desktop 
(RDP) attacks 

• And ransomware…
Source: https://eurepoc.eu/dashboard

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://cso.computerworld.es/ciberseguridad/cuales-son-los-perfiles-mas-buscados-en-los-departamentos-de-seguridad
https://cybermap.kaspersky.com/
https://eurepoc.eu/dashboard
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• Normally partnered with OSINT (Open-
Source INTelligence) techniques 
against users

Source: https://m.facebook.com/comptechcyber/posts/ Source: https://www.cybercrimeswatch.com/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://m.facebook.com/comptechcyber/posts/
https://www.cybercrimeswatch.com/
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• We will first build the required base knowledge
• And later, we are going to explore increasingly advanced topics
• At the end, you will be able to defend your systems and check its security adequately

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Understanding basic concepts and “buzzwords” ☺

Malware types >
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• People (legitimate or non-legitimate users)
• Software (malware) 
• A natural catastrophe (flood, fire…) (physical security)
• Possible factors that take advantage of vulnerabilities

• These are the weaker points of a system, most probably chosen to initiate an attack
• The payload is the code that performs the malicious action of an attack

• To launch attacks of different types
• These attacks may stop part of the system services, compromise their functionality, alter the behavior 

of some part of the system, corrupt/steal data…

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• https://cve.mitre.org/
• https://www.cvedetails.com/
• …

• MITRE Corporation maintains it
• With funding from the National Cyber Security 

Division of the USA

Source: https://www.cvedetails.com/vulnerability-list/vendor_id-23/product_id-22264/Debian-
Apache2.html

Source: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8832

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://cve.mitre.org/
https://www.cvedetails.com/
https://www.cvedetails.com/vulnerability-list/vendor_id-23/product_id-22264/Debian-Apache2.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8832
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• Risk = Threat x Vulnerability x Value of the target

• Reason
• Method (the exploit used to unfold it)
• Opportunity

• Economical, technical, moral, brand / business image…

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Attack prevention
• Attack mitigation

• Slowdown, decreasing the attack surface, or increase the attack difficulty

• Attack redirection to other hardened targets not subject to the attack
• Or that may implement countermeasures or proactive responses to it 
• Blocklists of known attackers to apply over the whole infrastructure, alerts, reporting…

• Attack detection
• Attack recovery
• Typically called security controls on most methodologies / standards / frameworks / protocols 

related to cybersecurity

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Persons with little knowledge, but with access to advanced tools to perform attacks 
• Typically, blindly or with little knowledge about what is happening “behind the curtain”

• Legally hired professionals to test the security state of a system
• Using the same techniques as malicious attackers
• But in controlled environments and with pre-established limitations (contractual agreements)

• Persons that harm systems with spurious reasons
• Intellectual: Revenge, political revindication, display of technical knowledge…
• Economical: Private data theft or exfiltration, stealing industrial secrets, money…
• Political: Alter the outcome of electoral processes
• Terrorism: Paralyze, disrupt or disable government or company infrastructures 

• To cause fear or harm the society

• … (even “for the lulz”, using a twisted sense of humor)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Hired to act as actual attackers, placing payloads, delivering exploits, performing the same actions…
• However, after a period infiltrated, they report their findings, so security can be enhanced
• Assess the overall security by testing various means of protection (technical, physical, human)

• Identify flaws, verify the effectiveness of security measures, respond to incidents, hunt threats, 
perform forensics, and damage control operations

• Ensure that all security measures are effective after their implementation
• “Fight” against attackers/red teams to improve systems security, responding to their attacks and 

protecting an organization and their information with a defensive strategy

• Integrating defensive tactics (Blue) with threats and vulnerabilities (Red) and sharing information
• More information: https://danielmiessler.com/study/red-blue-purple-teams/

Source: PowerPoint icons

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://danielmiessler.com/study/red-blue-purple-teams/
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• Or cause any kind of harm in computer 
systems

• Also known as malicious code

• Cause failures: Virus, worms, trojans…
• Steal personal / private information: 

Spyware, Keyloggers, Stealers…
• Distributed / coordinated attacks: 

Botnets…
• Insert ads (with additional malicious 

effects): Adware, Hijackers…
• Extortion / financial damage: 

Ransomware…
• Other: Rogue software, rootkits…

Source: 
https://m.facebook.com/viehgroup/photos/types-
of-malwarebugs-worms-virus-bots-trojanhorse-
ransomware-adware-spyware/2432740090357492/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://m.facebook.com/viehgroup/photos/types-of-malwarebugs-worms-virus-bots-trojanhorse-ransomware-adware-spyware/2432740090357492/
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• E. g.: do not run if inside a VM

• Avoiding detection by technologies like signature-based antivirus software, etc.

• Running at certain times or following certain actions
• E. g.: executes only during certain vulnerable periods (e. g. the boot process)

• So that automated tools can not detect it as malware
• Droppers: the actual malicious code is downloaded (in one or more parts) when a program is run

• It is a mere downloader (+ executor of the downloaded software), with no other harmful effects

• To disable anti-malware and virus protection that check the origin of the files

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Malware created with a double purpose: harm and propagate
• Cause any type of harm when executed: destroy information, impede normal usage…
• Propagate to other computers through different means

• Removable storage devices, shared folders (e. g. SMB protocol), internet-based services…

• They usually have a “hosting program” that, once run, launch the virus and their effects
• Typically are long-running software (system services) or modified/fake versions of popular applications

• Malware with an aggressive replication ability
• Replicates itself in a computer or a computer network to increase resource usage so 

• The computers or networks may cease their activity 
• The performance is compromised so normal operation is no longer possible

• Propagation often exploits an existing vulnerability in a service 
• E. g.: EternalBlue, https://en.wikipedia.org/wiki/EternalBlue

• Opposite to viruses, they do not need (and do not infect) other software

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://en.wikipedia.org/wiki/EternalBlue
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• Slowing down or crashing a system by 
resource starvation 

• Implementing them is simple: 
https://en.wikipedia.org/wiki/Fork_bomb

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://en.wikipedia.org/wiki/Fork_bomb
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Malware disguised as legitimate software (drivers, tools…)

• But also comes with hidden harmful effects (backdoor, spyware, showing ads….)

• And in unofficial app markets…or even official ones!
• Legitimate programs with “enhanced” or “additional features” that turn out malicious or annoying
• Mobile markets are plagued with this type of malware (beware!)

• Especially Android’s Google Play Store

• Official versions of legitimate software, but trojanized in its official servers / mirrors
• IoT devices or other electronic appliances (battery chargers, …) with preinstalled trojans

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Obtains information about individuals, computers, or organizations without consent
• Even fulfilling a set of legal requirements, or downloaded from official sites (anti-cheat…)
• They collect data in background

• Files, contacts, emails, accounts, passwords, visited URLs, browsing habits, timetables, visited places…
• This information is later sold, sent to ad companies, or criminal organizations

• If it is embedded in trojanized legitimate software, they are usually called stealers

• Steals information by monitoring keyboard presses, mouse movement, screen captures…
• This user behavioral information is later sent to a third party 

• That may use it to gain some benefit (access to bank accounts, extortion…) or sell it

• Used also to steal accounts and passwords, disclose private conversations…
• …or for usability and usage pattern study (illegal if the user is not informed and consents)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Software showing intrusive ads in browsers / apps
• Using pop-up windows, full-screen advertisements, misleading tactics, fake warnings…

• Imitating typical Windows /  Linux UI, fake buttons, worrisome messages (“you’ve been infected!”)…
• Most try to fool users to click in the ad so they can run their payload

• Malicious ads have been found into legitimate products 
• Inserted by ad services that do not (or cannot) enforce correct limitations to the ads they serve

• Sometimes ads are used by programs to obtain economical benefits
• Program usage licenses are seldom read / understood
• Ads may collect a substantial amount of data, or perform unwanted or unregulated operations

• Block or difficult browser usage to gain financial benefits or search engine positioning
• Replacing the starting web page with an ad-ridden one (increasing ad visits and earned money)
• Randomly redirecting to unwanted pages (porn, shops, download pages…) to increase their visits 
• Tampering search results to redirect to certain pages, or force using of certain search engines
• They usually focus in earning money by clicking / visiting ads, not stealing money from users

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• By taking full control of their functions/files and ask for a ransom to recover it back

• Screen lockers: user cannot login until a ransom is paid (e. g.: police scam)
• Cryptolockers: important user files are encrypted and irrecuperable without a decryption key

• That must be bought paying a ransom

• Not when first infecting the computer
• They may remain dormant a certain amount of time until triggered, ensuring maximum harm
• They use non-traceable paying methods (e. g.: cryptocurrencies)

• Decipher key not sent or faulty, corrupted data, multiple extortions/infections…
• Using non-infected backups is the most advisable solution 
• Hence a solid backup strategy is mandatory!

Source: TrendMicro

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.osi.es/es/actualidad/avisos/ransomware
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• While remaining in the system undetected by the user
• They may be composed by fake system / hidden / critical files that imitate legitimate ones
• They usually implement process hiding techniques 

• That do not show them in typical process lists or process information and management software

• By legal companies!
• This caused a great controversy when discovered
• https://en.wikipedia.org/wiki/Sony_BMG_copy_protection_rootkit_scandal

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://en.wikipedia.org/wiki/Sony_BMG_copy_protection_rootkit_scandal
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• Fake antivirus: even (falsely) claiming that computers are infected to fool users to download them
• Malware “cleaning” tools: again, claiming fake infections

• They may even turn themselves into additional malware, such as spyware

• OS “optimizers”: That do not really perform any type of optimization 
• And can also hide malware

• And even in the official store!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Financial, data theft…

• But software created with the purpose of committing certain crimes
• Identity theft, password stealing, confidential data capture…

• Exploit packages, exploiting tools…
• Ransomware-as-a-Service (RaaS) is one of the most dangerous current examples

• You want to implement a ransomware campaign against someone, but you don’t have the knowledge?
• No problem! They rent you all necessary tools and instruction manuals

• Or ask for a percentage of the “earnings” 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Once inside the system, they may gain rights to perform privileged operations
• They are a serious security risk

• Intentionally created by the software developers or any third-party library it uses
• Maybe without malicious intentions…undocumented “testing” accounts, “control panels” for development 

that were not deactivated when passing to the production stage…

• A consequence of an unintended vulnerability 
• E. g.: old versions of web pages / services accidentally left online

• Created by crimeware

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• There are way more concepts, but don’t get 
overwhelmed…enough for now! ☺

Source: https://www.govloop.com/your-cybersecurity-cheat-sheet-2/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.govloop.com/your-cybersecurity-cheat-sheet-2/
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• Machines and networks of machines
• Persons (yes, they are targets too!)

• Create them
• Our own custom-made targets (never real ones, as it is illegal unless a contract exists)
• Using Open-Source INTelligence (OSINT): information available publicly on the Internet

• Being able to reach them
• And this requires more basic technical knowledge, specially when locating machines and networks
• Let’s go for it!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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You can’t hack what you can’t see!

Machine networks >
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• We locate these users and send a message to them
• Then, the other users interact with us according to 

the social network protocols
• Likes, retweets, gifs, emojis, memes…

• And trust me, nowadays there are a LOT of different 
machines communicating between them!

Source: https://formatalent.com/cursos-de-m2m-machine-to-machine

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://formatalent.com/cursos-de-m2m-machine-to-machine
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• In Twitter, if I want to communicate with Cesar Granda (ex-student, and professional hacker) I must 
write to @CacharroHacks

• A machine IP is what distinguishes a machine from other machines in a network
• Machines able to communicate DIRECTLY among them CANNOT have the same IP

• The same way two users of the SAME social network cannot have the same ID
• User / machine spoofing!

• The approach is the same!
• Let’s remember concepts from FCR ☺

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Residence, school, laboratory, university campus, office…

• This also means that two machines in different LANs can 
have the same IP

• The problem occurs with machines in the same LAN!

My home 
Network (LAN)

192.168.10.X

IP
192.168.10.10

IP
192.168.10.130

IP
192.168.10.210

My work 
Network (LAN)

192.168.30.X

IP
192.168.30.10

IP
192.168.30.30

IP
192.168.30.120

My neighbor home Network (LAN) 192.168.10.X

IP
192.168.10.10

IP
192.168.10.130

Source: PowerPoint icons

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Remember network layers and protocols from FCR?

• Each connected device (computer, phone, tablet, Raspberry, IoT bulb...) has an IP address
• It is what allows us to communicate and connect with it
• That is, it is its contact address

• They consist of four 8-bit groups, for example 192.168.1.100 (32 bits)
• Each of the numbers between the dots (.) is a byte, that is, an 8-bit data
• Therefore, each number is in the 0-255 range
• They have been exhausted: worldwide networks are (slowly) transitioning to IPv6 (128 bits)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Facilitates routing by grouping address blocks into entries in a single routing table
• In other words, is a way of representing multiple IPs (groups of IPs) with the same identifier

• IPs in the same CIDR block share an initial bit sequence (of a certain length) in their binary form 
• This sequence is called prefix

• A decimal IPv4 address with dots, followed by a forward slash 
• Then a number (N) from 0 to 32
• This number is the length of the prefix

• The number of initial bits shared by all machines in the represented network
• Counting from the most significant bit

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Therefore, a /20 block is a CIDR block with an unspecified 20-bit prefix

• An IPv4 address is 32-bit, so an N-bit CIDR prefix leaves 32-N bits unmatched
• Meaning that 2(32-N) IPv4 addresses can match a given N-bit CIDR prefix
• Shorter CIDR prefixes match more addresses, while longer prefixes match less

• Shorter prefixes mean less networks with more potential machines (a few large networks)
• Larger means more networks with less potential machines (lots of small networks)
• An address can match multiple CIDR prefixes of different lengths

• Sometimes this is represented by a bit mask (255.255.255.0 vs /24)

• The length of the prefix may vary from 0 to 128, due to the higher number of bits

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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My home 
Network (LAN)

192.168.10.0/24

IP
192.168.10.10

IP
192.168.10.130

IP
192.168.10.210

156.35.94.1010.10.1.32/27

00001010. 00001010.00000001.00100000

10.10.1.44

00001010. 00001010.00000001.00101100

10.10.1.90

00001010. 00001010.00000001.01011010

27 bits

10011100. 00100011. 01011110. 00001010

156.35.0.0/16
Uniovi

156.35.94.0/24
EII

156.35.94.10/32
virtual.ingenieriainformatica.uniovi.es

Source: PowerPoint icons
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• Up to 256 machines in the network
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• Example: 192.168.35.0

• Example: 192.168.35.255
• Address to send a message to all hosts in the network at the same time

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• For this reason, a new version of IP (IPv6), using 128 bits, was standardized
• Using 128 bits means much larger (2128) addressing space

• But connected to an IPv6 computer network

• The groups are separated by colons (:)
• Example: 2001:0db8:85a3:0000:0000:8a2e:0370:7334

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.ipv6.com/general/ipv6-addressing/


Source: zona-militar.com

Machines never talk alone ☺

Index -> Networking basics
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• Unless the user isolates itself from others (private accounts, closed groups…)

• Devices that match the same CIDR
• Machines in the same network can normally communicate among others
• Unless they also restrict this to specific machines 

• For example, by using firewalls

• They have also their closed groups / private accounts-like mechanism as in social networks!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• In social networks, communication between different networks is not possible or is heavily restricted
• You cannot send a tweet to a Facebook user
• However, you can send an Instagram history to your connected Facebook account

• Not posts, not other user histories…

• But with machines, you CAN communicate machines in different networks
• Thanks to special machines that act as “bridges” or “gateways” between both
• And that is what we are about to explain!
• But first, we need to review two concepts regarding IPs

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• 192.168.0.0 - 192.168.255.255
• 10.0.0.0 - 10.255.255.255
• 172.16.0.0 - 172.16.255.255

• But they cannot be used on Internet

• Forming its private LAN
• And it sends all connections outside its private LAN over a unique IP

• Valid on the network that is "on the other side" of the router

• “Translating” private IPs to IPs that can be used on the "other side" network
• At some point in this chain of connections, the translated IP is public and valid over the Internet
• This translation mechanism is called NAT (Network Address Translation)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Every user in this group receive the message

• Any message created by a group member 
• Is posted with the group id / name / hashtag (a valid IP 

on the receiver machine network) to the outside
• The real user that issued the message is not visible

• If someone replies to the message
• Only the original sender receives this response
• Requests are translated to IPs of the destination net
• Responses are translated to IPs of the origin network 

• And routed only to the machine that originated the request

• Information to do this is handled by software like 
iptables (see ASR) 

Source: https://www.profesionalreview.com/2020/08/22/modo-nat-que-
es/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• But to a WAN belonging to the ISP that in turn, 
does that (double NAT!)

• This is known as CG-NAT, and you may be using it 
without notice!

My ISP Network

My router

My home 
Network

192.168.0.X/24

DHCP 
Addressing

External IP
NAT

Internet

Internet-wide 
public IPs

(Ex. 156.35.91.4)

Source: PowerPoint icons
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• This means that a device does not have to have the same IP address all the time, but also does not 
worry about how to obtain it ☺

• You will see more details about DHCP in ASR

• When a device connects to a LAN, it requests an IP address to a DHCP server 
• Typically, the own router

• The DHCP server then assigns an IP address to that system for a fixed time period known as lease
• Each time you connect to the LAN, you are likely to receive a different (dynamic) IP address

• But usually in the same range
• For example, 192.168.0.0 - 192.168.255.255 (Private IPs)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Converting between protocols or address schemes
• Differences between them are related to the network 

layer they operate
• Or the number of protocols they can handle

• For our purposes, it is enough to know that they allow 
intercommunication ☺

IP
192.168.10.10

IP
192.168.10.130

IP
192.168.10.210

IP
192.168.30.10

IP
192.168.30.30

IP
192.168.30.120

Staff (LAN) 192.168.20.X

IP
192.168.20.10

IP
192.168.20.130

Accounting (LAN)
192.168.10.X

Sales (LAN)
192.168.30.X

Source: PowerPoint icons
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• There are “compatible” IPs (match the CIDR of your network) 
• And “incompatible” ones (do no match it)

• Gateways, network bridges, routers or switches are different types of translators 
• That are used depending on the protocols and the network topology

• But normally, there are elements that forbid communications for security reasons (like firewalls)
• We will talk about them later in the course!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: zona-militar.com

Domain Name Service
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• They are far easier to remember (and search) than a series of numbers (IPv4) or hexadecimal 
characters (IPv6)

• @hibarikky is far easier to remember than “TwitterUser13224343245” 
• (Maybe Elon Musk is going to change that ☺)

• “Tomás Balaguer” is much easier to remember (and search) than @eftomas

• How is that possible?
• Because there is a “translation” service that converts IPs to names and vice versa 
• This is the DNS (Domain Name System) service! 
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• Associates IP addresses with human-readable domain names assigned to entities 
• E. g. 156.35.94.1 is www.ingenieriainformatica.uniovi.es

• Delegates the responsibility of assigning domain names and mapping those names to Internet 
resources 
• By designating authoritative DNS name servers for each domain
• Network admins may also delegate authority over sub-domains to other name servers
• Provides distributed and fault-tolerant service to avoid a single large central database

• They answer queries to their name database
• You will see plenty of details about DNS in ASR

• Here we only need to understand the basics about how it works to continue
• Remember the utility nslookup from that course

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
http://www.ingenieriainformatica.uniovi.es/
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• Instead of their unique IP
• The name of a remote system is called a domain name
• Therefore, DNS was designed to translate a domain name into an IP address
• The reverse translation process (IP to domain name) can be also supported
• Today it works with IPv4 and IPv6

• That's what makes the Internet possible today

• But of several ones worldwide
• DNS servers have a hierarchical organization 
• And hence the dot-separated form of the names they resolve

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Internet Corporation for Assigned Names and 
Numbers

• For example, the one we hire to host a site

• They are the .com, .edu, .org…, and many 
others that we usually see at the end of the 
Fully Qualified Domain Name (FQDN)

Source: https://www.computerhope.com/jargon/d/dns.htm

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.computerhope.com/jargon/d/dns.htm
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• Top-level domains or TLDs can have multiple subdomains below them
• In the previous diagram, .mit and .craiglist are part of the top-level .edu and .org domains 

respectively
• These are called subdomains (SLDs)

• Domains that are part of a larger domain
• In the example, mit and craiglist are second-tier domains under their own TLD

• And, of course, below these SLDs there may be many other subdomains
• For example, below .com, we could have computerhope.com and support.computerhope.com

• This subdivides the domain into parts
• The leftmost part is always the most specific, while the rightmost part is more general

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• From the client point of view, not much
• It asks for the IP of a domain name to its DNS

• If the DNS server knows the IP belonging to this 
name, it just returns it

• The complicated part starts when the DNS server 
does not know this IP
• It has a limited amount of space to store these 

associations…

DNS 
Server

Client

www.uniovi.es?

156.35.233.105
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• First, the DNS recursive resolver sends DNS query to a Root Nameserver
• The IP address of a root nameserver is known

DNS 
Recursive
Resolver

Client

uniovi.es?
Root

Nameserver
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• ".es" nameserver in our case
• The recursive resolver then asks this new nameserver for the domain name

DNS 
Recursive
Resolver

Client

uniovi.es?

Root
Nameserver

“.es”
Nameserver
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• And then the recursive resolver asks again to this new nameserver…

DNS 
Recursive
Resolver

Client

uniovi.es?

Root
Nameserver

“.es”
Nameserver

uniovi.es?

“uniovi.es”
Nameserver

Ask to the “uniovi.es” nameserver
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• Sending the server IP address and caching it for future requests

DNS 
Recursive
Resolver

Client

uniovi.es?

Root
Nameserver

“.es”
Nameserver

uniovi.es?

“uniovi.es”
Nameserver

Ask to the “uniovi.es” nameserver156.35.233.105

Finally!

Interested in “playing” with DNS queries to better understand how they 
work? Try this: https://messwithdns.net

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://messwithdns.net/


Source: https://dev.to/wassimchegham/ever-wondered-what-happens-when-you-type-in-a-url-in-an-address-bar-in-a-browser-3dob

https://dev.to/wassimchegham/ever-wondered-what-happens-when-you-type-in-a-url-in-an-address-bar-in-a-browser-3dob


Source: zona-militar.com
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• Ports, that have services that communicate with potential clients 
• Using certain communication protocols

• Protocols are like the actions we can do in a social network
• We can send messages in different formats: texts, images, memes, animated gifs, likes, retweets…
• To communicate with others, social networks have a protocol of allowed message formats
• This concept is no different to what happens with machines

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The same machine can offer many services! (one per port)
• The IP is the address of the machine to which we connect
• The port marks which service (out of all that the machine offers) is used at that IP address

• “I can get to the airport, but in the end, I'll have to choose which flight I'm going to catch” ☺
• E.g., if our school's website is on IP 156.35.94.1

• To browse it we need a proper client that connects to port 80
• Which is the one that offers the HTTP service (our official web page) by default

• The first 1,024 are generally referred to as "common ports“, reserved for typical known services
• The rest can be used to create programs that "listen" to connections and provide diverse services

• The most used port numbers appear in the following slide
• “Opening a port” means offering a service to machines outside yours 

• E. g..: Web server, Minecraft server…

• Opening ports under CG-NAT does not work! (beware!)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• But unlike reserved ones, it is not 
mandatory

• Take this list with precaution!

• https://nmap.org/

• It also allows us to know 
• What service is “behind” each port
• If it is active (sends/receives requests)

• Just listen to traffic, more “stealth”
• E.g.: netdiscover

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://nmap.org/
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• They “listen” to it
• They are processes, like the ones you saw in SO

• When a client connects to them, and uses the appropriate communication protocol, the service 
processes the client request and sends a response

• Or an error if the request is not valid 
• Or contains any kind of unexpected data / command…

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• It defines the rules, syntax, semantics and synchronization of communication and possible error 
recovery methods (remember FCR?)

• Each message has an exact meaning, intended to elicit a response from a range of possible 
responses pre-determined for that situation

• The specified behavior is typically independent of its implementation (protocols are usually approved 
standards)

• A group of protocols designed to work together is known as a protocol suite
• When implemented in software they are a protocol stack

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Able to receive traffic
• This step does not necessarily 

identify ports / services yet

• This is the second step, 
Enumeration (Topic 5)

  --traceroute: Trace hop path to each host

  -iR <num hosts>: Choose random targets

  --exclude <host1[,host2][,host3],...>: Exclude hosts/networks

  --excludefile <exclude_file>: Exclude list from file

Nmap 7.80 Cheatsheet series (ingenieriainformatica.uniovi.es)

https://nmap.org/

GENERAL USAGE

nmap [Scan Type(s)] [Options] {target specification}

TARGET SPECIFICATION
  -iL <inputfilename>: Input from  from file a list of hosts/networks

Part 1: Reconnaissance (Basic)

Target specifications can be host names, IP addresses, ranges, networks, 

etc. (scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254)

Use these options to locate "alive machines" (sometimes only returns that, 

sometimes they also return some port / service information)

 NOTES 

 RECONOISSANCE EXAMPLES 

HOST DISCOVERY OPTIONS (WAYS TO CHECK "ALIVE" MACHINES)

  --dns-servers <serv1[,serv2],...>: Specify custom DNS servers

  -n/-R: Never do DNS resolution/Always resolve [default: sometimes]

  -PO[protocol list]: IP Protocol Ping

  -PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes

  -Pn: Treat all provided hosts as online -- skip host discovery

  -PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports

  -sL: List Scan - simply list targets to scan

  -sn: Ping Scan - disable port scan

  --system-dns: Use OS's DNS resolver

  nmap -sn scanme.nmap.org

  sudo nmap --traceroute scanme.nmap.org

  sudo nmap -PS22,80 scanme.nmap.org
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• Physical and wireless connections end at device ports
• They identify a process or a network service
• Multiplexing services in a single IP address
• A port is always associated with an IP and the 

protocol of the communication
• The most common protocols are TCP (Transmission 

Control Protocol) and UDP (User Datagram Protocol)
• All three form the destination or source network 

address of a message
• E.g.: 156.35.94.1:80/tcp (typical web server)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• This means opening access in your router to all 
possible services to anybody

• To the Switch® console IP address
• Only for connections using the UDP protocol
• All Switch® exposed services are visible from the 

outside!

• Tomorrow another device may use it, and somebody 
may have access to all its services…

• It is a VERY BAD security advice!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• IPs, ports, services…

• Your data travels “free” in all directions in 
an open space

• It could be picked up by anyone in your 
own Wi-Fi network 
• With a packet sniffer
• To analyze and decrypt your traffic (WEP, 

WPA…)

• Specially on free Wi-Fi networks!
• AVOID Free Wi-Fi at all costs
• Always use encrypted traffic (SSH, 

HTTPS) or VPNs

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: zona-militar.com

Main aspects to consider inside any machine
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• Users
• Files and partitions
• Programs (software)
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• Partitions group files under a 
directory in an isolated storage 
space

• Typically, transparent to the user

• We need to know where are the 
critical parts of the filesystem
• Private files, device files, important 

services, logs…

• Without this knowledge, we cannot 
perform security operations 
effectively

Source: https://www.wifislax.com/sistema-de-archivos-linux-en-una-sola-imagen/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.wifislax.com/sistema-de-archivos-linux-en-una-sola-imagen/
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• Commands: invoked by users to achieve 
different effects
• The image shows the typical commands 

of a Linux system 
• More complete listing: 

https://ss64.com/bash/

• Background running applications
• They are called services (Windows) or 

Daemons (Linux)
• Provide different features to the OS

• Most are required to proper OS operation

• They are running continuously or 
periodically (programmed) 
• Or once a certain application runs

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://ss64.com/bash/
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• Able to install/remove software, upgrade the OS,  modify system or 
application configurations…

• Root / Administrator account: the system administrator, able to perform 
any change in the OS https://www.ssh.com/iam/user/root/

• System accounts: usually with known user IDs, created during the OS 
install for management

• Service accounts: run applications/other processes
• Also created to own data and configuration files
• They are not intended to be allowed interactive login (bash terminals) 
• Or be used by people in any way
• Only for administrative operations

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.ssh.com/iam/user/root/
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• Like creating documents, editing photos, browsing, playing games… any operation that do not require 
any special privilege

• Some of them may be sudoers
• Tools like sudo can be used to grant certain users the ability to run selected commands as root
• This way, the need for an enabled interactive root account disappears
• Only selected users (the ones in the sudoers group) can temporarily “upgrade” themselves to root to 

execute administrative operations
• Once the operation ends, the user returns to their normal privilege status

• Not every user is a sudoer
• All beyond the first created user (that is usually a sudoer automatically) must be manually added to this group

• If it is not possible, it will try to perform a privilege scalation
• We will deal with this later in the course!

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


Source: zona-militar.com
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• And other companies that process these 
data for a profit

• If a service is “free”, your data is the 
payment!

• The only way to avoid this is to setup your 
browser with extensions that limit data 
acquisition techniques

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• To help you choose the most adequate 
one if you are worried about these 
issues

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Advertisement sites of certain products not normally found in typical web stores (Viagra…), or related 
to illegal / alegal activities

• Scams (Nigerian scam, fraudulent fundraises, mules…)
• Spread malware
• Spread phising campaigns
• … (many, many new forms of fraud appear frequently)

• Saturate (and therefore perform a DoS) networks / email servers (zip bombs)
• Initiate a scam or fraud (phishing)

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• Steal user private information (logins, passwords, credit cards, email accounts…), run malware…
• This information is key to commit another type of fraud later

• Attackers often gather and use personal information about their target to increase success
• E. g.: Threat Group-4127 (Fancy Bear APT group, Russia) used spear phishing tactics to target email 

accounts linked to Hillary Clinton's 2016 presidential campaign

• There are an enormous amount of fraud types, impossible to cover in this course
• To know more about lots of fraud types, how they are implemented, and possible ways of identifying 

them, you can check these presentations (in Spanish)
• Fraud types: https://www.researchgate.net/publication/348307670_Redes_Mentiras_y_tus_Tarjetas_de_credito_Fraudes_Online

• Fraud identification: 
https://www.researchgate.net/publication/359146160_Las_Ciberestafas_en_la_Actualidad_Formas_de_reconocerlas_y_prevenirlas

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://www.researchgate.net/publication/348307670_Redes_Mentiras_y_tus_Tarjetas_de_credito_Fraudes_Online
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• Present in emails, social networks (Twitter, Facebook…), instant messaging applications (WhatsApp, 
Telegram…), SMS…

• Also present in some newspaper (intentional disinformation or fake news)

• That are later targets of phising / spam attacks
• They may also saturate the email system of a company

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The attacker guesses or observes which websites this group often uses 
• Then targets them to infect one or more of them with malware
• Eventually, some member of the targeted group becomes infected
• And then, a fully customized attack may be launched

• E. g.: hacks looking for specific information that may only attack users coming from specific IP addresses
• Attacks are created considering all the information the attacker has about users of the group

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The pop-up may display a fake error, warning or other misleading information
• Once clicked, the download may initiate, and the attack can be unfolded

• Injecting a script that may request additional malicious scripts (with the actual exploits) to an 
attacker-controlled server

• If the exploit succeeds, the malware may be executed

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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• The goal is to place custom malicious code on multiple computers for specific tasks
• The more time it remains, the more damage / information stolen

• May also refer to other groups conducting large-scale targeted intrusions

• Every major business sector (government, defense, financial services, legal services, industrial, 
telecoms…) has recorded instances of attacks by advanced actors 

• With specific goals, seeking to steal, spy, or disrupt

• Social engineering, human intelligence…to access a physical location to enable network attacks

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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“Publicly available information that is collected, exploited, and distributed on a predetermined basis to an 
appropriate audience, with the intention of meeting a specific research requirement “

• That can be used to find out certain data, routines, structures, etc. of a given collective / person / 
company

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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1. Media: printed newspapers, magazines, radio and TV from one or more countries

2. Internet, online publications, blogs, forums, and electronic means associated with specific citizens 
such as telephones or user-created content

1. This also includes Youtube and social networks

2. It is the main source of information, since data appears time-sorted and is easily accessible

3. Government public data: reports, invoices, phone directories, press magazines, talks

4. Professional and academic publications: journals, conferences, symposia, academic articles, 
thesis, projects...

5. Commercial data: financial and/or industrial studies, databases, images

6. Other works: technical reports, preprints, patents, articles in process, business documents, 
unpublished articles, newsletters

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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Source: 
https://ethority.de/so
cial-media-prisma/

• The image shows some of them, 
divided by categories

• About a huge number of people 
worldwide

• Which is, by the way, scary…

• https://ciberpatrulla.com/links/

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
https://ethority.de/social-media-prisma/
https://ciberpatrulla.com/links/
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What’s next?

https://github.com/jose-r-lopez


RJ45, 802.11…

Binary data transfer and Wireless signals

MAC, IPv4, IPv6…

Phisical Addressing

IP, ARP, ICMP, DNS…

Logical addressing and network routing

TCP, UDP, TLS…

Connections and Secure Connections

Establishing sessions, RPC, Web services…

Communications between computers

Metadata, HTML, Documents (multiple types)…

Exposed Information

HTTP, EMAIL, SMTP, FTP…

Access to applications or services

Social networks, search engines…

User and resource public information

Sniffing

Spoofing

Man In The Middle

Service fingerprinting / DoS

Hijacking

Information Gathering / Phising

Exploiting
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The “Cyber Kill Chain”

Reconnaissance

Enumeration / 
Intrusion

Exploitation

Post-
Exploitation

Privilege Escalation
Lateral Movement
Obfuscation / Anti-forensics
Denial of Service
Data Exfiltration
Port scanning
Pivoting
Persistence

Based on what the attackers discovered in the 
reconnaissance phase, they’re able to get into your 
systems: often leveraging malware or security 
vulnerabilities.

The observation stage: attackers typically assess 
the situation from the outside-in, in order to 
identify both targets and tactics for the attack

The act of exploiting vulnerabilities, and delivering 
malicious code onto the system, in order to get a 
better foothold

Attack Methods
Explained in

Possible defenses in

1

2

3

4

Malicious actions 
performed on exploited 
system to increase 
attack effects or do 
maximum damage

Topic 1

Topic 7

Topic 7

Topic 5

Topic 5

Topic 2
Topic 3
Topic 4
Topic 6

Topic 3
Topic 4
Topic 5

Topic 3
Topic 4

Source: PowerPoint icons

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/


José Manuel 
Redondo López

1. 
Introduction

2. 
Cryptography

3. OS 
Security

4. Security 
Policies

5. Network 
Security

6. 
Application 

Security
7. Pentesting

System and Network 
Administration 

(ASR), 3rd course

Fully
complemented

by

Shares 
Multiple

Concepts
With

Discrete Math and 
Automatons (AMD), 

1st course

Language 
Programming Design 

(DLP), 3rd course

Regular 
Expression
Handling

Audit and Forensics 
(Forensics), Optional

• We will make continuous references to 
other courses during this one

• These are the acronyms we will use

Ethical, Legal and 
Professional Aspects 

of Computer 
Engineering (ASLEPI), 

4th course

Direction and 
Planning of Computer 
Engineering Projects 

(DPPI), 4th course

Log and 
memory

dump 
analysis

Laws are 
reviewed here

Risk analysis is
reviewed here

Final Degree 
Work

Secure Coding
Guidelines

Computer and Network 
Fundamentals (FCR), 

1st course

Shares
Concepts

With

Operation Systems 
(SO), 2nd course

Fully
complemented by

Shares Concepts With

Distributed Systems 
and Internet (SDI), 

3rd course

Software and Web 
Standards (SEW), 3rd

course

Programming Technologies 
and Paradigms (TPP), 2nd

course

Uses and provides
Examples in their
technologies

Programming
Techniques

Software Quality, 
Validation and 

Verification (CVVS),4th

course

Information 
Repositories 

(IR), 3rd course

Databases 
(BD), 2nd

course

Mentions attack 
techniques for

Intelligent Systems 
(SI), 4th course

IA/ML Techniques analyze logs
and other collected data
Firewalls are rule-based

Master on Web 
Engineering

Bachelor Software Engineering

Data Structures 
(EDI), 2nd course

Human-Computer 
Interaction (HCI), 

2nd course

Numeric 
Computation 

(CN), 2nd

course

Dictionaries

(Non-) 
linear 
functions

GUI design
techniques for
private data
input

Linear Algebra 
(Algebra), 1st

course
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Rank Concept

Know the three type of attacks we can have against computer systems

Know the basic concepts of cybersecurity and the basics of IP addressing

Being able to determine the different types of networks we can have

Know how DHCP and NAT works

Understand the CIDR address scheme

Understand the basic entities we can find in a machine from an external point of view

Understand the basic entities we can find in a machine from an internal point of view

Being able to distinguish the different malware types

Know the different threats users may find nowadays

Understand how DNS queries are processed

Understand what happens every time we make an HTTP request

My <body> is ready: Understand the basic concepts of security and networking 

https://www.linkedin.com/in/jos%C3%A9-manuel-redondo-l%C3%B3pez-56892a1a2/
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